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1.0 INTRODUCTION TO PHIMT

The Privacy Rule of the Health Insurance Portability and Accountability Act (HIPAA) of 1996
requires covered entities to safeguard patients’ medical records. The Department of Defense
(DoD) regulation, DoD 6025.18-R, Health Information Privacy Regulation, implements the
Privacy Rule for the Military Health System (MHS).

The Privacy Rule requires a covered entity to maintain a history of when and to whom
disclosures of Protected Health Information (PHI) are made. The MHS, as a covered entity,
must be able to provide an accounting of those disclosures to an individual upon request.
Authorizations and Restrictions from an individual to a covered entity are included in the
information required for tracking purposes.

In accordance with DoD 6025.18-R, military treatment facilities (MTFs), as covered entities
within the MHS, must provide an accounting of disclosures within 60 days of a request. If the
MTF cannot honor an accounting of disclosures within the 60-day period, it must provide
information to the requester as to the reason for the delay and expected completion date. The
MTF may extend the time to provide the accounting by no more than 30 days. Only one
extension is permitted per request.

To comply with these requirements, Defense Health Agency (DHA) created an electronic
disclosure-tracking tool. The Protected Health Information Management Tool

(PHIMT) stores information about all disclosures, authorizations, and restrictions that are made
for a particular patient. PHIMT has a functionality built into it that can provide an accounting of
disclosures. This tool is available for MHS covered entities, including MTFs.

1.1  PHIMT User Permissions

Each user is assigned to one or more organization(s), which is defined as a logical or physical
entity such as an MTF, a Military Service, or DHA.

PHIMT permissions are based on status-level relationships within Service Groups. These
Service Groups consist of the Army, Navy, Air Force, and Coast Guard. Anyone in a given
Service Group can be granted access to information required to perform his or her duties.
Specific roles have corresponding permissions that determine who will have access to what
information. Individuals with PHIMT roles have access to information required for job
performance as well as access to information accessible to those roles with fewer permissions.
No individual will be granted access to information needed to perform duties that require a
higher set of permissions. Those in roles with the highest levels of permissions will have access
to all information within their Service Group. An individual within any Service Group may not
be granted access to information in any other Service Group.

For example, DHA, Group A the top tier, occupies those roles with the highest levels of
permissions. Individuals in this group are granted access to all information within their Service
Group. Individuals Group B the second tier, do not have access to the information accessible to
those in the top tier since they occupy roles requiring a lower level of permissions. However,

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is 4
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Group B does have access to the information in Group C, comprised of roles requiring even
lower permission levels. The third tier, Group C, is comprised of offices and command centers
within the Service Groups. This tier can only access information necessary for the individual to
complete his or her responsibilities. The individual does not have access to information within
the higher tiers. There is absolutely no viewing of an individual’s information outside of his or
her own Service Group.

1.2 PHIMT User Roles

A role is a named collection of permissions. Roles allow users with the same permissions to be
grouped under a unique name. PHIMT roles include Regular User, User Admin, Privacy
Specialist, and Tool Admin.

* A Regular User is a general role with basic functionality. This role can create
disclosures and authorization requests that can be routed on to a Privacy Specialist.

e A User Admin is a local administrator for a MTF or a designated Service. The e-mail
account administrators will handle this role for each MTF or Service.

* A Privacy Specialist is the Privacy Officer or designee at an MTF or Service level. This
role allows the user to maintain disclosure reporting, approve/deny disclosure requests,
amend requests, restrict, and suspend disclosures, and to generate associated letters.

* A Tool Administrator has global access to the application and will be maintained by the
PHIMT Help Desk. This role allows the user to configure roles within MTFs, and create
permissions within the application.

Within an organization, each user can have one or more role(s). A user can have the same roles
in multiple organizations, or different roles in multiple organizations. Roles are inherited
through permission levels

NOTE: An individual’s particular user role will determine the level of PHIMT activities he or
she is authorized to perform. Different user roles are authorized to access different tabs in the
tool.

The Privacy Office is responsible for granting PHIMT Users access to certain departments that
manage PHI based on the user’s degree of permissions. Some of the departments that the
Privacy Officer may wish to grant access include, but are not limited to:

e Medical records

* Release of information
* Patient advocate

= Patient’s rights

* Privacy office

Some or all individuals within these departments may also be designated as Regular Users or
Privacy Specialists.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is 5
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1.2.1 Privacy Specialist

In PHIMT, the Privacy Specialist is usually a Privacy Officer within the facility or a designee at
an MTF or Service level. This role allows the user to maintain disclosure reporting,
approve/deny disclosure requests, amend requests, restrict and suspend disclosures, and issue
complaints.

The Privacy Specialist understands how the MTF manages disclosures. Disclosure requests may
be routed from a Regular User to the Privacy Specialist or from one Privacy Specialist to
another. This process helps establish working relationships between the different PHIMT users.

1.2.2 Regular User

The Regular User can create disclosure and authorization requests that can later be routed to a
Privacy Specialist. He or she can review patient profiles, record an accounting of disclosure
request, and revoke authorizations.

1.2.3 User Admin

The User Admin will create User-to-User Relationships as directed by the Privacy Officer. A
collaborative effort is required to ensure the release of PHI is managed within PHIMT. Before
establishing any relationships, the Privacy Officer will have an understanding of the way the
MTF manages disclosures, the key individuals involved in the release of information and
tracking of disclosures, and the approval process. A complimentary knowledge base will come
from you and your understanding of how to create a workflow by routing the requests of a
Regular User to a Privacy Specialist and from a Privacy Specialist to another Privacy Specialist,
if necessary. Multiple User-to-User Relationships can be established throughout the facility.

1.3 PHIMT SYSTEM REQUIREMENTS

Before using PHIMT, it is necessary to understand and ensure the operating requirements are
met. PHIMT has specific requirements for the operating system, browser, and plug-ins. In
particular, PHIMT requires a Microsoft Windows operating system: Windows XP (home,
professional), Windows 2000 (standard, professional, advanced), or Windows 98.

NOTE: Windows NT works with PHIMT in most cases, but some limitations may exist.

1.3.1 Browser Requirements

PHIMT requires the use of Microsoft Internet Explorer, version 6.0 or above.

NOTE: Cookies and JavaScript should be enabled (these items are enabled in a default browser
installation).
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1.3.2 Plug-Ins

PHIMT requires the use of Adobe Acrobat, version 6.0 or above. The application will also work
with version 5.0 but the latest version is recommended.

NOTE: Todisplay the generated letters and reports in the browser, the Adobe Acrobat Plug-in
is required. This is normally installed with Adobe Acrobat Reader. Download Adobe Acrobat
for free at http://www.adobe.com.

2.0 ACCESSING AND USING PHIMT

Now that you have an understanding of why PHIMT was developed, are familiar with its
capabilities and system requirements, and understand your role, you are ready to access the
application.

To login to the PHIMT application:

1. Enter the URL for PHIMT into the Web browser,
https://tma-phimt.csd.disa.mil/hipaax

MANDATORY DOD NOTICE AND CONSENT BANNER
You are accessing a US. Government (USG) Information System (IS) that is provided for USG-authorized use only.

By using this IS (which includes any device attached to this IS), you consent to the following conditions:

» The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to, penetration testing, COMSEC monitoring, network operations and defense,
personnel misconduct (PM), law enforcement (LE). and counterintelli e (CI) investigati

At any time, the USG may inspect and seize data stored on this IS.

Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and search, and may be disclosed or used for any USG-authorized purpose.

This IS includes security measures (e g, authentication and access controls) to protect USG interests not for your personal benefit or privacy.

Notwithstanding the abave, using this IS does not constitute consent ta PM, LE or Cl investigative searching or monitoring of the content of privileged communications, or work product,
related to personal representation or services by attomeys, psychotherapists, or clergy, and their assistants. Such communications and work product are private and confidential. See User
Agreement for details

g |

2. Read the DoD Notice and Consent Banner.

3. Click on the OK button.
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A%, U-S. Department of Defense IDENTITY
A\ o AUTHENTICATION
J; Military Health System SERVICES
This Website has been Public Key Enforced
& Please click on "CAC Access" below to access the application using your Common Access
Card (CAC).

nnn Make sure that your CAC is inserted into the CAC reader so that your identity cerfificate is
PKE available to the web browser.

1 you need to update your Enterprise E-Mail
Address, click the link below:
+ Update your Enterprise E-mail Address

-
1=l

Click on the Green CAC Access button.
Select CAC Identification.

Click on the OK button.

Choose a digital certificate M

Identification

4~ The website you want to view requests identification.
Please choose a certificate.

Mame Issuer
—

B

| Morelnfo... | [view Certificate... |

> J[ ca ]
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ActivClient Login LB ||

Actividentity

ActivClient

Flease enter your PIN,

FIN [l

7. Enter CAC PIN.

8. Click on the OK button.

Defense Health Agency

MHS PHIMT

THIS IS A DOD COMPUTER SYSTEM. THIS COMPUTER SY WHICH INCLUDES ALL RELATED EQUIPMENT, NETWORKS, AND NETWORK
DEVICES (SPECIFICALLY INCLUDING ACCESS TO THE INTE! ARE PROVIDED ONLY FOR OFFICIAL U.S. GOVERNMENT BUSINESS. DOD
COMPUTER SYSTEMS MAY BE MONITORED BY AUTHORIZED PERSOMNEL TO ENSURE THAT THEIR USE IS AUTHORIZED, FOR MANAGEMENT
OF THE S STEM, TO FACILITATE PROTECTION AGAINST UNAUTHORIZED ACCESS, AND TO VERIFY SECURITY PROCEDURES. MONTORING
INCLUDES "HACKER" ATTACKS TO OR VERIFY T ECURMY OF THIS SY'STEM AGAINST USE BY UNAUTHORIZED PERSONS. DURING
THESE ACTIVITIES, INFORMATION S ON THIS S W MAY BE EXAMINED, COPIED AND USED FOR AUTHORIZED PURPOSES AND DATA
OR PROGRAMS MAY BE PLACED INTO THIS S¥STEM. THEREFORE, INFORMATION ¥OU PLACE ON THIS SYSTEM IS NOT PRIVATE. USE OF THIS
DOD COMPUTER SYSTEM, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES CONSENT TO OFFICIAL MONTORING OF THIS S STEM.
UNAUTHORIZED USE OF A DOD COMPUTER SY AAY SUBJECT ¥OU TO CRIMINAL PROSECUTION. EVIDENCE OF UNAUTHORIZED USE
COLLECTED DURING MONTORING MAY BE PROVI 0 APPROPRIAT RSONMEL FOR ADMINISTRATIVE, CRIMINAL, OR OTHER ACTION.

PRIVACY ACT WARNING

INFORMATION CONTAINED N THIS SY'STEM IS SUBJECT TO THE PRWACY ACT OF 1574 (5 U.S.C. 552A, AS AMENDED). PERSONAL
INFORMATION CONTAINED M THIS SSTEM MAY BE USED ONLY BY AUTHORIZED PERSONS IN THE CONDUCT OF OFFICIAL BUSINESS. ANY
INDIVIDUAL RESPONSIBLE FOR UNAUTHOREZED DISCLOSURE OR MISUSE OF PERSONAL INFORMATION MAY BE SUBJECT TO FINE OF UP TO
55,000,

>( Accept

9. Read the Notice and Terms of Use.
10. Click on the Accept button.

* Upon successful login you will be brought to the PHIMT User Tab.
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3.0 UNDERSTANDING PHIMT SCREENS

Each tab of the PHIMT screens contains some basic information that will be helpful to you when
performing the various activities.

3.1 SCREEN FEATURES

There are many features to the PHIMT screen that you can use to navigate your way through the
many disclosure activities you will perform. These features are discussed here.

3.1.1 Date

The date displays the current weekday, month, day, and year in the upper left corner of the
PHIMT screen.

Thursday, February 3, 2005

P

3.1.2 Navigational Options

Navigational options, such as logoff, provide directional hyperlinks that will help you to proceed
through the PHIMT application. They are located in the upper right hand corner of the PHIMT
screen.

Logoff

3.1.3 Status Box

The gray status box shows current information and is located in the upper left hand corner of all
PHIMT screens. The box displays the current user, user information such as organization and
assigned role, patient information, and information about what disclosure activity is currently
being performed. This information is updated when making inputs for various activities.

Current User:
Mill=r, Exin
LIS Tha,

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is 10
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3.1.4 Activity Hyperlinks

The activity hyperlinks are located under the status box, on the left hand side of the PHIMT
screen. This listing consists of hyperlinks for activities that can be performed while in a specific
“tab.” The hyperlinks may include: My Profile, My Requests, or My Worklist; depending on
which tab you are using. Your user role will determine specific hyperlinks listed.

ity Profile
My Reguests
oy Wiorklist

Switch organizations

3.1.5 PHIMT Screen Tabs

PHIMT screen tabs are labels that are located at the top of the display screen. The tabs serve as
file folders for different groupings of activities. The specific tabs will vary depending on what
role you are assigned.

= Privacy Specialist tabs includes: Patient, User, Admin, Requests, Requester
* Regular User tabs includes: Patient, User, Requests, Requester
e User Admin tabs includes: User, Admin. Each tab allows for different activities.

3.1.6 Screen Title

The screen title is located directly under the tabs and above the display screen. This is the title of
the particular screen being displayed (ex. user worklist, patient search results).

User Worklist

U=er Worklist
Activity Request

3.1.7 Display Screen/Application Window

The display screen/application window is the PHIMT user’s work area. These screens contain
various fields in which to provide required information for proceeding through the PHIMT
activities. To assist with data input, PHIMT provides text boxes, windows, calendar icons, and
drop down menus. All features may not be on a particular user screen:
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= Radio buttons — Radio buttons appear as black dots to indicate selection. You can toggle
the buttons between selected and not selected.

e Check marks — Check marks are used to indicate a done or un-done status. You can
toggle the marks between checked and unchecked.

* Drop down menus — Drop down menus provide the user with a list of possible selections
from which to choose. Clicking on a particular selection causes it to be selected and
appear in the “window.” You can change a selection by clicking the arrow on the menu
box and then clicking on a different item.

* Text boxes— Text boxes are empty fields in which you can provide information. At
times, this data is requested as additional comments or for supplemental information.

e (alendar icons — Calendar icons are provided to make it easier for you to input required
dates. Date inputs are specific dates chosen by you to clarify time limits on various
PHIMT activities. Choose a date by selecting the arrow in the date window. A calendar
icon appears for easy inputs. Click on the desired date or use the arrows near the month
and year headings to display a date not currently shown. The date you select will appear
in the date window.

* Action buttons — Action buttons are used to guide you through the PHIMT steps and
processes. Click on these buttons to proceed through various activities. Examples of
these buttons include: Next, Save, Create, and Update.

NOTE: These features will be discussed when they are used in an activity.

3.2 PHIMT ERROR MESSAGES

PHIMT issues error messages when an entry or selection is not appropriate or complete. The
message begins “Error(s) have occurred” and then follows with a bulleted list of the errors. For
example, if you try to route an activity to someone who does not have access to that information,
or you are not authorized to route the information to that particular person, PHIMT will display a
message indicating that you do not have the authority to perform that task. If you have not
provided information for all the required data fields, PHIMT will issue a message indicating that
information is missing. Once the error has been corrected, you can proceed to the next step in
the PHIMT activity.

4.0 MHS DATA REPOSITORY

PHIMT has an automatic monthly upload of patient demographic information from the Military
Health System (MHS) Data Repository (MDR). This avoids the need for Users to manually
enter patient demographics information prior to recording a disclosure, thus significantly
decreasing the time needed to record a disclosure. In addition, this capability decreases the
likelihood of erroneous information entering PHIMT and increases the reliability and accuracy of
the information it contains.
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4.1 ACCESSING PATIENT ACCOUNTS

Now that the MDR data has been implemented in the PHIMT, the patient demographics will not
need to be manually entered. When searching for a patient, all patient records in the MDR and
PHIMT that meet your search criteria will be returned. The word “New” will appear next to all
records that are from the MDR.

Test, Tonya new B 224414478 224884223 1973-08-15 P.O. Box 42 Howardsville, VA 24562-0042
EDIPN:1046194728

Test, Vanessa 121485 538304084 15593-04-18 125 Granby Pl Portland, TX 78374-1407
EDIPN:1086820702

Test, Virginia 82141 17708188 1938-12-27 12475 Highgate Ln Gloucester, VA 23061-2648
EDIPN:1034250320

Test, Weekend 82135 285090002 1865-10-01 Undefined
EDIPN:1268571627

Test, William 121488 318743051 318743051 1982-07-01 327 | Ave Sheppard Afb, TX 76311-2502
EDIPN:1264557700

Other options:
Adijust your search criteria and try again.

Create a new Patient record.

NOTE: When available, the address in the MDR will supersede the address in the PHIMT,

unless the address in the MDR is blank. If the address in the MDR does not match the address in
the PHIMT, the address in the MDR will be the default address. If there is not an address listed
in the PHIMT, the address from the MDR Data will be used.

Once the patient record has been selected by clicking directly on the name of the patient, the
record will be given a PHIMT Patient ID number, rather than being labeled as “New.”

Monday, April 19, 2010 Patient Search  Logoff|
Patient o User VS Admin "/ Requests ./ Requester

BT ETE BETETH Patient Search Results

Test, Rebecca

03/13/1984

ED FFEEEEES Search Results - Click on the name to select a person

Sponsor

Summary blams D SSN s Birth Date Address
Reguests .
Record Disclosure Test, Rebecca 208938 271505884 274864759 18984-03-13 1445 Beaver Creek Ln Kettering, OH
Accounting Suspensions 45423-3703
Disclosure Restrictions EDIPN:1385132766
Authorization
Notice
Patient Profile
Relaticnships .
Generate Form Other options:
Adjust vour search eriteria and try again.
Patignt Search Create a new Patient record.
Last Edited: 3/3/2011 Any data herein that may be construed as personal information is 13
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4.2 DUPLICATE ACCOUNTS

When using the PHIMT to access a patient’s account, the EDIPN is used as the unique identifier.
If there are two patients with the same SSN but different EDIPNs in the PHIMT and/or MDR
data, both accounts will display, clicking on the patient name will select appropriate account.

Monday, April 19, 2010 Patient Search  Logoff
/ Patient )/ User N Admin "/ Requests ',/ Requester

iR atest Patient Search Results
Test, Alice
05/05/1928 Error(s) have cccurred:

= At least one record already exists that appears to be the same person
Summary
Reguestz
Record Disclosure Link to an Existing Record - Click on the name to select a person
Accounting Suspensions Sponsor
Disclosure Restrictions Name: ]} 55N 5N Birth Date Address
Authorization
Motice Test, Alice 208845 168226481 176325586 1928-05-05 13580 N Oracle Rd Tucsaon,
Patient Profile AZ 35739
Relationships
Generate Form

Create a new Record - - Click on the name to select a person

Patient Search
Name D ssn SPOMSOT i page Address
SSN
Test, Alice new 168225481 176325586 1928-05-05 13830 N Oracle Rd Tucson, AZ
B85738-4255
Other options:

Adijust your search criteria and try again.

Create a new Patient record

4.3 PATIENT PROFILE

All patient profiles that are taken from the MDR will be labeled with “Imported from TCL” to
show that the information has been imported.

Cermadlpient Patient Profile \ Person Details
Test, Alexis
1112512003 “Hame  (last) (First) (Mididie) (SrAr)
EDIPN:1271043763
Test | Alexis
Summary
T
Requests ype
Record Disclosure Patient -
Accounting Suspensions.
Disclosure Restrictions  epipN (DoD D Person identifier)
Notice 1271043763
Patient Profile
Relationships + SSN (in ###-#E-#28% format, enter 000-00-0000' if not known)
Generate Form T
803 .94 9516
Patient Search
* Sponsor SSH (in H-H-EHE format, enter D00-00-0000' F not known)
318 - T4 - 3081
System ID (the identifier created by this system for the person)
62140
* Birth Date (birth dete in MDD/YYYY format)
1 125 7 2003
Email (example: johni@yahoo.com)
Alternate (special o send to the person)
Comments (gensral comments about or for the person)
imported from TCL -
—

14
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5.0 PRIVACY SPECIALIST FUNCTIONALITY

As a Privacy Specialist, you have the highest level of functionality and responsibility within the
system. The following information will provide you with step-by-step instructions for approving
requests that have been routed to you from a Regular User.

Your role as Privacy Specialist requires you to perform various PHIMT activities. The steps for
performing these activities will be presented here and include the following:

* Approve a Request
* Create a Suspension
* Record a Complaint

5.1 USER TAB ACTIVITIES

The hyperlinks on the User tab allow you to perform “desk duties” such as updating your user
profile information, viewing requests you have made, and viewing your tasks, and switching
your organization. A discussion on using the User tab hyperlinks follows.

5.1.2 My Profile

The My Profile hyperlink brings you to the User Profile screen (shown below). This screen
allows you to update or change your personal information such as: password, phone number,
email address, signature block (used for personal or professional titles and credentials) and
provide additional comments. Note the area for user roles, located on the bottom of the screen is
not active. Only the PHIMT help desk has authorization to perform that activity. You also
cannot change your User or System ID, user-to-user relationships, or user roles. The User
Admin manages those. However, you can change backup person relationships (discussed later in
the guide).

NOTE: When entering a phone number, remember that it will display on all correspondence
when generated.

NOTE: PHIMT contains profiles for all users within the system. It is important to keep your
personal information up to date. Therefore, you should update all personal information as it
changes.

To update your user profile:

1. Select the User Tab.

2. Select the My Profile hyperlink.
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P

Wednesday, February 16, 2005 / Petiert Search  Lodott
Patient User Admin Reqguests Requester

Current User: User Worklist
Wilson, James
LIS Thia,
‘ User Worklist
hily Profile Activity Request o . Creation
Instance ID Session D Activity ID Source  Patient Reguester Status Dete
Pty Wiorklist
edit 395 e k-1 Reguest Acceptance (Disclosure Smith, Stnith, Joe J Action Q21172005
Switch organizations Accourting Joe J Fending
edit 390 33 Reguest Acceptance (Disclosure Smith, Laww Offices of Joe Action Q200372005
Accourting) Joe Gibbs Pending
Haval Hospital Worklist
Activity Reguest o N N
Instance IO Sezsion IO Activity 1D Source Patient Reguester Status Cresation Date

There are no activities for this quede

{ Accept ]

3. Enter your updated information in the information fields. (Changes can be made to any of
the fields in the User Profile screen, except the System ID).

wWiednesday, February 16, 2005 Patient Search Logoff
Eaticn ™ User Admin * Reqguests " Requester
Current User: User Profile
Wilson, James
LIS Thaa,
* Hame rLast) (First) i iciciie ) rSeide)
My Profile I=0n James
My Regquests W ' I I I
My WWorklist

Phone Humber (area code, phone numberizex—rexe), and extension it applicabie)
(Please note, this phrone rumber wilf be dispfayed onr fetters as contact information.)

(I J I ext. I

System ID (the identifier croated by this system for the persan)

Switch arganizations

S04
* User 1D ruser fogin name)

I evilEon

Email (example. johnfi@yahoo.coml

Email Hotification (check to provide emall notifications when tasks are added to your WWork Quele)

-

4. Click on the Update button.

Old Password (User's current password.)

Hew Password

Confirm Hew Password

Signature Block (Please note, this text will dispiay in g letter's sighature biock.)

=

[
C fpeneral about or far the wser)
=l
[
User Roles
Dranization Privacy Specialist Regulsr Lser User &dtmin Pritnaty
1S T2, I r r el

( Update i

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is
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* Your new information will appear in the appropriate fields.

5.1.3 My Requests

The My Requests hyperlink brings you to the User Requests screen that allows you to view all
PHIMT activity requests that you have made. To view a detailed summary of a specific request,
select the Request Session ID.

5.1.4 My Worklist

The My Worklist hyperlink brings you to the User Worklist screen (shown below) and allows you
to view and process all requests that have a task currently assigned to you. My Worklist serves as
your electronic inbox. You should review your User Worklist to verify any tasks that have been
assigned to you. To view more information on a particular activity, select the Activity Instance
ID for that activity.

wednesday, February 16, 2005 Petient Search  Loaoff

Current User:
wilson, James
US Thts

User Worklist

My Profile
preiiniiy  REEe Activity 1D Source Patient Reguester Status ez

User Admin Reguests Reguester

ce ID Session ID Date
by Wiorklist
excli 38 Request Acceptance (Disclosure Smith, Smith, Joe J Action 024112005
Syvitch organizations Accounting) Jae ) Pending
edit 390 313 Reguest Acceptance (Disclosure Smith, Lavwy Offices of Jos Action 0232005
Accounting Joe Gibhs Pending
Haval Hospital Worklist
Activity Request ", X X
oo 6 Semsion IO Activity 1D Source Patient Reguester Status Creation Date
There are no activities for this quene
( Accept 5y

5.1.5 Switch Organization

The Switch Organizations link brings you to the Organization Search Results screen (shown
below) and allows you to switch the status of your primary facility to a different facility, if you are
assigned to more than one organization. For example, if you wanted to change your primary
organization from US Primary Training Organization to DHA Clinical, just click the radio button
next to the desired selection, and click Select. Your primary status change will be displayed in the
status box.

To switch your organization:

1. Select the Switch organizations hyperlink on the User Tab.
2. Select the organization you want using the radio button.

3. Click on the Select button.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is 17
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Thursday, February 17, 2005 Patiert Search  Logoff
Patient Llser Adrnin "/ Reguests “,/ HReguester
Current User: Organization Search Results
Munk, Jerry
ThA, Clinical
Search Results
ty Profile (] Mame Address
My Requests - . 5
Moty o klist ¢ 1275 ThA Clinical 22 King =t., Arlington, WA, 22345
< Switch organizations: = 1118 US Primary Training Organization Skyline Pl Falls Church, & 20110
[ Select ‘

* The Organization Search Results screen now shows the radio button located near the facility
you selected. The new selection is also reflected in the status box.

Thursday, February 17, 2005 Patiert Search  Logotf
Patient ", User / Admin %/ Reguests \/ Reguester
Current User: Organization Search Results
Murk, Jerry
U= Primary Training
Crganization
Search Results
18] Mame Address

iy Profile - . )
My Requests & B1275 ThMA Clinical 22 King St Arlington, WA 22345
My Worklist

¢ 1118 US Primary Training Qrganization Skyline P, Falls Church, ¥a 20110

Switch organizations

5.2 PATIENT TAB ACTIVITIES

The Patient tab allows you to view summaries, make requests, record disclosures and create
accounting suspensions, disclosure restrictions, authorizations, and patient profiles. It also
allows you to search for patients. Two of the most common activities performed on the Patient
tab are Patient Search and Create Patient. We will focus on these two activities here. The more
complex Privacy Specialist activities using the Patient tab will be discussed in the Privacy
Specialist Activities section.

5.2.1 Patient Search

PHIMT allows you to use its search feature to find a patient that has already been added to the
system.

To search for a patient:

1. Select the Patient Tab.

2. Enter the search criteria. (You can search for a patient by the Sponsor’s SSN, by the patient’s
name/state, SSN, EDIPN or System ID).

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is 18
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NOTE: If you do not know how to spell the last name, just enter the first few letters and an
asterisk. PHIMT will find the correct spelling.

3. Click on the Search button.

Monday, April 12, 2010 Patient Search  Logoff
Patient L User N4 Admin / Requests / Requester '
Lo Raent Patient Search

Sponsor S5H (in #2288 #584% format, enter 000-00-0000" if not known)

./

< -OR-
by NameiState fLast) (First)
[ I [
Patient Search (State) _(Birth Date in MIDDAYYY format)
_OR-

SSN (in #8225 format, enter '000-00-0000" if not known)
_OR-

EDIPN (DoD EDi Person Identifier}

_OR-

by System ID (the identifier created by this system for the person)

[—

>

NOTE: The search limitation within the PHIMT is 600 records. This means that if your search
results in over 600 records, you will have to narrow down your search.

‘Current Patient:

None

Error(s) have occurred:

= Too many results (over 600) match your search criteria, please change or provide additional criteria and
Patient Profile resubmit.

Patient Search

Sponsor SSH (in #8388 format, enter '000-00-0000" if not known)
_OR-
by NameiState iLast) (First)

(State)  (Birth Date in MM/DDAYYY format)
- hd

-OR-
SSN (in ###-#2 #4854 format, enter '000-00-0000" if not known)
-OR-

EDIPN (DoQ EDI Person Identifier)

_OR-

by System ID (the identifier created by this system for the person)

L]

4. Enter additional search criteria (if applicable).

Last Edited: 3/3/2011



Protected Health Information Management Tool
User Manual

5. Select the patient from the Patient Search Results screen.

Monday, April 12, 2010 Patient Search  Logoff

Patient User " Admin ) Requests Requester "

i:ﬂ';e”‘ Haten Patient Search Results

Summan Search Results - Click on the name to select a person

D SSN Sponsor SSN Birth Date Address
Dunlap, Chad 756 263676761 2003-08-04 6573 Leading Tree Way Fairfax, VI
4568
Dunlap, Noelle Kristine 1189 182483847 2002-08-04 6308 Betsy Rose Ct Fairfax, AL 09129

Patient Search

Other options:
Adjust vour search criteria and try again
Create a new Patient record

* The Patient Summary Screen appears and the current patient is displayed in the status box.
yWednesday, February 16, 2005 Patient Search  Logoff
Fatient ¥ Us=er Adrmin Requests %, Regquester
Current Patient: w
Smith, Joe )
07051 968 An atternste address exists for this patient.
FrP-S55M:20-
121131414
Summary ltemn Filters | Display 3
=
R;QLT;SS:; T a1 T Disclosures [ Suspensions [T Restrictions [ Feports I Letters [ authorizations [ Complaints
Record Disclosure
Accounting Suspensions
Dizclosure Restrictions
Avthorization
Patient Profile Copyright @ Mew Gowemnance, Ine. 2000-2004, ALL RIGHTS RESERWED
hwizrsion: 224
Patient Search

5.2.2 Create a Patient

Since the MDR data has been added to the PHIMT, the instances where a patient will need to be
added before entering a disclosure will be infrequent. When adding a new patient record,
conduct a search within the system initially to ensure that the patient does not already exist.
Patient records must be added to the system before disclosures, authorizations or restrictions can
be documented.

To create a patient:
1. Select the Patient Tab.

2. Select the Patient Search hyperlink.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is 20
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Wednesday, February 16, 2005 / Patient Search  Logotf
Patient d=er Adrin “/ Reqguests %/ Reguester

Current Patient: Summary
Smith, Joe J

07051 965 An alternate address exists for thiz patient.
FhP-SSSk:20-
121131414

Summary kem Filters | Dizplay )]

Summary

Requests e

Record Disclosure

Accounting Suspensions

Dizclozure Restrictions

Authorization

Patieg il= Copyright @ Hew Gowermance, Ine. 2000-2004, ALL RIGHTS RESERWED
“wiarsion: 2.24

™ pisclosures T Suspensions ™ Restrictions [ Reports [T Letters [ suthorizations [ Complaints

I\

Patient Search
-

3. Enter the patient search criteria. (You can search for a patient by the Sponsor’s SSN, by the
patient’s name/state, SSN, EDIPN or System ID).

NOTE: If you do not know how to spell the last name, just enter the first few letters and an
asterisk. PHIMT will find the correct spelling.

4. Click on the Search button.

Wonday, April 12, 2010 Patient Search  Logoff

Patient User /. Admin y Requests ./ Requester

Current Patient: Patient Search
Mong

Sponsor SSN (in #5442 format, enter 000-00-0000' if ot known)

_OR-

by HameiState (Last) (First)

Patient Search (State) (Birth Date in MM/DDAYYY format)

-OR-
SSN (in ##-#2- #2424 format, enter D00-00-0000 if not knewn)
-OR-

EDIPN (DoD D! Person Identifier)

[
“oR-

by System ID (the identifier crested by this system for the person)

poment

5. Ifno results matched your search, select the “Create a New Patient Record” hyperlink.

wednesday, February 16, 2005 Patient Search  Loooft

Fatient User Admin Reguests “/  Requester
G HiEms Patient Search Results
Smith, Joe J
075 968
FrP-SS5k: 20- _
P Search Results {sorted by birth date )
L= Mame =EM Birth Dste Address
Summary There were o restits that matched vaur search criteria.
Requests

Record Disclosure .
Accounting Suspensions  CUVer options:

Dizclosure Restrictions Iy SCSIn.
Authorizetion Create a new Patient record
Patient Profile

Patient Search

Copyright @ Mew Govemnance, Inc. 2000-2004, ALL RIGHTS RESERVED
“arsion: .3
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6. Enter the patient’s information: name, type, EDIPN, SSN, Sponsor SSN, birth date and email

Patient User Admin Requests Requester
Current Patient: Person Details
None
lame 551 (= rddle) /Y.

[rest |, [Amanda 1 1l ]

*Type

e o

EDIPN (Dol EDI Person identifier)

0909983989

Patient Search

il el
[Exmll el o

o

* Birth Date (birth dats in MMDL/YYYY format)
e

Email (example: johnf@yahoo.com)

= SSN (in ##-#8-## formal, enter '000-00-0000" if not known)

* Sponsor SSN (in ## #4 &% format, enter D00-00-0000° if not known)

System ID (ths identifier crestsd by this system for the psrson)

Comments (gereral comments about or for the person)

I
P

NOTE: All required fields are marked with an asterisk.

7. Click on the Save button.

8. Enter the Address Details (USA or International format).

9. Click on the Save button.

'ednesday, Februsry 16, 2005

Patient User Admin

LU RATCH Address Details
pith, Joe J
051965 ! ormat (AP0 and FRO aodress showld dse USA format]
P-S5Sh:20-
1131414 UsA ernational

* Address Line 1 (the primary address line)
mmary -
quests |23 Baiy Street

cord Disclosure
counting Suspensions Address Line 2 (rormally 8 suite or apartment)
closure Restrictions I

ithorization
fierit Prafile

* City roity name, or AP0 or FPO)

Patient Search [#escanaria

Reguests

* State (two character state identitier: [L, MN, CO, etc, ar AAAE AP for APCYFRPO]

wa x
* Postal Code (LS k)

Comments (general comments about or for the address)

»( Save

Current Patient:
Stnith, Joe J
070541 968
FRMP-S55R:20-
121131414

Summary
Redguests
Record Disclosure

Authorization
Patient Profile

Patient Search

Accourting Suspensions
Disclozsure Restrictions

wednesday, February 16, 2005

Patient User Admin Requests

Address Details

Address Format (400 aped FPO geffress should nse USA format)

Country (countty nare]
I Ariticiz LI
International Address Line 1

International Address Line 2

International Address Line 3

C (weneral

about or for the address)

KT

_

Last Edited: 3/3/2011
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* The patient summary screen for the new patient will appear. (The patient is brand new so no
specific patient information will be displayed at this time.) The information is also displayed
in the status box.

vednesday, February 16, 2005 Patient Search  Logoff
Fatient User Adrmin Fequests Reguester
Current Patient:
Fernandez, Hatalina
120231973
FhiP-SESR:20- - —_—
12312131 2 Summary tem Fiters | Dizplay D)
™ an T Disclosures [ Suspensions [T Restrictions [ Reports M Letters [ adthorizations [ Complaints
SUMmmary
Reguests

Record Dizclosure
Accounting Suspensions
Dizclosure Restrictions
Authorization

Patient Profile

Copyright @ Mew Govemance, Inc. 2000-2004, ALL RIGHTS RESERWED
“rsion: 2.24

Patient Search

5.2.3 Create an Alternative Phone Number

Individuals have the right to request an alternative telephone number for receiving
communications related to their PHI. An alternative telephone number can be created by
Regular Users and Privacy Specialists.

To create an alternative telephone number:

1. Scroll to the bottom of the Patient Details screen.

2. Click on the New button next to Phone Numbers.

Comments (general comments about ar for the persaon)

B
[
( Update )
Associated Addresses | M ) { Aternate Communication )
1] Strest City State Zig Alternate Primaty
1373 23 King St. Charleston sC 34336 Yes ("
1193 188 Midland Plaey Charleston sC 29404 Yes '

/

Phone Humbers | e i

1] Phiore Comment Active Primaty

There are currently po phone nombers on record for this person. Click new to add ane.

e The Phone Number Details screen will display (choose the USA or International format).
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3. Enter the phone number and enter any comments.

4. Click on the Save button.

Tuesday, January 25, 2005 Tuesday, January 25, 2005
Patient '/ User %/ Admin '/ Requests / Requester '\ / Patient \/  User \/  Admin  \/ Requests \/ Requester
e et Phone Number Details L L Phone Number Details
Smith, Joe J Smith, Joe J
071031968 Phone Format 071051 965 Phone Format
FMP-333h: 20- & . ~ FMP-SSSH: 20-
121131414 st @ international 121131414 Uz, (N nternational
Summmary Phone Humber {area code, phane number, and extension if applicable) Summeary Phone Humber {enter cosntn-cods, area code and phane number together, faliowed by the extension)
Reguests l— l— l_ l_ Recuests l_
Record Disclosure (P02 35 - [FE9ea Record Disclosure I ed
Accourting Suspensions Accounting 5
Disc\usuregRestﬁd\uns Comments (peneval camments abaat or far the phone) D\ZCclnousu‘rlgReﬁE;T;:sns Comments (general camments about or for the phone)
Autharizetion This is & cell phone number with voice mal d Autharization j
Patient Prafile Patient Profile
H E
Patiert Search Patient Search
Active (is this 2n active phone? Inactive phones are gaing to be remaved fram display and arohived) Active (1s this an active phone? indctive phones are going to he removed from dispiay and archived )
g 7

e The phone number you added will appear on the Patient Details screen.

Alternate Communication Instructions (special instructions to send corvespondence to the person)

Send all info to atternate address

[ 1

Comments (geherd! cormments about oF for the person)

[ L

Upciate:

Associated Addresses | Mewy 3 0 Alternate Communication )

IC Strest City State Zip Afternate Prirmary
1373 23 Hing St. Charleston =i 54536 Yes Il
1193 188 Midland Plaey Charleston =C 29404 Wes I
Phone Humbers Mesy

[n] FPhone Comtmernt Active Primary
453 (303) 435-6759 Thiz is a cell phones number with voice s o

migil.

5.3 PRIVACY SPECIALIST ACTIVITIES

This section will focus on the more complex Privacy Specialist activities including: approving
disclosures, approving accounting of disclosures, recording complaints, recording disclosure
restrictions, generating authorizations, revoking authorizations, and performing accounting
suspensions. Instructions for performing these activities are provided in this section.
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5.3.1 Record Disclosure

The Privacy Specialist can use either the Disclosure Request or the Disclosure hyperlink to
record disclosures. The Disclosure Request allows for forwarding the disclosure for approval or
denial. The Disclosure hyperlink allows for immediate approval or denial.

If you’re using the Disclosure Request you can enter Action Requested from the Action drop
down menu, route it to your own worklist for later approval/denial, or route it to another Privacy

Specialist.

If you’re using the disclosure hyperlink you can complete the Disclosure in the Disclosure Status
Field. Select Save when you have completed all fields pertaining to the disclosure.

NOTE: The Disclosure Type and Disclosure Purpose cannot be set to Undefined.

To record a disclosure:

1. Select the Pat

ient Tab.

2. Enter the patient search criteria. (You can search for a patient by the Sponsor’s SSN, by the

patient’s nam

e/state, SSN, EDIPN or System ID).

3. Click on the Search button.

4. Select the patient from the Patient Search Results screen.

5. Click on the Select button.

* The Patient Summary screen appears.

NOTE: The steps 1-5 for recording a disclosure are the same as steps 1-5 in section 5.2.1
Patient Search. Refer to section 5.2.1 Patient Search for screen displays of steps 1-5.

6. Select the Record Disclosure hyperlink on the Patient Summary screen.

Fa¥

Thursday, January 27, 2005 Patiert Search

Current Patient:
Smith, Joe J
0705/ 265
FRP-SSSR:20-
121131414

SUMmary

Record Disclosure

i ons
Dizclosure Restrictions
Authorization
Patiert Profile

Patiert Search

Fatient User Admin Reqguests Reqguester

Summary

An atternate address exists for this patient.

Summary ltemn Filters | Display bl

I an I Disclosures [ Suspensions [T Restrictions [ Reports I Letters [ suthorizations [T Complaints

Copyright @ Mew Govemanse, Ine. 2000-2004, ALL RIGHTS RESERWED
“aersion: 2.24

Logoff

Last Edited:

3/3/2011 Any data herein that may be construed as personal information is
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25




Protected Health Information Management Tool

User Manual

7. Select the Disclosure Frequency radio button.

8. Click on the Change button to change or update the requester.

Monday, October 8, 2007

Patient y User Admin Requests '/ Requester
EIETECOEETE Record Disclosure
Test, O=qqo
100171924
EID:9672881967 . " . " .
FMP-SSSN03 Fields marked with an asterisk (*) are required.
111087267 .

. or number of disclosures made)

Summary @ Single Disclosure & Multiple Dizclosures for the same Purpose
Requests
Record Dizclogure * Requester (the organization or person r ting the disclost lreJ( Change )] 4
Accounting Suspensions
Disclosure Restrictions Name:
Autherization Address
Patient Profle Phone:

Contact Person:

Patient Search

* Benuester ldentity Verified fvsc the ‘s inentity verified?)

Patient Search

Logoff

9. Select the requester.

Thursday, February 3, 2011

Patient \/ User Admin y Requests / Reguester

Current Request: Select Patient Select Requester

Disclosure ‘q“ @ ¢

Create MNew Reguest
Search fora Request  Requester Search

©)
©)

Choose one of the following options:

A. Select the Patient (the request is being mads by the Patient themselves)

Cunlap, Chad [T )h

B. Select a Third-Party Organization (s thircparty requestor, such as & law enforcement agency or insurance company)

Law Offices of Joe Gibbs, 1411 Jefferson Davis, Arlington, A 20220 j C Select )]

C. Search for a Person (seacch for another person, or add @ new one')

Hame (Last) (First) An ™ may be used a5 3 wikdeard.

System ID (the identification sumber created by this systerm for the person)
—— [ Include Patiert Records

[¥ Inciude Mor-Patient Records
EDIPH (an external identifier for the person)

Search

D. Search for an Organization (search for another organization, or add a new ane®)

Hame (Al ar part of the name of the organization. An * may be used as & wikdeard,)

DMIS Code (the external dentifier for the organization)

Search

Patient Search  Locotf

10. Record the Disclosure details: requester authority, form, date, recipient, and disclosure type.

NOTE: The disclosure description will automatically be populated when the disclosure type is

selected.

NOTE: All required fields are marked with an asterisk.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is
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11. Select the Disclosure Status from the drop-down box

* Requester Identity Verified (was the requester’s identity verified?)
| Patient ldentifier LI

Description of Requester Identity Verification (required if requestsr identity verification was defined as other’)

| B

* Request Date (the disclosure roguest dats in MMDDAYYYY format)

[1omerzo07 v|
* Recipient (the organizstion or person where the disclosure went)

Name: Smith, Joe J

Address: 100 Beach Bivd, ele Of Paims, SC 29450-1234
Phone: (803) 435-6789

Contact Person

* Disclosure Type (the type of disclosure)

Ilnmates in Correctional Insttutions or in Custody LI

Disclosure Description (s resd-only description and sxemples of the disclosure typs selected sbove)

4 correctional institution or a law enforcement official having law ful custedy of an inmate or other individual PHI about |

such inmate or individual, if the correctional institution or such law enforcement official represents that such protected
health information iz necessary

—> Disclosure Status (the ststfus of the disclosurs)

ICEnDEI)Bd 'I

Cancelled

Complete the disclosure date in MMDD/YYYY format)
Pending =

Undefined [

12. Scroll down the screen and enter: disclosure date, origin organization, disclosure purpose,
and PHI description.

* Disclosure Date (the disclosare date In MWOLVYYYY format)
01272005 v|
Treatment Start Date (ihe treatment or service start date in MWOLDEYYYY format)
010352005 v|

Treatment End Date (the treatment ar service end date in WWOLDEYYYY format)

01082005 v|
Tr Hier (the ar senvice identi

* Origin Organization (where the 7]

-

* Disclosure Purpose (the purpase of the disclosurs)
Law Enforcement -

Cther:

| E

* Protected Health Information Description the iption of the tected Health i i )

Complete Health Record(s)
Cansultation Repart(s)
Discharde Summary

History and Physical Examination
Lahoratory Test(s)

Operative Report(s)

[ i i B R

Psthology Report(s)

13. Scroll down to the bottom of the screen and click on the Save button.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is
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Laboratary Test(=)
Operstive Report(s)
Pathology Report(s)

aamana

Progress Motes
Other:

| -

Disclosure Comments (the INTERNAL comments for this disclosare - these do NOT show up in the Protected Health
Information discloswre reportt)
=l

[

Improper Disclogure (checked i this disclosure occured Improperiy)
r

Improper Disclosure Description (ihe details about the Improper disclosure)

K1

Improper Disclogure Mitigation (the detaiis gbout how the Improper disclosure was mitipated)

K18 3

* The disclosure is now complete and only the disclosure comments and improper fields can be

updated.

Thursday, January 27, 2005 Patiert Search

Logoff

Patient User Adrmin Reguests Reguester
Current Patient: Record Disclosure
Smith, Joe J
07 1050 965
fgﬂﬂ—g?ﬁr:ﬂﬂ- This disclosure (ID #286) was created on 01,/27/2005 at 11:09:57 AM EST, and last updated on 017272005 at 11:09:57 AM
EST.
Surmmary Requester (ihe arganization or person requesting the disciosure)
Reguests Mame: Smith, Joe 1

Record Dizclosure
Accounting Suspensions
Dizclozure Restrictions
Awthorization

Patiert Profile

Patient Search

Address: 23 King St., Charleston, SC 84536
Phone: (503) 433-6759
Cortact Person:

Requester Authority (ihe suthorty of the requester)
IPa‘lierrl iz Reqguester LI

Request Form the form of the disciosure request)

IReceived Request in wiriting =l

Request Date (the discloswve request date in MIWOLO Y format)

|D1 S27I2005

* Recipient (ihe organization or person where the disclosure went)
Mame: Law Offices of Joe Gikbs

Address: 1411 Jefferson Davis, &rlington, W& 20220

Phone:

Contact Person:

NOTE: To view the disclosure:
e Select the user tab
* Select My Requests hyperlink

» Thedisclosure is displayed in the User Request box

* Toview specific details of the disclosure, select the Request Session ID for that particular

request

Last Edited: 3/3/2011
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NOTE: To Amend Disclosures:

Once a disclosure has a disclosure status of completed, the only way to amend it is by assigning it
as an Improper Disclosure. For information on Improper Disclosures, see section 9.3 Amend
Disclosures.

NOTE: Disclosures with Special Circumstances:

When making multiple disclosures for the same patient, and for the same purpose, record all
information in one disclosure record. Record the disclosure as stated in the previous steps using
the following guidance.

Guidance for Completing Disclosure with Special Circumstances

Data Field Data to be Provided

Information Start Date Provide the date for which the disclosure request begins

Information End Date Leave blank if unknown or insert the date for one year later

Disclosure Date Insert the date of the first disclosure

Treatment Start Date Insert the date on which the treatment began

Treatment End Date Leave blank

Disclosure Purpose/Other Select Disclosure Purpose from the drop down menu and if
applicable, insert text to indicate the frequency of disclosure and
the number of disclosures to be made in addition to any other
pertinent information such as the name of the report it will
support

If there is no end date, be sure to report that there is no end date at this time and therefore the
disclosure record will expire in one year. At that time, if the regular disclosures are still ongoing,
then a new disclosure record will be created.

NOTE: Remember that the text entered in this field does appear on reports and correspondence
generated by the PHIMT.

5.3.2 Approve Disclosures

NOTE: Those disclosures recorded by you using the Record Disclosure hyperlink have already
been approved. This approval activity is for those disclosures that were developed using the
Record Disclosure wizard and routed to your worklist for later action.

To approve a disclosure:

1. Select the User Tab.

2. Select the My Worklist hyperlink.

3. Select the Edit hyperlink for the disclosure you want to approve.

Last Edited: 3/3/2011 29
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Current User:
Wilson, James
LS Thaa,

Mty Profile

< Ry WAorklist

Tuesday, January 25, 2005

Swvitch organizations

Batient Search  Locoff

Fatient User /Admin

Reguests Reguester
User Worklist
User Worklist
Ry [FE=s Activity ID Source Patient Reguester Status EreeiEm

Date
Kramer, Peter  Hramer, Peter  Action Pending  01/253/2005

Instance ID Session ID

359 pri=y |

Request Approval (Disclosure)

Haval Hospital Worklist

Acivity Reguest

Instance ID Session ID Activity 1D Source Patient Requester Status Creation Date

There are no activities for this guele

[ Accept >

4. Select Approved from the Activity Status drop-down box.

5. Click on the Update button.

SLIMIMEry

History
Documents
Reguest Details
Dizclosure Details
Request Action

Create Mew Reguest
Search for a Reguest

Patient

Hame: Peter Kramer

S5H # 2341236089

Birth Date: 0G-11-1870

Address: 211 River Rd., Alexandria, WA 22454

Requester/Recipient
Hame: Peter Kramer
Address: 211 River Rd., Alexandria, WA 22454

Instructions

IReques‘t Spproval (Disclosure)

Activity Status (new gctivily status code )
IApprnved
Action Pending
2, =) panests, descril? ol recue st that was approved)

Denied -
Cancelled zl
Route to Privacy Specialist

Route to Other Uzer

g sts, describe part of vequest that was denied)

| 3

Route Comp d Reqe it to Originator (route do the request creator for achnowledgement & document preparation)

Comments (enter details about this activity)

Bl
[

Upclate <

» The Edit Request screen appears. The approved request will display in the Request Activity

History box. The status has been changed to Approved.

NOTE: The disclosure is no longer shown in your User Worklist.

Any data herein that may be construed as personal information is

Last Edited: 3/3/2011
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nursday, January 27, 2005 Patient Search  Logoff
Fatient User Admin Reguests Reqguester
hurrent Request: Edit Request
EClosure
Request Activity History
Immary Activity Reguest - . .
btory Instance ID Session ID Auctivity 1T Source Patizrt 1o Reguester ld Status  Crestion Date
poumerts ) je=1=] 291 Reguest Spproval Kramer, Hramer, Approsved 012502005
rouest Detalls. (Dizclosure) Peter Peter
pclosure Details
pyuest Action

Request Session Details | Edit 3
Creste Meww Request Description Detail=
Fearch for 2 Request Request Type Dizclosure

Dretails of the Reguest

Disclosure Type Type: Lavwe Enforcement Purposes | 1D 268, Date: 01252005

Start Date O d25i20035
End Date Ozi25i20035
PHI ketmns Complete Health Recaord(=s)

Athority Werified Patient iz Reguester

Wetify Suthority Text Patient is reguester

lelentity werified Patiznt Identifisr

werify Identity Text license
Route to Privacy Specialist Yes
Request Classification Medical

Reguest Formst Received Reguest in Wiiting

5.3.3 Amend a Disclosure

As a Privacy Specialist you are authorized to label a disclosure as Improper. Once a Disclosure
status is marked as completed, it can only be amended by marking it as an Improper Disclosure,

which means the disclosure was made incorrectly.
To amend a disclosure:
Select the Patient Tab.

Search for and select the patient.

Monday, April 12, 2010

# Patient

Patient Search  Logoff

User Admin Requests Requester
e L Patient Search Results
one
Search Results - Click on the name to select a person
Name D SSN Sponsor SSN Birth Date Address

Dunlap, Chad 756 263676761 2003-09-04 6573 Leading Tree Way Fairfax, V1 34568

Other options:
Adjust vour search criteria and try again

Patient Search

Create a new Patient record.

Place a check in the Disclosures box and click on the Display button.

Last Edited: 3/3/2011
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Thursday, January 27, 2005 Patient Search  Logoff
Fatient Llzer Admin Requests Reqguester
Current Patient: Summary
Smith, Joe J
07051 965 An alternate address exists for this patient.
FhiP-SSShE:20-
121151414 ' /
Summal Dizplay >
=
R::L:I;as;i I an Suspensions I Restrictions [ Reports I Letters [ authorizations [ Complaints

Record Dizclosure
Accourting Suspensions
Dizclosure Restrictions
Avthorization

Patient Profile

Patient Search

Copyright = Hewm Govemance, Inc. 2000-2004, ALL RIGHTS RESERWED
Swersion: ¥ 24

4. Select the ID hyperlink for the disclosure that you want to amend.

FPatient User Admin Reguests Reguester
Current Patient: Summary
Smith, Jog J
070501 968 An aternate address exists for this patient.
FRMP-SSSR: 20-
12113141 4
Summary item Filters | Display 3
=
R:rqn:;as;i I 21 ¥ pisclosures [ Suspensions I~ Restrictions [ Reports T Letters [ autharizations Complaints
Record Dizclosure
Accourting Suspensions = = — =
Disclosure Restrictions Disclosures (Suspended disclosures are highlighted in red)
Authorization . . Protected Health
Patient Profile IC Crate Trype Origgin Received By \nformation Purpose Status
N 286 017272005 Law LIS Thig, Lawe Offices of Complete Health Record(s)  Law Enforcement Complete
Patient Search .
| Enforcement Joe Gibbs
Purposes
T OF2T2004 Laswy F25th Joe ) Smith Laborstory Test(s) Lawe Enforcemernt Complete
Enforcement Medical
Purposes Froup
100 OF/20/2004 Research F25th Horme of History and Physical tedical Complete
Purposes tecdical Michels Examination, Progress
Sroup Motes
The Record Disclosure screen will display.
Thursday, January 27, 2005 Patiert Search  Logoff
Patient Usger Adrmin Requests Requester

Current Patient:
Snith, Joe J
071051 955
FRiP-S55M: 20-
121131414

Summaty

Requests

Record Disclosure
Accounting Suspensions
Dizclosure Restrictions
Authorization

Patient Profile

Patiert Search

Record Disclosure

This disclosure (1D #286) was created on 01/27/2005 at 11:09:57 AM EST, and last updated on 01/27,2005 at 11:09:57 &AM
EST.

Requester (the arganization or person requesting the disclosure)

Mame: Smith, Jog J

Address: 23 King St., Charleston, SC 54536
Phone: (503) 435-6759

Contact Person:

Requester Authority (the suthority of the requester)
IPatient iz Requester ﬂ

Request Form the form of the disclosuve request)
IRecei\-’ed Request inWiiting ﬂ

Request Date (the disclosore request date In MM DLSYYY format)

|D1 f27I2005

* Recipient (the arganization or person where the disclosure went)
Mame: Law Offices of Joe Gibbs

Address: 1411 Jefferzon Davis, Arlington, WA 20220

Phone:

Contact Person:

Last Edited: 3/3/2011
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5. Scroll to the bottom of the screen and place a check in the Improper Disclosure checkbox.
6. Enter a description of the Improper Disclosure and mitigation.

7. Click on the Update button.

Disclosure Comments the WTERNAL cominents for this diszclosiye - these oo NMOT shaow e in the Protected Heglith
Information disciostre remort)

=l
[
E—

Improper Msclosure (checked s disclosure accdved Inpraperiy)

=

Improper Disclosure Description (e detsils abowt the Srmproper disclostre)

=ent to wrong address ‘I
(=

Improper Disclosure Mitigation (#he details aboot how the mproper disciostive was ritigated)

Privacy Officer spoke with patient.

Jie

( Uposie <

5.3.4 Record a Request for an Accounting of Disclosures

An individual has a right to receive an accounting of disclosures of protected health information
made by a covered entity in the 6 years prior to the date that the accounting is requested— DoD
6025.18-R Chapter 13.

Both Regular Users and Privacy Specialists can record a request for an accounting of disclosures,
but only Privacy Specialists can approve or deny the request.

To record a request for an accounting of disclosures:
1. Select the Requests Tab.

2. Select the Create New Request hyperlink and/or click on the radio button for Disclosure
Accounting.

3. Click on the Next button.

Monday, October 1, 2007 Patient Search  Logoff
Patient "/ User W/ Admin Requests '/ Requester

ﬁ;:;e“‘ LELLEEE Create New Request

Select Request Type

£arch 1or a nequest  Complaint
¢~ Disclosure
Dizclozure Accounting

¢ Simple Disclosure Request

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is 33
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the patient.

Patient Search ~ Logoff.

Monday, Apri 12, 2010

Patient ", User ./ Admin / Requests '/ Requester

Current Request: Select Patient
Disclosure Accounting c

®

Create New Request X
Search foraRequest  Patient Search

Sponsor SSN (in #E4-#-#42E format, enter D00-00-0000" if not known)
_OR-
by Hame/State (Last) (First)

(State) (Birth Date in MM/DDAY¥Y format)

-OR-
SSH (in #5442 2222 format, enter D00-00-0000" if not known)
_OR-

EDIPN (DoD EDi Person Identifier)

_OR-

by System ID {the identifier created by this System for the person)

=

_» Search

5. Select the Requester.

Thursday, February 3, 2011

Current Request:
Disclosure

Create New Reguest
Search for a Reguest

Patient Search  Logatff

Patient User Adrnir N, Requests / Reguester

Select Patient Select Requester

® @ (

©

O] ®

Requester Search

Choose one of the following options:

A. Selectthe Patient (the request /s being made by the Patient themselves)

| T ) < —

B. Select a Third-Party Organization (2 thirdparty requester, such 25 a faw enfrcement agency ar IRsWrance company)
|Law Offices of Joe Gibbs, 1411 Jefferson Davis, Arlington, va 20220 j (E

€. Searchfor a Person (sesvch for enather persan, or add @ new ane*)

Hame (Last) CFIrst) An ™ may be used 25 g wildcard,

System ID (the identilication number created by this system far the persan)

I [ Include Mon-Patient Records

EDIPH [an external identifier for the person)

I Search

[V Include Patient Records

D. Search for an Organization (search for another arganization, or adid @ new one*)

Hame (Al ar part of the name of the orgamization. An ™ may be wsed as & wikicard.)

I
—

DMIS Code (the external ldentifier for the ovgenization)

Search

6. Confirm the requester and recipient details.

7. Click on the Next button.

Last Edited: 3/3/2011
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Thursday, January 27 2005 Patient Search  Logoff
FPatient User Admin Reguests Requester
Current Request: Select Patient Select Requester
Discl A it . . .
izsclosure Accounting O @ fE y Ig y

Creste Mew Request . R
Search for 5 Request Confirm Requester and Recipient Details

Patient: Joe J Emith

Date of Birth: 19565-07-05

SSH: 121131414

Address: 23 Hing St., Charleston, SC
S45356

Requester: Joe J Smith change

Address: |23 Hing St., Charleston, SC 84536 Ll Aol Mewy

Recipient: Sarme a5 requester
=zet & different recipiert

( Back )T f——

8. Enter the Request Details: details of the request, identity verification, and authority

verification.

9. Scroll down the screen and enter: Information start and end date, request format, and request

classification.

10. Click on the Next button.

Requester Authority Werified (was the requester's anthority to access information verified?)
| Patiert iz Reqguester j

Description of Requester Authority Yerification (if the requester's authority was verified, how was §t verified?)
Patient i= requester ﬂ
-

Information Start Date (the start date for the Information jn MMWDOAYY format)
|1 201562004 v|
Information End Date (the end date for the information in MWDK format)

|n1 12002005 v|

Request Format (the format [n which this request has been received)
I Received Reguest in YWriting j

Request Classification jan optional classification for this request)

|Aﬂorney j
( Back ) Hewt < —

11. Enter in the Request Action Details.

12. From the Action Drop-down box, select the appropriate person to route the request to.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is
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The Request Action window provides you with various accounting disclosure actions, which are

shown in this table:

Accounting for Disclosures - Request Actions

Action

Description

Route to My Worklist

Allows you to place it in your worklist to follow up when appropriate

Process Request Now

Allows you to place it in your worklist for approval

Deny Request Now

Allows you to deny the disclosure

Route to Privacy
Specialist

Allows you to pass the disclosure on to another Privacy Specialist to
be processed, as established in a User-to-User Relationship

Route to Other User

Allows you to pass the disclosure back to another user to process the
letter generation after approving or denying the request, as established

in a User-to-User Relationship

13. Click on the Save button.

Thursday, January 27, 2005
FPatient M User k Admin A Reguests Reguester

Current Request: Select Patient Select Requester Request Details Request Action
Disclosure Accourtin — — s
< [©)] @ @ @

Create Mew Request
Search for & Request Request Action

Patient

Hame: Joe Smith

SSH 2 121131414

Birth Date: 07-05-1963

Address: 23 King St Charleston, SC 54536

Requester/Recipient

Hame: Joe J Smith

Address: 23 King St Charleston, SC 54536

Details of the Request (requesier's comments about the scope of this request)
Patient is requesting an accounting of disclosures

Approved Part (for partially Spproved requests, describe part of request that was approved)
Denied Part (for partially denied requests, describe part of request that was denied)

Action (action for this request)
[Route to My workdist =1

( Beck ) (__ Save

Patient Search  Logoft

* The Request Summary screen will display.

Thurstiay, January 27, 2005 Patient Search  Logoff
Patient User \ Admin  \/ Requests Requester
Current Request: Request Summary
Distlosure Accourting
Patient
Summary Hame: Joe J Smith
History SSH A 121131414
Documents Birth Date: 07-05-1968

Request Details

Request Action Address: 23 King St., Charleston, SC 84536

Requester Recipient
Creals New Request  Hame: Joe J Simith
Search for aRequest  Address: 23 King St., Charleston, SC 84536
Request Status: Routed Request For Acceptance
Request Creation Date: [1/27/2005 &t 04:28:01 PMEST

Request Last Update Date: 01/27/2005 at 04:25:01 PM EST

Other Request Details

Description Details
Request Type Disclosurs Accourting

Details of the Reguest Patient is requesting an accounting of disclosures.
Start Date 124152004

End Dste 01 /202005

Authority Werified Patient is Requester

“erity Authorty Text Patient is recuester

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is
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5.3.5 Approve Accounting of Disclosures

A patient may ask for an Accounting of Disclosures at any time. PHIMT allows for a quick
reporting of this accounting.

To approve an accounting of a disclosure:
1. Select the User Tab.
2. Select the My Worklist hyperlink.

3. Select the Edit hyperlink for the disclosure accounting that you want to approve.

Thursdsy, January 27, 2005 / Patiert Search  Logoff
Patient User Adrmin Reqguests Reguester
T (LS User Worklist
Wilzon, James
US Thia,
User Worklist
My Profile Activity Reguest o . Creation
R netance D Session O Activity 1D Source  Patient  Reguester Status Date
o e edit IBS 3058 Reguest Acceptance (Disclosure Smith, Joe Stk Joe Action o1 F27r2005
Switch organizations Accounting J J Pending
Haval Hospital Worklist
Activity Reguest . . .
Instance |0 Session I Activity 1D Source Patient Requester Status Crestion Date
There are po activities for this quene
( Accept )
» The Edit Activity Details screen will display.
4. Select Accepted from the Activity Status drop-down box.
5. Click on the Update button.
Last Edited: 3/3/2011 Any data herein that may be construed as personal information is 37
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Thursday, January 27, 2005 Patient Search  Logoff
Patient User Adrnin Requests Reguester
Gt G Edit Activity Details
Digclosure Accourting
Patient
Summary Hame: Joz Smith
Histary SSH & 121131414
Dacumerts

Request Details
Request Action

Create Mew Request
Search for & Request

Birth Date: 07-05-1965
Address: 23 King St Charleston, SC 54536

RequesterRecipient
Hame: Jog J Smith
Address: 23 King St., Charleston, SC 84536

Instructions

IRequest Acceptance (Disclosure Accounting)

Activity Status (new activity status code |
| Acoepted

A.ction Pending
ted

ascribe part of request that was approved)

Foute to Privacy Specialist
Route ta Other User

gt sts, describe part of request that was denled)

Ll

Comments (enler details about this actinty)

|‘_|>_

( Upieie_

The Disclosure Accounting Request screen will display with the approved accounting of

disclosures.

NOTE: The accounting disclosure (Activity Instance ID 85) is no longer shown in your User

Worklist.

Thursday, January 27, 2005

Current Request:
Dizclosure Accourting

SUmmErY
History
Documents
Reguest Details
Reguest Action

Creste Mew Reguest
Search for & Reguest

Patient Search
Fatient User Admin Requests Requester
Disclosure Accounting Request
Reportable Disclosures as wilf be i i the dis ] ing report,
disclosures are highligited in red)
Disclosure . Receiving
Inclucls o Dt Type Cwrigin Ertity PHI Purpose Status
= 286 012702005 Lawe US TMA  Lawe Offices  Complete Heatth Lavw Enforcement Complete
Enforcement of Joe Gibks  Record(s)
Purposes
7 137 OTi27i2004 Law 323th Joe J Smith Labaoratary Testrs) Lawy Enforcement Complete
Enforcement  Medical
Purposes GroLp
F 100 072002004 Research 325th Home of History and Physical  Medical Complete
Purposes Medical  Michele Examinstion, Progress
Froup Motes
Disclosures Accounting Suspensions
Susplgnslon Suspendsd Disclosure lcdertifier  Start Date  End Date Comments
26 The specific dizclosure of type Law 07272004 OF /2712004

Enforcement Purposes that ocoursd on
07:27/2004 with a disclosure ID of 137

( Creste )

Loogoff

Last Edited: 3/3/2011
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5.3.6 Generate an Accounting of Disclosures Report

An accounting of disclosures report is a summary of all of the disclosures made for a particular
patient. Once a request has been approved, an accounting of disclosures report can be generated.
Pending disclosures will not display in the report.

The Privacy Specialist has the option to route the report back to the originator.

To generate an Accounting of Disclosures Report:

1. From the Disclosure Accounting Request screen, click on the Create button to generate the
report.

Thursday, January 27, 2005 Estient Search  Logoft
Patient User Admin '- Reguests Requester
(S0 =l Disclosure Accounting Request
Disclosure Accourting
Reportable Di es 7 wild be i in the o ing report,
Surmmar disclosures are highlighted in rod)
istory
Documents Include. PISHIOSUE oo Type Srigin SR PHI Furpose Status
Reguest Details i
Reduest &ction =  2=s 012742005 L US TMa  Law Offices  Complste Health Ly Enforceme: rit Complste
Enforcement of Joe Gikbs  Record(s)
Furposes
Create Mew Reduest
Semrch for o Reauest = 157 O7#27/2004 Lawe 325th Joe J Smith  Laboratory Testis)  Laws Enforceme: rit Complete
Enforcemes rt Medical
Furposes Group
= 100 O7/20/2004 Research s25th Home of History and Physical  wedicsl Complete
PurpOSES Medical  Michels Examination, Progress
Group Notes
i es
S"'S"E ””””” Suspended Disclosure identifier  Start Dete  End Date Comments
26 The specific disclosurs of type Law 0742772004 O7/27/2004
orceme nt Purposes that oooure o on
07/27/2004 with & disclosure ID of 137
> Create ]

2. Select the “Protected Health Information Disclosure Report” hyperlink to create the report.

NOTE: If you want to route the completed request back to the originator, place a check in the
box and click on confirm.

Thursday, January 27, 2005 Patiert Search  Lodgoff

Patient User Adrmin Requests Requester

Current Request: Disclosure Accounting Request
Dizclosure Accounting

Disclas Geiow to view oF print the document]
Protectad Health Information Disclosure Repaort

SUmIMaEy
gloséz:erds Route Completed Request to Originator (route o the request creator for acknowledgement & document preparation)
Request Details Il

Fequest Action

{ Confirm )

Create Mewy Reguest
Search for & Reguest

e The Accounting of Disclosures Report will display.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is 39
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B&|2--[8sB0BE]N <> de el -oDO@EEH-]A
[oa-®-8E-7 L] @-
=
H
£
=
g
E;; Protected Health Information Disclosure Report
2 Prepared for: Joe I Smith
E Reguested from: LS TMA
H
= Generated on: 01-27-2005
S
£
]
b=
=/ Disclosure 1D 286
Dale: 2005-01-27
Disclosure Type: Law Enforcement Purposes - Law Enlorcement Purposes
Disclosure Purpose Law Enforcement
Disclosed Health Information: Complete Health Record(s)
Disclosure Originated From: US TMA
Five Skyline Place. 5111 Leesburg Pike, Falls Church, VA 22041-3206
Disclosure Recipient: Law Oflices of Joe Gibbs
1411 JelTerson Davis., Arlington, VA 20220
Disclosure Requester Smith, Joe ]
23 King St.. Charleston, SC 84536
|I)i.~iclu.~iurc 1D: 137

5.3.7 Create a Suspension

The covered entity shall temporarily suspend an individual’s right to receive an accounting of
disclosures to a health oversight agency or law enforcement official...DoD 6025.18-R C13.1.2.1
Two types of disclosures can be suspended: Law enforcement purposes and Health oversight
activities. Privacy Specialists have the ability to enter an accounting suspension in two ways:
Specific disclosure and Type of disclosure. As a best practice, it is recommended that users enter

in an accounting suspension using the Specific disclosure hyperlink. Once a suspension has been
entered, all users can view it.

To create a suspension:
1. Search for and select a patient record.

2. Select the Accounting Suspensions hyperlink.

Sunday, January 30, 2005 Patient Search  Loooft

Patient User Adrmin Reguests Reguester

Current Patient:
Kramer, Peter
08M1M1970
FhP-SSShE30-

Summary

Summary ltem Filters | Display )

™ an T pisclosures [T Suspensions [ Restrictions [ Reports [T Letters [T suthorizations [ Complaints
Summary

Requests

b, Scoounting Suspension

Auvthorization
Patient Profils

Patient Search

Copyright @ Mew Gowemance. Inc. Z00D0-2004, ALL RIGHTS RESERWED
reion: .24

Last Edited: 3/3/2011
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3. Select the Specific Disclosure hyperlink.

Current Patient:
Kramer, Peter
05H4 1970
FlP-S5Sh: 30-
211128767

SUMmmEry
Fequests
Record Disclosure

Avthorization
Patient Profile

Patient Search

Accourting Suspensions
Disclosure Restrictions

Sunday, January 30, 2005

Fatient ¥ User Admmin Reguests %/ Reguester

Accounting Suspensions

Accounting Suspensions

Suspension D Suspended Dizclozure Identifier Start Date End Dste

Create Hew Accounting Suspension

disclosure.

For the current Patient, suspend their disclosure accounting rights for & type of disclosure. Lse this to suspend more than one

dizclozure of a particular type.

Copyright & Hew Govemanee, Inc. 2000-2004, ALL RIGHTS RESERWED
“wharsion: I.24

For the current Patient, suspend their disclosure accounting rights for & specific disclosure. Use thiz to suspend a single

Loooff

4. Click on the radio button for the disclosure you want to suspend.

5. Enter the suspension details: requesting statement and form, justification, and start and end

date.

NOTE: All required fields are marked with an asterisk.

Sunclay, January 30, 2005 Patiert Search  Logoff
Patient y User Admin LY Reguests ./ Reguester
Current Patient: Accounting Suspension
Kramer, Peter
01111970
FMP-ZEEMN:30-
211128767 Patient Disclosures (St ded discl es are highli din red)
Suspend DI Date Type Origin Rece!wng PHI Purpose Statuz
D Ertity
Summary
Requests ol 265 017252005 Laww us  Ppeter Complete Health Record Law Enforcement Camplete
Record Disclosure Enforcement Tha  Hramer  (3)
Accounting Susp Purpozes
Disclozure R
Aut_horiz : * Requesting Statement [ The sgency or official stab it ¢ ting the Patient iak. ifthe requestIs oral, this must
Patient Profie Include the identity of the agency or official making the statement)
Patient Search s regquested by sttorney ;I
[
Form of Requesting Statement (The form of the i ion)
wiritten % cral ©
* Justification () t it ining the justification for the Patient suspension)
directed by sttorney ;I
[
* Start Date (The start date from which the disclosire will not be reported to the Patient In MMWODLS Yy farmat)
|01 112005 v|
*End Date (The end date after which time the Patient will be able to access the disciosure In MMWDLVYYYY format)
| R ==
—

6. Scroll to the bottom of the screen and click on the Save button.

Last Edited: 3/3/2011
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Form of Requesting Statement [ 7he form of the statement requesting suspension)
witten & Qral T
* Justification (mandston cokmrmebits expialining the Justification for the Patient snspension)

directed by sttorney ;I
[ -]
* Start Date (The start date from which the disclosore will not be veported to the Patient In MM OO Y'Y format)

[or7m072005 v|

* End Date (The end date aiter which time the Patient will be able to gocess the disciosyre In MDD/ Y'Y format)

|02r05r2005 v|

Identifier ([ The OPTTONAL identifier for the suspension, comid be & case hamber, warrant nilmbet, stbpoeng 10, etc.)

Comments (OFTIONAL general comments about or for the Patient]

B
[
:W

7. Select the Summary hyperlink.

C

Sunday, January 30, 2005 Patiert Search  Logoff
Patient User Admin Requests Requester
(ST [T Accounting Suspension
Kramer, Peter
05M1M970
FRP-SSSM:30-
211128767 Patient Disclosures (Suspended disclosures are highlighted in red)
Suspend PEEEEE Diate Type Crigin Rec:e!\.-'lng PHI Purpose Status
T Enitity
SUMmEry
I 265 0172572005 Lavw us Peter Caomplete Heatth Record  Law Enforcement Complete
Record Disclosure Enforcement ThA  Kramer (=)
Accounting Suspensions Purposes

Dizclosure Restrictions
Authorization
Patiert Profile

Patiert Search

* Requesting Statement [ The agency or official statement requesting the Patient syspension. X ithe request is oral, this must
include the Jdentity of the agency or official making the statement)
=

s requested by attorney

=
Form of Requesting Statement [ The form of the statement requesting suspension)
wiritten & Oral ©
* Justification (mandatory comments explaining the justification for the Patient suspension)
=l
=

directed by attorney

section.

Last Edited: 3/3/2011

Check the Suspensions checkbox.

Click on the Display button.

Any data herein that may be construed as personal information is
fictitious and intended for training and operational purposes only.
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Record Disclosure
Accounting Suspensions
Disclosure Restrictions
Avthorization

Patiert Profile

Patiert Search

Digclosure Accounting Suspensions

Suspension

D End Drate

Suspended Disclosure Idertifier  Start Date Commerts

0103072003 02052005

88

The specific disclosure of type Law
Enforcement Purposes that occured on
01252005 with & dizclosure ID of 266

Copyright @ Mew Gowvemnanee, Inc. 2000-2004, ALL RIGHTS RESERWED
wrsion: 224

User Manual
Sunday, January 30, 2005 Patiert Search  Logoff
Patient User Admin Reguests Reguester
Current Patient: Summary
Kramer, Peter
0sM1.M1970
FMP-SS5M:30- - =
211128767 Summary lkem Filters Dizplay '\,
[ an T pisclosures [™ Restrictions [ Reports [T Letters [ authorizations [ Complaints
Summary
Reguests

5.3.8 Record a Simple Disclosure

A Simple Disclosure Request provides the ability for Multiple Disclosure Accounting. A
covered entity may account for multiple disclosures with a single entry if the MTF has made

multiple disclosures of PHI to the same person or entity for a single purpose. Some examples

include: a series of disclosures that occur on a periodic basis such as monthly medical readiness
status, dental class reports, or pre-deployment preparation reports to a commander or the
commander’s designee(s). Multiple disclosure is primarily used when the same disclosure occurs
in a specific time period. This will allow for better tracking of multiple disclosures and users

will not have to create separate single disclosures.
1. Click on the Requests Tab.
2. Click on the Simple Disclosure radio button.

3. Click on the Next button.

Monday, October 1, 2007

Admin \Requesls

Patient User

Current Request:

Create New Request
None

Select Request Type
Create Mew Request

Search for a Request  Complaint

¢ Disclosure
¢~ Disclosure Accounting

Simple Dizclogure Reguest

-

et

Patient Search  Logoff

Requester

4. Search for the Patient.

Last Edited: 3/3/2011
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Monday, April 12, 2010 Patient Search - Logoff

Patient ./ User  \/ Admin \/ Requests '/ Requester
Current Request: Select Patient
Disciosure Accounting —~ — —~

0] @ O] ®

Create New Request i
search foraRequest  Patient Search

Sponsor SSN (in #8252 format, enter 000-00-0000"if not known)

I I

-OR-
by Hame!State (Last) (First)
(State) _(Birth Date in MWDDPYYYY format)

“OR-

SSN (in #4484 format, enter 000-00-0000" if not known)
_OR-

EDIPN (DoD EDI Person igentifier)

-OR-

by System ID (the identifier created by this system for the person)

—
|

5. Select patient from the Search Results screen.

WMenday, April 12, 2010 Patient Search  Logoff

Patient b User WY Admin Requests ! Reguester
Current Request: Select Patient
Disclosure Accounting — —~ —
@ @ @ ®

Create Hew Reguest )
search fora Request  Patient Search Results

Search Results - Click on the name to select a person
Name D S3N Sponsor SSN - Birth Date Address

Dunlap, Chad 756 263676761 2003-089-04 8573 Leading Tree Way Fairfax, VI 34588

Other options:
Adijust vour search criteria and trv sqain.
Create a new Patient record

6. Click on the Multiple Disclosures for the same purpose radio button. (The disclosure
frequency was added to differentiate between single and multiple disclosures. It is

defaulted to single).

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is
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Create New Reguest

Search for a Reguest Disclosure Details

Fields marked with an asterisk (*) are required.

* Patient (the Patisnt to whom the dizclosure applies)

MName: Dhel Test
SSN #: 108593548
Birth Date: 10/28/1930

Address: Ahruntep1277 Vinton, WA 24179-1038

* Disclosure Frequency (the freguency, periodicy, or number of disclosures mads)

ol Single Dizclogure Muttiple Dizclosures for the same Purpose

* Requester (the organization or person requesting the disclosure) ( Change )

Name:
Address:
Phone:

Contact Person:

The Disclosure Frequency fields will appear.

Select the occurrence, start date, and end date. (Users can select from the drop-down,
which includes: weekly, monthly, or annually, or they have the option to put how many
times the disclosure occurs in a specified time period.)

Click on the Requester Change button.

10. Search for the Requester.

Thursday, February 3, 2011

Patient User Admin Requests
Current Request: Select Patient  Select Requester
Disclosure ) @ ) D
(1) 3) 4

Create Mew Request

Search for aRequest  Requester Search

Choose one of the follewing options:

A. Select the Patient (the request is belng made by the Patient themselves)

Dunlap, Chad

B. Select a Third-Party Organization (z third-parly requester, such as a Jaw enforcement agency o insurance company)

Lawy Offices of Joe Gibbs, 1411 Jefterson Davis, Arfington, %8 20220 LI

Patiert Search  Logoff

Requester

|\m\

Select

Select )

C. Search for a Person rsearch for another person, or 8o 8 hew ohet)

HName (Last)

System ID (the ientification numbsr crested by this system for the persan)

e

EDIPH (an external identifier for the person)

- ts

(First) An ™ may be used s 2 wikicard]

M Inciude Patient Records
¥ Inclutle Non-Patiert Records

‘M

D. Search for an Organization (search for anather orpanization, or add @ rew one*)

Hame (41 ar part of the name af the organizatian. An * may be ased a5 & wilicard,)

DMIS Code (the external identifier for the organization)

e

Search )

11. Select the Requester from the Search Results screen.

Last Edited: 3/3/2011
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Wonday, April 12, 2010 Patient Search  Logoff

£ Patient "/ User AV Admin ./ Requests '/ Requester

CurrentRequester: | Requester Search Results

None

i the name to select a requester
Name o Address
Smith, John 253 1458 Terry Ln., Warston, MT 12554

E ster Search Smith, John 749 13450, Bob Wilson, San Diego, CA 92134
Smith, John 2 748 34800, Suite 4, San Diego, CA 92134-9999

Other options:

Adijust vour =earch criteria and try again
Create a new requester as a person.
Creale a new reguester as an or

12. Select the Requester Identity Verified drop-down.

13. Select the Disclosure Type from the drop-down.

NOTE: The disclosure description will automatically be populated when the disclosure type is
selected.

* Requester (the orpanization or person requesting the disclosure)

Name: Smith, Jehn

Address: 1458 Terry Ln., Warston, MT 12554
Phone:

Contact Person:

* Requester Identity Verified (wss the requester's identity verified?)

| social Security Number LI—

Description of Requester ldentity Verification (required if requester identity verification was defined s ‘other’)

| 2

* Request Date (the disclosure request date in MMMDDYYYY format)

IUEJ'I szo07 | [
* Recipient (the organization or person where the disclosure went)

MName: Smith, John

Address: 1458 Terry Ln., Warston, MT 12554
Phone:

Contact Person:

* Disclosure Type (the type of disclosurs)

Specialized Government Functions (Active Duty Dizclosure) ;l—

Disclosure Description [z read-only description and example of the disclosure type selscted above)

Uze and dizclose the PHI of individuals who are Armed Ferces personnel for activities deemed necessary by ;I
appropriate military command authorities to assure the preper execution of the military mizsion. The purposes for which
any and all of the PHI of an individual who iz a member of the Armed Forces may be used or disclosed are: 1) To
determine the member's fitness for duty 2) To determine the member's fiiness to perform any particular mission,
az=ignment, order, or duty, including compliance with any actions required a= a precondition to performance ef =uch
misgion, assignment, order, or duty. 3) To carry out activities under the authority of DoD Directive 5450.2. 4) To report

on casualties in any military operation or activity in accerdance with applicable military regulations or procedures. 5) To
carry out any other activity necessary to the proper execution of the mizsion of the Armed Forces et

14. Select the Disclosure Purpose from the drop-down.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is
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15. Complete the “Other/Details” text box. (For multiple disclosures, the purpose details box

must be filled in for the disclosure to be complete.)

16. Scroll down the screen and enter: PHI description and disclosure comments.

Disclosure Date (the disclosure date in MMDDYYYY format)

|u&f1 4007 | [

* Origin Organization (where the disclosure originated)

fus ThA |

* Disclosure Purpose (ithe purpose of the disclosure)

| Medical =l

Other/Details (*Required for all Muttiple Disclogures):

To determine the member's fitness to perform any particular mizsion, assignment, order, or duty, -~

including compliance with any actions rquired as a precondition to performance of 2uch mizsion, -

* Protected Health Information Description (the description of the Protected Health information dizclossd)
Complete Health Record(g)

Consultation Reportis)

Dizcharge Summary

Higtory and Physical Examination

Laboratory Test(z)

Operative Report(s)

Pathology Report{s)

0 N (R N B B B

Progress Notes

If you need to attach a document to the disclosure request, follow these steps:

17. Type the document title. (If applicable)
18. Click on the browse button to attach the document. (It applicable)
19. Select Route to Privacy Specialist from the Action drop-down.

20. Click on the Save button.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is
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You may attach up to three documents, with file size not exceeding 2M

FILE 1: Document Title (enter this document's title)

ITest

Please select a file you wish to attach

IC:\Ducuments and Settings\514708\Desktop\PHIMT TEST.doc Browse .. |h

FILE 2: Document Title (enter this document’s title)

Please select a file you wish to attach
I Browse... |

FILE 3: Document Title (entsr this documesnt's titls)

Please select a file you wish to attach
I Browse... |

Action (action for this request)

I Route to Privacy Specialist P
{ Back ] [ Save )h

e The Request Summary screen will display.

Monday, May 14, 2007

b Patient AV User Requests / Requester

(Elmemi =T resE Request Summary

Simple Disclosure
LI Patient

Hame: Dhel Test
Summary SSN # 108593548
istary Birth Date: 10-28-1930
Create New Request Address:

Search for a Request
Requester/Recipient

Hame: John Smith
Address: 1456 Terry Ln., Warston, MT 12554

Request Status: Routed for Approval

Request Creation Date: 05/14/2007 at 03:51:4% PM EOT
Request Last Update Date: 05/14/2007 at 03:51:4% PM EOT
Other Request Details

Description Detailz
Reguest Type Simple Disclosure Request

Patient Search

Disclosure Type Type: Specialized Government Functions (Active Duty Disclosure), ID: 676, Date:

06/M14/2007

Route to Privacy Specialist Yes

Identity Verified Text Social Security Number

Logoff

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is
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5.3.9 Record Complaints

NOTE: To document a complaint in the PHIMT, you must complete three steps: Record the
Complaint, Receive the Complaint, and Update the Complaint after the investigation.

To Record a Complaint:

1. Select the Requests Tab.

Monday, August 8, 2005 / Patient Search
Patient User Adrnin Requests Requester
TR EEE User Worklist
Wilzen, Leah
Primary Training
a izati
ok etk User Worklist
Activity Request A : -
Iy Profile e D Session ID Activity ID Source Patient Requester Status Creation Date
ity Requests o :
Iy Worklist There are no activities on your worklist

Switch organizations

Logoff

* The Create New Request Screen will appear.
2. Click the Complaint radio button.

3. Click on the Next button.

Monday, October 1, 2007

Patient User Admin Requests Requester

Current Request:

Create New Request
None

Select Request Type

Create New Request
Search for a Reguest

Complaint
¢~ Disclosure
¢~ Dizclosure Accounting

¢ Simple Disclosure Request

Patient Search  Logoff

4. Search for the patient.

5. Click on the Search button.

Last Edited: 3/3/2011

fictitious and intended for training and operational purposes only.
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Monday, April 12, 2010 Palient Search  Logoff
Patient Y User N Admin Requests /  Requester
‘Current Request: Select
Complaint Complainant
O] @ ® ®
Create New Request
Search for a Request .
Patient Search
Sponsor SSN (in ### 22 #2248 format, enter '000-00-0000" if not known)
-OR-
by Name/State (Last) (First)
(State) (Birth Date in MIWDD/YYYY format)
-OR-
SSN (in #22 - #2 format, enter 000-00-0000° if Aot known)
-OR-
EDIPN (DoD ED! Person identifier)
-OR-
by System ID (the identifier created by this system for the person)
> (Sewen )
Monday, April 12, 2010 Patient Search  Logoff
Patient "/ User \Va Admin Requests /  Requester
Current Request: Select
Complaint Complainant
© ® ® ®
Create New Request
Search for a Request )
Patient Search Results
Search Results - Click on the name to select a person
Nai D SSN Sponsor SSM Birth Date Address
Dunlap, Chad 756 263676761 2003-09-04 8573 Leading Tree Way Fairfax, VI 34588
Other options:
Adjust your search criteria and try aqain.
Create a new Patient record

* The Complainant Details Screen will appear.

7. Complete the Complaint Details: complaint type, complaint date, subject and
description of the complaint.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is
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Monday, August 8, 2005 Patient Search  Logoff
Patient b User A4 Admin Requests '/ Requester
Current Request: Select Complainant Complaint Details
Complaint —
® ® ® ®

Create New Reguest . .
Search for a Request Complalnt Details

Complainant (the person who is making the complaint)
Name: B Smith

Complaint Type (the lype of complaint to create)

I Notice of Privacy Practices Complaint ;I

Complaint Date (the date the complaint was received in MM/DDYYYY format)
|uafu&2005 v|

Subject (the subjsct of the complaint)

|Request for copy of medical record

Complaint Description (the description of the complaint - limited to 1020 characters)

The medical record contained information belenging to another beneficiary. Betsy Smith's ;[
information was in Betty Smith's record. Betty Smith i= concerned that her information could alze
be mizplaced

I

8. Scroll to the bottom of the screen and click on the Next button.

Complaint Description (the description of the complaint - limited to 1020 charactsrs)

The medical record contained information belonging to ancther beneficiary. Betzy Smith's ;l
information was in Betty Smith’s record. Betty Smith i concerned that her information could alzo
be migplaced.

Outcome Type (the type of outcoms after complaint investigation)

| ot Selected =l

Outcome Date (the date of the complaint outcoms in MMWDOSYYYY format)
| =

Outcome Description (the description of the complaint outcome - limited to 1020 characters)

-

( Baek ) Ned <——

9. To attach any documents, type in the document title.
10. Click on the Browse button to attach the file.

11. Click on the Next button.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is
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Monday, August 8, 2005 Patient Search  Logoff|
Patient User Admin 3 Requests '/ Requester
Current Request: Select Complainant  Complaint Detaile Documents
Complaint \
— ® ©) ® ®

Create New Request
Search for a Request Documents

You may attach any document, with file size not exceeding 2M

FILE 1: Document Title (enter this document’s fitlz)

ICU mplaint Form

Please select a file you wish to attach
|C:\Ducu ments and Settingz\514708\Dezktop\Complaint form.doc Browse

FILE 2: Document Title (entsr this document’s fitlz)
Please select a file you wish to attach

I Browse... |

FILE 3: Document Title (enter this document’s title)

Please select a file you wish to attach

| Browse...l
(Eack ) (( ed A

» The Request Action Screen will appear.
12. Select the appropriate action from the drop-down box.

13. Click on the Save button.

Monday, August &, 2005 Patient Search  Logoff
Patient b/ User v Admin Requests ./ Requester

Current Request: Select Complainant  Complaint Detailz Documents Request Action

Complaint 'E) ( @_\/‘ @

Create New Request A
Search for a Request  Request Action

Patient

Name: Betty Smith

58N # 222222227

Birth Date: 07-03-1975

Address: 1125 West Pleazant View Dr., Ogden, UT 98277

Details of the Request (requester's comments about the scope of this request)

The medical recerd contained information belenging to another beneficiary. Betey Smith's information was in Betty Smith’s record.
Betty Smith iz concerned that her information could alzo be misplaced.

Approved Part (for partially approved requests, describe part of request that was spproved)

| E

Denied Part (for partially denied requests, describe part of request that was denied)

| E

I Action (action for this request) I

| Route to My Workist -
(. Back ) (4 Save

* The Request Summary Screen will display.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is
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To Receive a Complaint:

1. Select the User Tab.

y 4
Monday, August 8, 2005 / Patient Search  Logoff
Patient User Admin Requests Requester
Current Request: Request summaw
Complaint
Patient
Summary Name: Betty Smith
History SN #: 222227772
EUC“T?TSDet . Birth Date: 07-03-1375
omeiain Betals Address: 1125 West Pleasant View Dr, Ogden, UT 98277
Create New Reguest Request Status: Routed Complaint to be Received
Search for a Request .
Request Creation Date: 08/08/2005 at 01:29:18 PM EDT
Request Last Update Date: 08/08/2005 at 01:29:19 P EDT
Other Request Details
Description Details
Request Type Complaint
Detailz of the Request The medical record contained information belenging te another beneficiary. Betzy Smith's
information was in Betty Smith’s record. Betty Smith is concerned that her information could
alzo be misplaced.
ComplaintiD 200
File1 Complaint form.doc
FileTitle1 Complaint Form
e The complaint will appear in the User Worklist.
2. Select the Edit hyperlink.
Monday, August 8, 2005 Patient Search  Logoff
Patient User Admin Requests Requester
Current User: User Worklist
Wilzon, Leah
Primary Training
Organization ;
L User Worklist
My Profile T:::::tge o F'anu:;t D Activity ID Source Patient Requester Status Creation Date
My Requests ; ) . ) ) )
I i edit §755 537 Complaint te be Received Smith, Betty Action Pending  08/08/2005
My Worklist
Switch organizations

» The Edit Activity Details Screen will appear.

3. Select Received from the Activity Status drop-down box.

4. Click on the Update button.

Last Edited: 3/3/2011
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Complaint Detaile

Create New Reguest
Search for a Regquest

Birth Date: 07-03-1975
Address: 1125 West Pleasant View Dr., Ogden, UT 98277

Instructions

|Cum|:||aint to be Received

Activity Status (new sctivity status cods )
| Received ;I

Comments (enter details about this activity)

K Ol

Upilate

Request Session Details
Description
Request Type

Detailz

Complaint

User Manual
Monday, August 8, 2005 Patient Search  Logoff
/o Patient %/ User W/ Admin Requests '/ Requester
CurrentRequest:  Edit Activity Details
Complaint
Patient
Summary Hame: Betty Smith
History SSN # 222222222
Documents

» The Edit Request Screen will appear.

5. Select the Complaint-Received Letter hyperlink in the Letters and Attached Documents field.

Monday, August 8, 2005

Current Request:
Complaint

Summary
History
Documents
Complaint Details

Create Mew Request
Search for a Request

Patient Search  Logoff
Patient Ay User b Admin Requests / Requester
Edit Request
Request Activity History
Activity Request B Creation
Instance I ion 1D Activity ID Source Patient id Requester d User Status Date
755 537 Complaint Inwvestigation Smith, Betty Leah Wilson Action Pending 08/08/2005
755 537 Complaint to be Received Smith, Betty Leah Wilson Received 08/08/2005
Request Session Details Edit
Des=scription Detailz
Request Type Complaint

Details of the Reguest The medical record contained infermation belenging to ancther beneficiary. Betsy Smith's:
information was in Betty Smith’s record. Betty Smith is cencerned that her information could

also be misplaced.

ComplaintiD 200
File1 Complaint ferm.dec
FileTitle1 Complaint Ferm

Letters and A Do s ( Aftach )

D Date Title
753 08/08/2005 Complaint - Received Letter
752 08/08/2005 Complaint Form

* The Complaint Received Letter is generated.

Last Edited: 3/3/2011
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DEPARTMENT OF THE NAVY
Primary Training Organization
Skyline PL
Falls Church, VA 20110

2% &

NATES OF
oooeEta

! Pages\l Layers\! Bookmarks

08 Aug 05

Betty Smith
1125 West Pleasant View Dr.
Ogden, UT 98277

Dear Betty Smith,

Your Health Information Complaint Form, dated 08/08/2005 has been received by the Privacy
Office. I will investigate your complaint and determine any further action.

During the investigation. you may be contacted for more information. You will be notified
within 30 days of the status of your complaint.

If you have any questions please contact the Primary Training Organization, Skyline Pl.. Falls
Church, VA 20110, .

To Update the Complaint:
1. Select the User Tab.

2. Select the Edit hyperlink.

P
Monday, August 8, 2005 / Patient Search  Logoff
Patient "/ User Admin "/ Requests ',/ Requester

Current User: User Worklist

Wilzon, Leah

Primary Training

O L o User Worklist

Iy Profile ;:;:::;e D S:::ﬁ_ltm Activity ID Source Patient Requester Status Creation Date

My R t I_I

l‘;mzqur{:;s edit §756 5ar Complaint Investigation Smith, Betty Action Pending  08/08/2005

Switch organizations
3. Select Completed from the Activity Status drop-down box.
4. Click on the Update button.
Last Edited: 3/3/2011 Any data herein that may be construed as personal information is 55

fictitious and intended for training and operational purposes only.




Protected Health Information Management Tool

User Manual
Monday, August 8, 2005 Patient Search  Logoff
/ Patient ./ User LV Admin Requests '/ Requester
(EETL T IR Edit Activity Details
Complaint
Patient
Summary Hame: Betty Smith
History SSN# 222222222
Documents Birth Date: 07-03-1975

Complaint Detals
omplaint betal Address: 1125 West Pleasant View Dr., Ogden, UT 98277

Create New Reguest Instructions
Search for a Request

ICU mplaint Investigation

Activity Status (new sctivity status code
I Completed

E
[
Updste
Request Session Details
De=cription Detailz.
Request Type Coemplaint
Detaile of the Request The medical record contained information belonging to another beneficiary. Betey Smith’s

information was in Betty Smith's record. Betty Smith iz concerned that her information could
alzo be misplaced.

* The Complaint Details Screen will appear.
5. Complete the Complaint Details: type, date and description.

6. Click on the Update button.

Complaint Description (the description of the complaint - limited fo 1020 characters)

The medical record contained information belonging to anether beneficiary. Betsy Smith’s ;I
information was in Betty Smith’s record. Betty Smith is concerned that her infoermation could also
be mizplaced.

~|

Qutcome Type (the lype of outcome after complaint investigation)
I Substantiated LI

Outcome Date (the date of the complaint cutcome in MMWDOYYYY format)
[enazs | [El

Outcome Description (the description of the complaint outcome - limited to 1020 characters)

The complaint was found to be validated. Information was misfiled by the personnel and medical ;I
records department. They have been retrained on HIPAA and counseled. Policies were reviewed
and strengthened.

Upiate

-

7. Select Completed from the Activity Status drop-down box.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is
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8. Click on the Update button.

Menday, August 8 2005

£ Patient

Patient Search  Logoff

b User b Admin Requests / Requester

Current Request:
Complaint

Summary
History
Documents
Complaint Details

Create New Reguest
Search for a Reguest

Edit Activity Details

Patient

Mame: Betty Smith

SSN #: 222222707

Birth Date: 07-03-1875

Address: 1125 West Pleasant View Dr., Ogden, UT 938277

Instructions
[

y
Activity Status (mew activity status code )
I Completed ;I

Comments (enter details about this activity)

[
Upclate
Request Session Details
Description Dretails

Request Type

Complaint

» The Edit Request Screen will appear.

9. Select the Substantiated Complaint Letter hyperlink.

Monday, August 8 2005

Patient Search  Logoff

Patient User Admin Requests / Requester
Currer.ll Request: Edit Request
Complaint
Request Activity History
Summary Activity Request
History Instance D Session ID Activity ID Source  Patient id Requester id User Statuzs  Creation Date
Documents 756 537 Complaint Investigation Smith, Betty Leah Wison Completed 08/08/2005
Complaint Details
755 537 Complaint to be Received Smith, Betty Leah Wikon Received 08/08/2005
Create New Reguest
Search for a Request ion Details Edit
Description Details
Request Type Complaint

Detailz of the Request

The medical record contained informatien belonging to another beneficiary. Betsy Smith's.
information was in Betty Smith’s record. Betty Smith is concerned that her information could
alzo be mizplaced.

ComplaintiD 200
File1 Complaint ferm.doc
FileTitle1 Complaint Form
Letters and { Aftach )
) Date Title
754 08/08/2005 Complaint Letter
753 08/082005 Complaint - Received Letter
752 08/082005 Complaint Form

* The Substantiated Complaint Letter is generated.

Last Edited: 3/3/2011
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Falls Church, VA 20110

08 Aug 05

Betty Smith
1125 West Pleasant View Dr.
Ogden, UT 98277

I Pag%\i Layers\l Bookmarks

Dear Betty Smith,

The investigation of your Health Information Privacy Complaint, regarding Request for copy of
medical record. is now complete.

The allegations within your complaint are substantiated. As a result of your complaint, the
following actions will take place:

The complaint was found to be validated. Information was misfiled by the personnel and
medical records department. They have been retrained on HIPAA and counseled. Policies were
reviewed and strengthened.

If you have any questions, please contact Primary Training Organization, Skyline PL., Falls
Church, VA 20110, .

e The Complaint Activity will no longer appear in the User Worklist.

Monday, August 8, 2005 Patient Search  Logoff

Patient " User / Admin ./ Requests '/ Requester
Current User: User Worklist
Wilzon, Leah
Primary Training

Organization User Worklist

Activity Request

My Profile Instance ID Session ID Activity ID Source Patient Requester Status Creation Date
My Requestz
My Worklist I There are no activities on your work.'.‘stl

Switch organizations

5.3.10 Record a Disclosure Restriction

As a Privacy Specialist you are able to enter a Restriction of Disclosure or terminate a
Restriction of Disclosure. Restriction of Disclosures allows members to restrict uses and
disclosure of their PHI.

When selecting the Disclosure Type if you determine that you need a new type of disclosure,
contact the PHIMT help desk.

NOTE: Ensure that you enter specific details of what information is being restricted. It is
important to be specific in this entry because it will provide other staff members with the details
about the individual and organization, and about the restrictions on the disclosure.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is 58
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To record a disclosure restriction:
1. Search for and select a patient record.

2. Select the Disclosure Restrictions hyperlink.

Sunday, January 30, 2005 Patiert Search  Logoff

Fatient User Admin Feguests Reguester

Current Patient: Summary
Hramer, Peter
051113970
FrP-SS3M: 30- = —_——
294128757 Summary lkem Filters Dizplay }

I an T Discloswres [T Suspensions ™ Restrictionz [ Reports [T Letters [T authaorizations [ Complaints
Summary
Reguests

Record Disclosure

Accounting Suspensions

Dizclosure Restrictions .

Authorization Copyright & Hew Gouemance\.uénc_. 2q020£2:;304. ALL RIGHTS RESERVED
Patient Profile rEen:

Patient Search

3. Click on the New button in the Disclosures Restrictions box.

Sunday, January 30, 2005 Patient Search  Logoff

Fatient User Adrmin Reguests Reguester

(BT PaiTemiE Disclosure Restrictions
Hramer, Peter
08111970
FrP-SSSRE30-

211125767 Disclosures Restrictions Fenw

{[m] Type Start Date End Date outcome De=stination Details

SUmmary
Requests
Record [.)ISCIOSL"E N Copyright & MHew Govemance, Inc. Z000-2004, ALL RIGHTS RESERSED
Accounting Suspensions b R
rsion: .34
Dizclosure Restrictions
Avthorization
Patient Profile

Patient Search

4. Enter the Disclosure Restriction details: disclosure type, start and end date, restriction
destination (to whom information is being restricted) and details.

5. Select Approved or Denied from the Outcome drop-down box.

6. Click on the Save button.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is 59
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Sunday, January 30, 2005 Patient Ssarch  Logoff
Fatient y User Admin ./ Reguests %/ Requester
(S ent: (iT=nte Disclosure Restriction
Kramer, Peter
08414370
2:“1’:'1’35_;“_'; 3= * Disclosure Type (the fype of to restrict]
[Medical Faciity Petient Directaries =1
2“""""1"\’ * Start Date (The start date frorm Which US THA Wikl pot Share this INFormation with igentitied panty; in MMWDLO Y format)
equests

Record Disclosure
Accounting Suspensions
Disclosurs Restrictions
Authorization

Patient Profile

Patient Search

|EI1 12662005 [+
End Date (Ths OPTIONAL end date at which time US TMA will begin to share this infarmation again; in MWODRY Y format)
I E

* Restriction il i (ta whom i) ion is being 2

e

Details of ReStriction (What /nformation Is being restricted?)

all medical records AI
OULCOME ([Neicate WhSREr FEOUe St WS Appraved ar denied)
Approved ]
Save

The Patient Disclosure Restriction screen re-appears with your information. The Save button
has changed to an Update button.

Once you have approved or denied the disclosure restriction you have the ability to generate an
approval or denial letter. The letter will be pre-populated with the information that you entered
for that particular restriction.

To print the Approval or Denial Letter:

1.

Select the title of the letter in the Letters box on the Patient Disclosure Restriction screen.

Sunday, January 30, 2005

Current Patient:
Kramer, Peter
0311870
FMP-S550:30-
211128767

SUMMaty

Reguests

Record Disclosure
Accounting Suspensions
Dizclosure Restrictions

Patient Search  Logoff
Patient f User Admin "/ Reguests \/ Reguester

Disclosure Restriction

* Disclosure Type (the e of disclosure to restict)
IMedi:aI Facility Patient Directories ﬂ

* Start Date [The start dabe from which US TMA wilf nat share this information with fdentified parhy in MAWWODEYYYY farmat)
|m 1262005 v|

End Date (The OPTIONAL end date at which time US THMA will begin to shave this information again In MMWOOWYYYY format)

Authorization I—
Patient Profile
Patient Search * Restriction ination (o whom ion s belng Ji 7}
Ispuuse

Details of Restriction fwhat information is being restricted?)

all medical recards

L

Outcome (indicate whether request was appraved ar denied)

IApprUved ;I

Upclate )]
Letters (Click on the link to view and print the document)

o] Title
401 Disclosure Restriction - Aporoval Letter

Last Edited: 3/3/2011
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* The Approval/Denial letter is generated.

BSE--|dgBoR[E]< 4 » vijes||of -o|0O0E]S-|H
BlE-7 - &

|
2

DEPARTMENT OF DEFENSE
US TMA
Five Skyline Place
S111 Leesburg Pike
Falls Church, VA 32041-3206

Signetures Y Thuminails Ynuukmarksq

Peter Kramer
211 River Rd.
Alexandria, VA 22454

Dear Peter Kramer

This letter 1s to inform you that we are granting your request to restrict your Protected Health Information
with a specific person or a specific business that you identified in your Health Information Restriction
Form. Your request has been approved.

Your information will not be disclosed to the specified person or entity. We will comply with this request
until you tell us to end this restriction unless the information is needed to provide emergency treatment to
vou

If vou have questions please contact the US TMA, Five Skyline Place, 5111 Leesburg Pike, Falls Church
VA 22041-3206,

Sincerely

30 Jan 05

4 4] 1of1 b P BSxiiin | = 8 4]

5.3.11 Generate Authorizations

Privacy Specialist can record an Authorization by the patient when there is an exchange of PHI
that occurs outside of the treatment, payment, or healthcare options.

» Select Type of authorization. NOTE: Based on the Type selected, the following fields

are populated; however, that data can be changed.

» Enter PHI to be released as it was entered on the authorization form. NOTE: The greater
the detail that is provided by the patient, the easier it will be to respond to the request at

the time of disclosure.

NOTE: Enter either the Authorization Expiration or an Action Completed date; not both. If
there is no expiration date, then enter text in the Action Completed field (ex. Authorization to

remain in effect until revoked.)

NOTE: Once the authorization has been manually signed you can go back into the particular
authorization and select the Signed checkbox and enter the date of the signature using

MM/DD/YYYY format or the calendar icon to select a date.
To generate an authorization:
1. Select the Patient Tab.

2. Search for and select the patient record.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is
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3. Select the Authorization hyperlink.

>\
Sunday, January 30, 2005 Patiert Search  Logoff
Fatient User Adrmin ",/ FRequests "/ Reguester

Current Patient: Summary
Smith, Jos J
0705 968 An atternate address exists for this patient.
FrP-SSSK: 20-
121131414

Summary tem Filters Digplay
=t
R::L:I;i;i I~ an T Disclosures [T Suspensions ™ Restrictions [ Reports [T Letters [ fathorizations [ Complaints

Record Disclosure
Accourting Suspensions
i Baglrictions
thorizetion 3
ol

Copyright @ Mew Gowemnance, Inc. Z000-2004, ALL RIGHTS RESERED
“wiersion: 2.24

Patiert Search

4. Select the Authorization Type from the drop-down box.

5. Enter the Authorization Details: reason for request, releasing organization, and recipient.

Sunday, January 30, 2005 Patiert Search  Logoft
Patient User Admin "/ Reguests '/ Reguester
S (Ao Authorization
Stnith, Joe J
070541 965
:;ﬂf{gf;'\:m' Type (the type of authorization to cregte)
IStandard Autharization h
—
SUmITEFY Protected Health Information to be Released ihe part of the medical recard to he released, such as “compliete medical
Requests record®, “pathology report’, etc.)
Record Disclosure - -
Accourting Suspensions i [entire medical recard -
Disclosure Restrictions X
Authorization
Patient Prafile Reason for RequestUse of Medical Information (2 iption of each af the HEe oF )
Patiert Search [T Continued Medical Care
™ Insursnce
| Legal
¥ Personal Use
| Retirement!Separstion
T schoo
Cther:
patiert authorizes his brother to have & copy of ertire medical record. ﬂ
-
Relea=sing Organization ¢ Organization that reieased the authorization)
| USADC-Hospital =l
Recipient (the name, complete mailing address, phone and fax of the Indivi ar clgss of Indivi to recelve the PHI
11100 Main Strest a

6. Scroll down the screen and enter: authorization start and expiration date, treatment type, and
treatment start and end date.

7. Place a check in the Generate Authorization checkbox.

&. Click on the Save button.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is 62
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Authorization Start Date (e eifective date of the guthorization In MDD format)
|05r08r2004 v|

Authorization Expiration (the expiration date of the authorization in MWEFOOSY format, an Action Completed may be dsed
instead of @ date)

|05r08r2005 v|

Action Completed (the expiration event for the authorization, stch as “Upan campletion of the investigation®, an Authorization
Expiration may be ased instead of an action iF known)

| =

Treatment Type (the bipe of Treatment)
| outpatiert and Inpstient -]

Treatment Start Date (the tregtment or serdice start date in MDD format)
|03r01 12004 v|
Treatment End Date (the tregtment or sepdce end date in MAFOO format)

—

anerate Authorization (generate Authorization for Disclosare form for printing parposes)

e ) Cm—

The Signed Status and Revoked Status boxes on this screen indicate if the DD Form 2870 is
signed or revoked.

Update

Signed Status

0 o ned IF the anthorization Is signed)

-

Signed Date (the date that the authorization Iz signed in MW DOy farmat)

|c|1 13072005 =

Signed By Person (ithe individual who sigred the suthorization)

| Joe J Smith |
Revoked Status
H o i the authorization is revoked)

e il
-

Revoked Date (the date that the suthorization was revoled in MIWOLDSY Y farmat)
[rromons
Revoked By Person (ithe individual who revoked the autharization)

| Joe J Smith ]|

1

Updste

A note appears at the top of the screen indicating the authorization is saved and that only the
“Signed” or “Revoked” status fields may be changed at this point.

Select the Summary hyperlink.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is 63
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Suncay, January 30, 2005 Patient Search  Logoff
Fatient User Adrmin Requests Reguester

Current Patient: Authorization
Smith, Joe J
a7 05M 8965
FRP-S55M:20- - - " i . u n

This authorization has been saved. Onhy the "signed” and/or ‘revoked" status fields (at the bottom of the page) can
121131414

be updated.

< Summary Authorization Document (#he phyvsical auihorization dociment generated by the aeplication)
i Standard Authorization (Documert D #4027

Record Disclosure
Accounting Suspensions  Type (the tvpe of suthorization to create)
Dizclosure Restrictions
Authorization |Standard Authiorization '|
Patient Profile B . .

Protected Health Information to be Released (the pavt of the medical record to be released, such as Ycomplete medical

Patiert Search record, “patholomy regpart”, ebc.)
ertive medical record —
-~
Reason for Request/iUse of Medical Information ¢z description of each parpose of the reque sted use or disciosare)
™ continued Medical Care
10. Place a check in the Authorizations checkbox.
11. Click on the Display button.
Patient Search  Logoff

Sunday, January 30, 2005

FPatient Uszer Adrmin Requests Requestear

Current Patient: Summary
Smith, Joe J
Q70301 968 An aternate address exists for this patient.
FHP-S55M: 20-
121131414

Summary kem Filters
SUmmEt
Requesii I an I pisclosures Suspensions ™ Restrictions [ Reparts I Letters B authorizations i [ Complaints

Record Disclosure

Accourting Suspensions

Disclozure Restrictions

Avthorization

Patient Profile Copyright @ New Gowemance, Inc. Z000-2004, ALL RIGHTS RESERWED
“wizrsion: 224

Patient Search

The new authorization will appear on the Summary screen.
To generate the DD Form 2870 (Adobe Acrobat format):

1. Select the Authorization title hyperlink.

Any data herein that may be construed as personal information is
fictitious and intended for training and operational purposes only.
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Sunday, January 30, 2005 Patient Search  Logoff
Patient User Admin %/ Heguests ./ Heguester
Current Patient: Summar—y
Smith, Joe J
07051 9658 An atternate address exists for this patient.
FrP-SSSR:20-
121131414

Summary kem Filters | Display )]

Reguests
Record Disclosure
Accounting Suspensions

Disclosure Restrictions Authorizations (Revoked authorizations are highlighted in red)

Summar
¥ I an T Dpisclosures [T Suspensions [T Restrictions [ Reports ™ Letters W authorizations

- Complairts

Brook Land Charleston SC 28404

Avthorization (] _ Drescription Signed Expiration  Rewoked
Patient Profile - . s . e .
40§ Standard Authorization For dizclozures of 'entire medical record’ to 1100 Main 02032006
Patient Search Street Wioodbridge, WA 2235321
124 Standard Authorization For dizclosures of ‘medical record' to "Jenny Smith 132 O7F 2002004 07 2702003 072002004

2. You may print the form and request the patient’s signature.

BEn--[#gB0RE]dr e e - D00 R

FES R SRR

AUTHORIZATION FOR DISCLOSURE OF MEDICAL OR DENTAL INFORMATION

=l
2 The purpose of this form is to provide the MTFIDTFITRIGARE Hesith Plan with  mesns to request the use andfor disclosure of an individual's protected health informabion. Guidelines regarting
é use of this form are contained in DOD Reguistion 6025.18-R.
é This form will not be used for authorization to dsdose aleohol e drug sbuse patient information from medical records or for authorization to disclose information from recards of an alcohol or
drug sbuse treatment program. In sddtion, any use 83 an suthorization to use or disclose peychotherapy nates may not be combined with ancther sutharization except ane to use o disclose
7 peychatherapy notes.
@ Privacy Act of 1974 applies.
s
T PATIENT DATA
i
Name (Last, First, Mi) Date of Birth Patlent SSN
Smith, Joe, J 07-05-1968 121131414
Period of Treatment Type of Treatment:
01-11-2005- 01-11-2005 Outpatient
DISCLOSURE
| authorize USADC-Hospital Reason for RequestiUse of Medical Information:
(Name of MTFIDTF) 1o release my palient information to recipient: Personal Use, patient authorizes his brother to have a copy of entire medical
1100 Main Streel record
Woodbrige, VA 22321

Infermalticn to be Released:
entire medical record

5.3.12 Sign an Authorization

Once an authorization has been entered, it needs to be signed by the patient for validation. After
the authorization is signed by the patient, a user has the ability to document the signature within

the PHIMT.

To sign an authorization:

1. Select the authorization ID hyperlink to return to the detailed authorization record.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is 65
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Sunday, January 30, 2005 Patient Search  Logoff
Patient User Admin v/  Heguests v/ Reguester
Current Patient: Sum mary
Stmith, Joe J
0705 96E A0 aternate address exists for this patisnt.
FMP-SS3h: 20-
121131414
Summary kem Filters | Display )
=1
R;:L:n:s?; I~ an T pisclosures [ Suspensions I Restrictions I Reports T Letters = authorizations [ Complaints

Record Disclosure

Accounting Suspensions

Dizclosure Restrictions Authorizations (Revoked authorizations are highlighted in red)

Authorization I Title: Description Signed Expiration Fevoked

Patizrt Profis 402 Standard Authorization For disciozures of ‘ertire medical recard' to 1100 Main 02032006
N Street Woodbridge, WO, 223210
Patient Search

124 Standard Authorization For dizclozures of 'medical recaord’ to "Jenny Smith 152 O7 2052004 07272005 072002004
Brook Land Charleston SC 20404

2. Scroll to the bottom of the page to the Signed Status box.
3. Place a check in the Signed Status checkbox.
4. Select the date and the authorizing person’s identity from the drop-down box.

5. Click on the Update button.

Signed Status
Signed (checked IFthe authorization Is sighed)

il

Signed Date (e dzte that the authorization Is sigred in MWDV format)

[o10i2005 [

Signed By Person (the indivicdual who signed the authorization)

| Joe J Smith d

Revoked Status
Revoked [checked if the authorization is revoked)

r
Revoked Date (e date that the authorization was revoked in MWOLYYY format)

[o1 3072005 =

Revoked By Person (the individoal who revaked the authorization)
| Joe J Smith =

Uplate

6. Select the Summary hyperlink.
7. Place a check in the Authorizations checkbox.

8. Click on the Display button.
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Sunday, January 30, 2005 Batient Search  Logoff
Patient U=zer Admin Regquests Requester
Current Patient: Summar‘y
Smith, Joe Jd
a7msSr 55 An aternate address exists for this patient.
FRMP-SSSH:20-
121131414
Summany hem Filkers | Display b
@ T an T pisclosures T Suspensions [T Restrictions [T Reports [T Letters m I complaints
Record Disclosure
Accourting Suspensions
Disclosure Restrictions
Authorizetion
Patiert Profile Copyright @ Hew Govemance, Ine. Z000-2004, ALL RIGHTS RESERWED
wersion: .24
Patiert Search
* You will now see that the authorization indicates that it has been signed.
Sunday, January 30, 2005 Patiert Search  Logoff
Patient Lser Admin Reguests Requester
Current Patient: Summary
Smith, Joe
07 05/ 965 A0 aternate address exists for this patient
FhAP-SSSh:20-
121131414
Summary hem Fiters | Cizplay )
gz::;as;\‘; I~ e T Cisclosures [ Suspensions I” Restrictions [ Reports I™ Letters W authorizations [ Complaints
Fecord Disclosure
Accounting Suspensions —— —— = = =
Disclosure Restrictions izations (R ked ization= are highlighted in red)
Avthorization 1T Tithe Drescription Signed spiration Revoked
Patiert Profile 402 Standerd Authorizstion For disclosures of 'ertire medical record to 1100 ain W 01/30/2005 42052008
Patiert Search Street Woodbridge, WA 22321
124 Standard Authorization For dizclosures of 'medical recard' to “Jenny Smith 152 072002004 070272005 0720020048
Brook Land Charleston SC 29404
5.3.13 Revoke an Authorization
Previously generated authorizations may need to be revoked as a result of legal issues, new
information, or for other reasons.
To revoke an authorization:
1. Select the Patient Tab.
2. Select the Authorization ID hyperlink.
P
Sunday, January 30, 2005 Patient Search  Logoff
Patient User Adrmin Reguests Reguester
Current Patient: Summary
Stmith, Joe J
07051365 An alternate address exists for this patient.
FMP-SSSh:20-
121131414
Summary kem Filters | Dizplay 3
gz:&zi I an I Disclosures [ Suspensions [T Restrictions [ Feport=s [T Letters ™ authorizations [ Complaints

Record Disclosure
Acocourting Suspensions
Dizclosure Restrictions
Authorization

Patient Profile

Patiert Search

Authorizations (Revoked authorizations are highlighted in red)
ICr Title: Deszcription
402 Standard Authorization

Signed Revoked

0143002005 020032006

Expiration

For dizclosures of 'entire medical record' to 1100 hain
Street Woodbridge, WA, 223210

For dizclosures of 'medical record' to "Jenny Smith 152 OF 20,2004 OF27/2005 072002004

Brook Land Charleston SC 29404

Standard Autharization

Any data herein that may be construed as personal information is
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3. Scroll to the bottom of the screen to the Revoked Status box.
4. Place a check in the Revoked check box.
5. Select the date and the revoking person’s identity in the drop-down box.

6. Click on the Update button.

Signed Status

Signed (checked iF the authorization Js sighed)

Il

Signed Date (the date that the authorization Is sighed in MIWOODOYY format)
[rmomees | [

Signed By Person (the individeal who signed the authorization)

| Joe J Smith |

Revoked Status

Revoked (checked i¥the aothorization is revoked)

Il

Revoked Date (the date that the authorization was revoked in MMWOLWYYYY format)
[rmomees | [

Revoked By Person (the Individual who revoked the authorization)

| Joe J Smith |

— et )

7. Select the Summary hyperlink to view the authorization.
8. Place a check in the Authorizations checkbox.

9. Click on the Display button.

Sunday, January 30, 2005 Patiert Search  Logoff
Patient User Adrmin "/ Reguests %/ Reguester
Current Patient: Summary
Smith, Joe J
0705/ 965 An alternste address exists for this patient.
FRP-SE5R: 20-
121131414
Summary item Filters
< Summary [T an T Dpisclosures Suspensions [T Restrictions [ Feports [ Lettersf| ¥ authorizationd] Complaints
Record Disclosure
Accourting Suspensions
Disclosure Restrictions
Authorization
Patiert Profils Copyright @ Hew Govemance, Inc. 20002004, ALL RIGHTS RESERWED
nwirsion: .34
Patient Search

* The revoked authorization is highlighted in red.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is 68
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Sunday, January 30, 2005 Patient Search  Logaff
Patient Lser Admin “/ Requests ./ Requester
Current Patient: Summary
Smith, Jog J
07 /051 968 An atternate address exists for this patient.
FMP-SS5h;:20-
121131414
Summary kem Filters | Diizsplay )

S

ummary I an I Disclosures T Suzpensions [ Restrictions [ Repatts [ Letters ™ authorizations [ Complaints
Reguests
Record Disclosure
Accounting Suspensions — — — =
Disclosure Restrictions Authorizations (Revoked authorizations are highlighted in red)
Authorization (] Title: Description Signed Expiration Revoked
Patizrit Profile 402 Standard Authorization For disclosures of 'entire medical record' t0 1100 Main 01 /3002005 02032006 01£30/2005

Petient Search Street Wioodbridoe WA 22321

124 Standard Authorization For dizclozures of 'medical record' to 'Jenmy Smith 152 072002004 072702005 072002004
Brook Land Charleston SC 29404

5.3.14 Administrative Summary Reports

The PHIMT is capable of running several reports, which are called Administrative Summaries.
Administrative Summaries provide a visual representation or snapshot view of your facilities

disclosure activities.

The Administrative Summary Reports are performed by Privacy Specialists.
To create an Administrative Summary Report:

1. Select the Admin Tab.

2. Select the Administrative Summary hyperlink.

P .\

Ol (ALl Administrative Summary
‘Wilson, James

LIS This

0Origin Organizations I-- Select -- Ll
Adminiztrative Summary

Organizations
Gueue Users

Disclosure Imports Copyright @ Mew G Inc. Z000-3004, ALL RIGHTS RESERWED
Digclosure Imports History orne - wemanceﬁ,é::i'on-z-m '

Sunday, Janusry 30, 2005 / Patiert Search  Logoff
Patient User Admin / Reqguests ./ Requester

3. Select your Organization from the drop-down box.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is
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Sunday, January 30, 2005 Patiert Search  Logoff
Y/ Patient b User i Admin “/ Reguests .,/ Reguester
EITENR (T Administrative Summary
Wilzon, James
US Thi&,

Origin Organizations I Select --
Administrative Summary s —
Administrative Statistics [

Organizations 10th MED GROUP-USAF ACADEMY CO
g'uefe USE{S " 10th Med GROUP- PETERSOM AFB
izclosure Imports 11TH MED GRP-BOLLING
Disclosure Imports History 11th Wing T8 RESERVED

1215T GEM HOSP SECQLUL

12th MED GRP-RARNDOLPH

1dth MED GRP-COLUMEBLS

1 5th MED GRP-HICH AR

1 6th MED GRP-HURLBURT FIELD

The Administrative Summary reports will display.

Request Metrics

Total Disclosure Reguestz 244 Total Pending Dizclosure Reguests

Total Complaint Reguests 156 Total Pending Complaint Regquests

Total Accounting Requests 193 Total Pending Accounting Reguests

Total PHI Access with Disclosure Reguests 0 Total Pending PHI Access with Disclosure Requests
Total PHI Accezs Requests 0 Total Pending PHI Access Requests

Disclosure Metrics (Including Disclosure Requests)

Total Disclosures 538 Total Pending Disclosures
Total Multiple Disclozures 2

Total Single Disclosures 536

Dizsclosures By Type

184

90
40
128

0O & 10 15 20 25 30 25 40 45 G0 55 80 @5 TO FH B0 8256 o0

About Decedents

Az Required by Law

Awert Serious Threats to Health ...
Cadaver Organ, Eve, or Tiss...
Health Oversight Activities
Inappropriate or Erroneous

Inmates in Conectional Institutions ...
Judicial and Administrati...

Law Enfarcement Purposes
Medical Facility Patient Directories
Other

Fublic Health Activities

Research Purposes

Specialized Government Functio...
TRO

ictims of Abuse, Meglect, ...
Workman's Compensation

W Single = Multiple

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is
fictitious and intended for training and operational purposes only.




Protected Health Information Management Tool
User Manual

6.0 REGULAR USER FUNCTIONALITY

The following information will provide you with step-by-step instructions for recording requests
and routing them to your Privacy Specialist for approval.

Your role as Regular User requires you to perform various PHIMT activities. The steps for
performing these activities will be presented here and include the following:

* Record Disclosure Requests
* Record an Accounting of Disclosure Request
* Record Simple Disclosure Requests

6.1 USER TAB ACTIVITIES

The User tab provides you with various hyperlinks that allow you to perform “desk duties” such
as accessing PHIMT User-related information, switching organizations, viewing past requests,
and tracking tasks assigned to you. These hyperlinks include:

* My Profile

* My Requests

* My Worklist

» Switch organizations

NOTE: For more information about the above functionality, please refer to Section 6.1.

6.2 PATIENT TAB ACTIVITIES

The Patient tab contains hyperlinks that allow you to perform patient-specific activities. These
hyperlinks include:

e Patient Profile
e Patient search

NOTE: For more information about the above functionality, please refer to Section 6.2.

6.3 REQUESTS TAB ACTIVITIES

The Requests tab allows you to access information about the activities requested by an individual
or an organization. Requests tab activities include:

* Record Disclosure Requests
* Record an Accounting of Disclosure Request
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* Record Simple Disclosure Requests

6.3.1 Record a Disclosure Request

NOTE: The Record Disclosure hyperlink allows you to record or document the release of PHI.
This activity consists of five disclosure phases: patient selection, requester selection, detailed
request, disclosure details, and request action.

Disclosure requests allow you to forward it to a Privacy Specialist for approval or denial.
Disclosure status will be set to Pending because as a Regular User, you are not authorized to
approve disclosures. Entering the requested action allows you to route the disclosure request to
your own worklist for further research or route to a Privacy Specialist.

To record a request for disclosure:

1. Select the Requests Tab.

2. Click on the Disclosure radio button.

3. Click on the Next button.

Thursday, September 27, 2007 Patient Search  Logoff

Patient User Requests Requester "

ﬁ:;:‘”‘ L Lk Create New Request

Select Request Type
Create New Reguest

Search for a Request Disclosure
; Dizclosure Accounting

¢~ Simple Disclosure Request

Mext D]

q

4. Enter the patient search criteria. (You can search for a patient by the Sponsor’s SSN, by the
patient’s name/state, SSN, EDIPN or System ID).

5. Click on the Search button.

Last Edited: 3/3/2011
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Monday, April 12, 2010 Patient Search  Logoff
Patient A\, User \, Requests /! Requester

Current Request: Select Patient

s o @ ® ® ®

Create New Reques!

Search for 2 Requed T ST SCATCT

Sponsor SSN (in #5#4-### format, enter 000-00-0000" i not known)
_OR-

by NameiState tLest) (First)
[ LT

(State) (Birth Date in MM/DD/YYY'Y format)

_OR-

SSH (in ##-## #42 format, enter 000-00-0000" if not known)

_OR-
EDIPN (DoD EDI Person Identifier)
_OR-

by System ID (the identifier created by this system for the person)

| —
#( Search )

NOTE: If there were no results that matched your search criteria, you may select from two
options: Adjust your search criteria and try again OR Create a new Patient record.

6. Select the correct patient by clicking on the name hyperlink.

Monday, Apri 12, 2010 Patient Search  Logoff
Patient Vi User Ly Requests /! Requester

Current Request: Select Patient

sk [0 ® ® ® ®

Create New Request _
Search foraRequest  Patient Search Results

Search Results - Click on the name to select a person

SSN  SponsorSSN Birth Date Address.
l Runise.Chad E& 263676761 2003-09-04 6573 Leading Tree Way Fairfax, Wi
34568
Duniap, Hoelle Kristine 1189 182483847 2002-09-04 6302 Betsy Ross CtFairfax, AL 09129

Other options:
Adjust our search criteria and trv again
Create 5 new Patient record

* The Requester Search screen will appear.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is
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Current Request: Select Patient  Select Requester

Disclosure \ \
@ @ <

Create New Request

Search foraRequest  Requester Search

Choose one of the following options:

A. Select the Patient (the request is being made by the Fatient themselves)
[puntap, chad

Select

B. Select a Third-Party Organization (s third-party requester, such &5 & lsw enforcement sgency or insurance company)

[Law Offices of Joe Gibbs, 1411 Jefferson Davis, Arington, VA 20220 =l ( Seed )

C. Search for a Person (search for another person, or add 2 new one’)

Name (Last)

System ID (the identification number created by this system for the persan)

e

EDIPH (an external identifier for the person)

e

(First) An** may be used as z wildcard

[#l include Patient Records.
[l include Non-Patient Records

(_Seach )
D. Search for an Organization (sesrch for another organization, or 20d & new one’)
Name (Ail or part of the name of the orgsnization. An ** msy be used as a wildcard)
DMIS Code (the external identifier for the organization)
(_Semch )

7. Enter the data into the information fields to search by patient, third party organization,
person, or organization. (Complete only one field).

8. Click Select or Search (for that field).
Example: If the request is being made by the patient themselves, click on the Search button
next to the patient’s name.

9. Confirm Requester and Recipient Details. Verify and/or enter the data into the information
fields.

10. Click on the Next button.

Tussday, January 25, 2005 Patient Search  Logoff
Fatient User Reguests Reguester

Current Request: Select Patient Select Requester

Disclosure 1/?, @ IKE, .’E, IG,

Creste Mew Reguest

Search for a Request  Confirm Requester and Recipient Details

Patient: Peter Hramer
Date of Birth: 1970-03-11
SSH: 234125689
Address: 211 River Rd.| Alexandria, W
22454
Requester: Peter Kramer change
Address: | 211 River R, alexandria, va 22454 | sad Mew
Recipient: Sawme 35 reguester
=et a different recipient
( Back ) e e——

Any data herein that may be construed as personal information is
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verification.

NOTE: All required fields are marked with an asterisk.

Tuesday, January 25, 2005 Patiert Search  Logoff
Patient \ User Requests / Reguester

Current Request: Select Patiert Zelect Reguester  Request Details

Dizclosure 'T) '/z) @ l’dj) "E)

Create Mew Request .
SearchforaRequest  Request Details

Details of the Request (requesters 5, O Ihstrth abiout this request)

* Requester ldentity Verified (was the requesters jdentity verified?)
IPaUent Identifier j

Description of Requester ldentity Verification (if the requester's identity was verified, how was it verified?)

license —
-

* Requester Authority Verified (was the requester’s anthortly to access imfarmation verifisd?)
IPat\ent iz Requester j

Description of Requester Authority Yerification (i the requester's autharly was verffied, how was it verified?)
Patient is requester ﬂ
>

o
Information Start Date (the start date for the I MMODEYYYY format)

B

12. Scroll down the screen and enter: Information start and end date, request format, and request
classification.

13. Click on the Next button.

* Requester Identity Werified (was the requester's identiy verlfied?)
| Paticrit Icentifier =1

Description of Requester Identity Verification ( the requesters ldentity was verified, how was i verified?)

license —
-

* Requester Authority Yerified (was the requester's guithority to access information verified?)
IPaiierrt iz Requester ;I

Description of Requester Authority Yerification (F the requester's authorily was verifed, how was it verified?)

IPaiient i= requester i’
-

Information Start Date (the stan date for the information in MM OOOY Y format)
IEI‘1 F25r2005 v|
Information End Date (the end date for the Information in MM OO formai)

[o225 2008 -|

Request Format (he format in which this request has been received)

IReceived Reguest in Wiiting ;I

Request Classification (a» aptional classification for this reqguest)

| Medical =1

C Back D] [C Mext )—

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is
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14. Enter the Disclosure Details: Request date, disclosure type, origin organization and
disclosure purpose.

NOTE: The Disclosure description will be automatically populated once a disclosure typeis
selected.

Meonday, October 8, 2007 Patient Search  Logoff
£ Patient LY User Ly Requests / Requester
Current Request: " ; Disclosure
T Select Patient Select Requester Request Detailz Details
® @ ® ® ®

Create New Request
Search for a Request N i
Disclosure Details

* Request Date (the disclosure request date in MM/DLO/YYYY format)

[Foemmr ] [

* Disclosure Type (the type of disclosure)

|\nmates in Correctional Institutions or in Custody ;I

Disclosure Description (& read-only description and example of the disclosure type selected above)

A correctional institution or a law enforcement official having law ful custody of an inmate or other :I
individual PHI about such inmate or individual, if the correctional institution or such law
enforcement official represents that such protected health information is necessary =

Disclosure Date (the disclosure date in MM/DO/YYYY format)
1o0arz007 | [EE

Origin Organization {where the disclosure originated)

|PrimaryTrﬂining Organization j

* Disclosure Purpose (the purpose of the disclosurs)
| Regulatory =l

15. Scroll down the screen and enter: PHI description and disclosure comments.

16. Click on the Next button.

Disclosure Purpose (the porpose of the disciosure)

I Laww Enforcemerit ;I

Cther:

Protected Health Information Description (the description of the Protected Health Information disclosed)

Complete Hesalth Record(s)
Consultation Report(=)
Discharde Summary

History and Physical Examination
Lakoratory Test(s)

Operative Report(s)

Pathology Report(s)

Progress Motes

ol B i e B I

j
Disclosure Comments (the INTERNAL cormments for this disclosare - these do NOT show up in the Protected Health

information disclosure report)
=l

=|

I Back ) C et —

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is
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17. Enter the Request Action Details.

18. From the Action drop-down menu, select the appropriate routing option (Privacy Specialist).

19. Click on

the Save button.

Current Request:
Disclosure

Create Neww Request
Search for & Recguest

Patient User Reqguests Reguester

Select Patiert Select Reguester Request Detsils Disclosure Details Request Action

®

Request Action

Patient

Hame: Peter Kramer

S5H # 234125639

Birth Date: 08-11-1970

Address: 211 River Rd., Alexandria, VA 22454

Requester Recipient
Hame: Peter kramer
Address: 211 River Rd., Alexandria, VA 22454

Details of the Request (requester's comments about the scope of this request)

Approved Part (for partially approved requests, describe part of request that was approved)

| e

Denied Part (for partially denied requests, describe part of request that was denied)

| B

Action {action for this request)

IRnuta to Privacy Specialist ;I

( Back ) Save )

The Disclosure Request Summary will display.

Current Request:
Disclozure

Summary

Histary
Documents
Reguest Details
Dizclozure Detailz
Reguest Action

Create Mew Request
Search for a Reguest

Tuesday, January 25, 2005

Patient User Reguests Requester

Request Summary

Patient

Hame: Peter Kramer

S5H & 234125639

Birth Date: 05-11-1570

Address: 211 River Rd., Slexandriz, /5 22454

Requester Recipient
Hame: Peter Kramer
Address: 211 River Rd., Alexandriz, VA 22454

Request Status: Routed for Spproval
Request Creation Date: 01/252005 at 04:06:05 PM EST

Request Last Update Date: 01/25/2005 at 04.06:05 PM EST

Other Request Details

Dezcription

Recguest Type

Details

Disclozure

Patiert Search

Detailz of the Request

Dizclozure Type

Type: Laww Enforcement Purposes, ID; 268, Date: 0142502005

Start Date 01/25/2005

Encl Date 02/25/2005

PHI tems Complete Health Record(s)
Authority Verified Patiert is Reguester

Logoff

Last Edited: 3/3/2011
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6.3.2 Update Patient Address

For a disclosure to be valid, a patient’s address must be entered. The Regular User can update

the patient’s address in the middle of a disclosure request.

To update the patient’s address:
1. Select the Request Tab.
2. Click the Disclosure radio button.

3. Click on the Next button.

Monday, September 24, 2007

Patient "/ User Requests

ﬁ::e'e“‘ LELLEEE Create New Request

Select Request Type
Create New Request
Search for a Request Disclosure

() Disclosure Accounting

¢~ Simple Disclosure Request

Requester

Patient Search  Logoff

4. Enter the patient search criteria. (You can search for a patient by the Sponsor’s SSN, by the
patient’s name/state, SSN, EDIPN or System ID).

5. Click on the Search button.

Menday, April 12, 2010

Patient /. User Requests Requester
Current Request: Select Patient
Disch \ | |
isclosure @ @ @ 0]

Create New Request )
search fora Request  Patient Search

Sponsor SSN (in #2825 format, enter 000-00-0000 if not known)
_OR-

by NameiState (Last) (First)

(State) _(Birth Date in MWDD/YYYY format)

-OR-
SSN (in ##-24-### format, enter 000-00-0000' if not known)
_OR-

EDIPN (Dol ED! Person Identifier)

I

-OR-

by System ID (the identifier created by this system for the person)

—

# (S )

®

Patient Search ~ Logoff.

Last Edited: 3/3/2011
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If the patient does not have an address entered in the tool, “Primary Address not selected”
will be listed next to the patient’s name.

Select the patient.

CEIUEER R Patient Search Results
None
Patient Profile Search Results - Click on the name to select a person
MName ([0 SSN Spon=or SSN  Birth Date Address

Patient Search ISmith Joe l

Other options:
Adijust vour search criteria and try again.

Create a new Patient record

3]
2

. Enter the patient’s address.

. Click on the Save button.

hMonday, January 24, 2005 Batient Search Logoff
Fatient User Reguests Reguester

Current Request: Select Patient Select Requester

Disclosure '/E @ '/E 'E;" '/5

Create Mew Request )
Search for & Request Address Details

Error{s) have occurred:

= Patient's primary address is missing. You must enter an address to continue.

Address FOrmat (450 and FRD Qodress should use USA rormat)
usa & Internstional €

* Address Line 1 (the primany address fine)

[r==4 main Street

Address Line 2 (rernaliy & suite or apartrment)

* Citys (eity name, or AP0 or FPO)

[21exandria

* State (wo character state identifier IL, MM, CO, etc., or AAAEAP for APOYFPO)
wa, ~

* Postal Code (LS FEane TR

COMIMENtS (geheradl COMMSNtSs 2Ront oF for the address)

KIS0

r Save ]

After saving the address, you can continue with the Disclosure Request where you left off.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is
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Mondsy, January 24, 2005 Patient Search  Logoff
Patient \ User 4 Requests Reguester
Current Request: Sealect Patient Select Requester
Discl -, -, -, -,
®

Create New Request
Search for a Request Requester Search

Choose one of the following options:

A. Select the Patient (ihe request is being made by the Patient themseiies)

|Jordan, Jefirey (_ Select )
B. Select a Third-Party Organization (2 thirpanty requester, sich a5 a faw SUERGY OF 7]
ILaW Offices of Joe Gibbs, 1411 Jefferson Davis, Arlington, A 20220 LI { Zelect ﬁ

C. Search for a Person (search for ahother person, or add & new ahe®)

Hame (Last) (First) An * may be nsed a5 g wildcard.

System |0 (the identification nmber created by this systerm for the person)

¥ Include Patiert Records

¥ Include Mon-Ptient Records
FMP-SSH (an external identitier for the person)
I {__Search )

* The Request Summary for that person will be displayed.

6.3.3 Record a Simple Disclosure Request

A Simple Disclosure Request provides the ability for Multiple Disclosure Accounting. A
covered entity may account for multiple disclosures with a single entry if the MTF has made
multiple disclosures of PHI to the same person or entity for a single purpose. Some examples

include: a series of disclosures that occur on a periodic basis such as monthly medical readiness

status, dental class reports, or pre-deployment preparation reports to a commander or the

commander’s designee(s). Multiple disclosure is primarily used when the same disclosure occurs

in a specific time period. This will allow for better tracking of multiple disclosures and Users

will not have to create separate single disclosures.
1. Click on the Requests Tab.
2. Click on the Simple Disclosure Request radio button.

3. Click the Next button.

Monday, May 14, 2007 Patient Search  Logoff
Patient User Requests Requester
ﬁ“"e”‘ LELLEE Create New Request
ong

Select Request Type
Create New Reguest

Search for a Request ¢ Disclosure

¢~ Dizclosure Accounting

Simple Dizclozure Request

ﬁ et )

Any data herein that may be construed as personal information is
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4. Enter the patient search criteria. (You can search for a patient by the Sponsor’s SSN, by the
patient’s name/state, SSN, EDIPN or System ID).

5. Click on the Search button.

Monday, Apri 12, 2010 Patient Search - Logoff

Patient User Requests /_ Requester ",
Current Request: Select Patient
Disch . \ \ |
e ® @ ® ® ®

Create New Request

Search for a Request | Patient Search

Sponsor SSN (in #2484 format, enter 000-00-0000" if nat known)

I B —

_om-
by Name/State (Last) (First)
(State) _(Birth Date in MIWDD/YYYY format)

-OR-

SSN (in #4588 format, enter 000-00-0000' if not known)

_OR-
EDIPN (DoD ED! Person Igentifier)
-OR-

by System ID (the identifier created by this system for the person)

pRACLL

6. Select patient from the Patient Search Results screen.

Monday, April 12, 2010

Patient User
‘Current Request: Select Patient
Disclosure ~
® ®

Create New Request

Search foraRequest  Patient Search Results

Dunlap. Chad

Requests

®

©

Search Results - Click on the name to select a person

(o] SSN
756 263676761

Sponsor SSN Birth Date

Patient Search  Logoff

Requester

O

Address
2003-09-04 8573 Leading Tree Way Fairfax, VI

Dunlap, Hoelle Knsting:

1189 182483847

2002-09-04 5308 Betsy Ross Ci Fairfax, AL 09129

Other options:
Adiust vour search criteria and try again
Creats  new Patient record

Click on the Multiple Disclosures for the same Purpose radio button. (The disclosure
frequency was added to differentiate between single and multiple disclosures. It is
defaulted to single).

Any data herein that may be construed as personal information is

Last Edited: 3/3/2011
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Create New Reguest . .
Search for a Request Disclosure Details

Fields marked with an asterisk (*) are required.

* Patient (the FPatient to whom the disclozure applies)

Mame: Dhel Test

SSN #: 108683548

Birth Date: 10/28/1930

Address: Ahruntep1277 Vinton, VA 24179-1038

* Disclosure Frequency (the frequency, periodicy, or number of disclosures mads)

[l Single Disclogure 1u|ti|:le Dizclosures for the =ame Purpose

* Requester (the organization or person requesting the disclosure)

Mame:
Address:
Phone:

Contact Person:

* The Disclosure Frequency fields will appear.

8. Select the occurrence, start date, and end date. (Users can select from the drop-down
menu, which includes: weekly, monthly, or annually, or they have the option to put how
many times the disclosure occurs in a specified time period.)

9. Click on the Change button.

Create New Reguest N .
Search for a Reguest Disclosure Details

Fields marked with an asterisk (*) are required.

* Patient (the Patient to whom the disclosure applies)

Name: Dhel Test

SSN #: 108693548

Birth Date: 10£28/1930

Address: Ahruntep1277 Vinton, WA 241791035

* Disclosure Frequency (the freguency, periodicy, or number of disciosures made)

& Single Dizclosure [ KMultiple Dizclegures for the =ame Purpose

Oceurs once I‘Neekl}r LI or IC times from |05/14/2007 vI to IUW1WUW =
* Requester (the organization or person requesting the disclosurs) | Change )

Name:

Address:

Phone:

Contact Person:

10. Select the Requester: either a) select by the default patient or third party
organization or b) enter the information into the data entry fields, to search by person or
organization. Complete only one field.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is
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Create New Request
Search for a Reguest REquEStEr Search

Choose one of the following options:

A. Select the Patient (the request is being made by the FPatient themselves)

Test, Ohe

B. Select a Third-Party Organization (5 third-parly requester, such &z & law enforcement sgency or insurance company)

Law Officez of Joe Gibbs, 1411 Jefferson Davis, Arlington, VA 20220 ;I

C. Search for a Person (search for another person, or dd & new ong®)

Name (Last) (First) An "™ may be used a5 & wildeard.

|mith . |1ohn

I— ¥ Include Patient Records

[# Include Non-Patient Records
FMP-55N (an external identifier for the person)
I ( Searcn 4O

11. Confirm the requester details. Click the Search button and/or Select the Requester.

Monday, April 12, 2010 Patient Search  Logoff
Patient User "/ Requests Requester
Current Requester: | Requester Search Results
Test, Ahebao
Requester Summary Search Results - Click on the name to select a requester
Requester Requests (11} Address
Reguester Profie )
Smith, John 253 1456 Terry Ln., Warsten, MT 12554
Requester Search Smith, John I 749 13450, Bob Wikon, San Diego, CA 82134

Smith, John 2 I 748 34800, Suite 4, San Diego, CA 92134-9559

Other options:

Adjust your search criteria and try again.
Create a new requester as a person.
Create a new requester as an organization

12. Select the Requester Identity Verified and Disclosure Type from their respective drop-
down menus.

NOTE: The Disclosure description will be automatically populated once a disclosure typeis
selected.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is
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* Requester (the crganization or person requesting the disclosure)

Name: Smith, John

Address: 1458 Terry Ln., Warsten, MT 12554
Phone:

Contact Perzon:

* Requester ldentity Verified (was the requester's identity verified?,
I Social 3ecurity Number

Description of Requester ldentity Verification (reguirsd if requester identity verification was defined &5 ‘other’)

| =

* Request Date (the disclosure request date in MMDDNYYYY format)

|us¢1 az007 | [EHr
* Recipient (the orgenization or person where the disclosurs went)

Name: Smith, John

Address: 1458 Terry Ln., Warsten, MT 12554
Phone:

Contact Perzon:

* Disclosure Type (ithe type of disclosurs)

Specialized Government Functiens (Active Duty Disclosure)

Disclosure Description (z read-only description and sxampls of the disclosurs type selected above)

Use and dizcloze the PHI of individualz who are Armed Forcez perzonnel for activities deemed necessary by A
appropriate military command authorities to assure the proper execution of the military mission. The purposes for which
any and all of the PHI of an individual who iz a member of the Armed Forces may be uzed or dizclozed are: 1) Te
determing the members finess for duty 2) To determine the member's fitness to perform any particular mission,
as=ignment, erder, or duty, including compliance with any actions required a=s a precoendition to perfermance of such
migsion, assignment, order, or duty. 3) To carry out activities under the authority of DoD Directive 6430.2. 4) To report

on casualties in any military operation or activity in accordance with applicable military regulations or procedures. 5) To
carry out any other activity neces=sary to the proper execution of the mizsion of the Armed Forces e

13. Select the Disclosure Purpose from the drop-down menu.

14. Enter the data into the “Other/Details” text box. (For multiple disclosures, the purpose
details box must be filled in for the disclosure to be complete.)

15. Scroll down the screen and enter: Protected Health Information Description and
Disclosure Comments.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is
fictitious and intended for training and operational purposes only.



Protected Health Information Management Tool
User Manual

Disclosure Date (the disclosure date in MMDDYYYYY format)

IDE.-'M.QDDT [

* Origin Organization {where the disclosurs originated)

Jus TMa =l /

* Disclosure Purpose (the purpose of the disclosurs) /

| wedical x|

OtheriDetailz (*Required for all Multiple Disclosures):

including compliance with any actions rquirsd as a precondition to performance of such mission,

To determing the member's fiitness to perform any particular mizsion, assignment, order, or duty, ﬂ
-

* Protected Health Information Description (the description of the Protected Health Information disclossd)
I Complete Health Record(z)

/ [T consuttation Report{z)
I Dizcharge Summary

History and Physical Examination

Laboratory Test(s)

Operative Repert(z)

Pathology Repertiz)

I I B |

Progress Motez

If you need to attach a document to the disclosure request, follow these steps:
16. Enter the document title. (If applicable)

17. Click on the browse button to attach the document. (If applicable)

18. Select Route to Privacy Specialist from the Action drop-down menu.

19. Click on the Save button.

You may attach up to three documents, with file size not exceeding 2M

FILE 1: Document Title (snter this document's titls)
ITest

Please select a file you wish to attach

|C:\Document5 and Settings\514708\Desktop\PHIMT TEST.doc Browse... |_

FILE 2: Document Title (enter this document’s title)

Please select a file you wish to attach
I Browse... |

FILE 3: Document Title (enter this document’s titls)

Please select a file you wish to attach
I Browse... |

Action (action for this request)

|P.c|ute to Privacy Specialist x| /
( Back ) Save ) <4

LASt U, 375/2V11 Any data herein that may be construed as personal information is

fictitious and intended for training and operational purposes only.
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* The Request Summary screen will display.

Monday, May 14, 2007 Patient Search
Patient User Requests Requester
Current Request: Request summary
Simple Disclosure
Reguest Patient
Name: Dhel Test
Summary SSN # 108893548
History Birth Date: 10-28-1930
Create New Request Address:
Search for a Reguest .
Regquester/iRecipient
Hame: John Smith
Address: 1456 Terry Ln., Warston, MT 12554
Request Status: Routed for Approval
Request Creation Date: 05/14/2007 at 03:51:49 PM EOT
Request Last Update Date: 05/14/2007 at 03:51:49 PM EDT
Other Request Details
Description Detaile
Request Type Simple Digclosure Request
Disclosure Type Type: Specialized Government Functiens (Active Duty Disclosure), ID: 876, Date:
081472007
Route to Privacy Specialist e
Identity Verified Text Social Security Number

Logofi

6.3.4 Record an Accounting of Disclosures Request

NOTE: The Disclosure Accounting hyperlink allows you to process a request for a report of all

disclosures that have been made for a particular patient. This activity consists of four
accounting of disclosure phases: Patient Selection, Requester Selection, Request Details, and

Request Action.

A patient may ask for an accounting of disclosures at any time. PHIMT allows for a quick

reporting of this information.

NOTE: Request Action allows you to route the request to your Privacy Specialist for approval
or denial or to your own worklist if you need to research it further.

To record a request for an accounting of disclosures:

1. Select the Requests Tab.

N

Select the Create New Request hyperlink.
3. Click on the radio button for Disclosure Accounting.

4. Click on the Next button.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is
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Monday, September 24, 2007 \ Patient Search  Logoff
Patient User Requests '/ Requester
ﬁ“"e“‘ LELLEE Create New Request
one

Select Request Type

ora Request ¢~ Disclosure

E Digclosure Accounting

¢~ Simple Dizclosure Request

hext

5. Search for the patient (You can search for a patient by the Sponsor’s SSN, by the patient’s
name/state, SSN, EDIPN or System ID).

6. Click on the Search button.

Wonday, April 12, 2010 Patient Search ~ Logoff

Patient '/ User Requests '/ Requester
Current Request: Select Patient
Disclosure -~ -~ —~ —
@ ©) ©)] ® ®
Create New Request )
search for a Request  Patient Search

SpONSOr SSH (1n #2228 format, enter 000-00-0000" if not known)

-OR-

by Name/State (Last) (First)
I L

(State) _(Birth Date in MWDDAYYYY format)

-OR-

SSN (in #2-#4 #4## format, enter 000-00-0000" if not known)
_OR-

EDIPN (DoD ED Person ldentifier)

-OR-

by System ID (the identifier created by this system for the person)

> e )

7. Select the patient from the Patient Search Results screen.

Wonday, April 12, 2010

Patient Search

Logoff

Current Request:
Disclosurs

Create New Request
Search for a Request

/ Patient / User

Select Patient

@ (

~)

Patient Search Results

Search Results - Click on the name o select a person

Dunlap, Chad

Requests /' Requester

® ®

\,
O
@

D S5N
756 263676761

Sponsor S5N Birth Date. Address

2003-09-04 6573 Leading Tree Way Fairfax, VI
34568

Dunlap, Hoelle Kristine

1189 182483847 2002-09-04 6308 Betsy Ross Ct Fairfax, AL 08128

Other options:
Adiust vour search criteria and try again
Create & new Patient record

Last Edited: 3/3/2011

Any data herein that may be construed as personal information is
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8. Select the Requester: either a) select by the default patient or organization displayed, or b)

enter the information into the data entry fields, to search by patient, third party organization,

person, or organization. Complete only one field. (For this User Manual, the patient is

selected).

9. Click Select, or Search (for that field).

Thursday, February 3, 2011

Patient _ User Requests /. Reguester
Current Request: Select Petient Select Requester
Discl Account . . N
isclostre Accounting @ @ @ @

Create Mew Regusst
Search for aRecuest  Requester Search

Choose one of the followilli options:

Patiert Search  Loofi

A. Selectthe Patient (the request is being made by the Patient themselves)

[puniep, chad

B. Select a Third-Party Organization (a thirpary requester, such as & law enforcd
Law Offices of Jog Gbhs, 1411 Jeftersan Davis, Arlington, VA 20220 =1

C. Search for a Person {search for another person, or add a new ane®)

llame (Last)

System ID (the dentification number created by this system far the persan)

[

EDIPH (an external identifier for the persan)

(First) An ™ may be used a5 2 Wil

D. Search for an Organization (search for anather organization, or acd 2 new one?)|

Wame (Al ar part f the name of the arpanization. An ** may be vsed a5 2 wildcavd,

DMIS Code (the external identifier for the organization)

e

Select )]

hent agency o insurance company)

(__selet )

=

¥ Include Patiert Records
I Include Non-Patient Records

Search )]

Search )]

10. Confirm the requester and recipient details. Verify that the information is correct and/or
enter the data into the information fields. (If changes are necessary, select Back, and make

the changes).

11. Click on the Next button.

Friday, February 11, 2005 Patient Search  Logoff|
Patient b Uszer Requests Requester
Current Request: Select Patient Select Requester
Disclosure Accourtin . . “
? @ ©) @ @
Create Mew Request . )
Search for a Request Confirm Requester and Recipient Details
Patient: Joe J Smith
Date of Birth: 1965-07-05
S5H: 121131414
Address: 23 King St., Charleston, SC
54536
Requester: Jos . Smith change
Address: |23 King St., Charleston, SC 84536 | soid e
Recipient: Same a5 requester
set a differert recipient
( Back D et

Last Edited: 3/3/2011

Any data herein that may be construed as personal information is
fictitious and intended for training and operational purposes only.
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12. Enter the Request Details: details of the request, identity verification (with description), and
authority verification (with description).

Friday, February 11, 2005 Patiert Search  Logoff
Patient User Reguests / Regquester

Current Request: Select Patient Select Requester Request Details
Dizcl A riti \ \ "
izclosure Accounting I/T) f?/\ @ I,‘T)

Create Mew Recuest )
Search for @ Request Request Details

Details of the Request (requesters comments, or instroctions about this request)

L

Patiert is requesting an accounting of disclosures.

Requester ldentity Verified (was the requester's identity verified?)
I Social Security Mumber ;I

Description of Requester Identity Verification (¥ the requester's identity was verified, how was it verified?)

ilitary 1T -~
-

Requester Authority Verified was the requester's authorily to access information verified?)

IPatient iz Requester ;I

Description of Requester Authority Verification (i the requester's authority was verified, how was it verified?
|Patient iz requester | ;l
-

13. Scroll down the screen and enter: Information start and end date, request format, and request
classification.

14. Click on the Next button.

Requester Authority Yerified (was the reguester's authority to access information verlfied?)
|F‘atient iz Requester LI

Description of Requester Authority Verification (i the requester's authority was verified, how was it veniied?)
Patient iz requester. ﬂ
w

Information Start Date (the start date for the Information in MWDy format)
[tz 512004 v|
Information End Date (the end date for the Information in MWDD/YY format)

[o12012008 v|

Request Format (the format in which this request has Deen recelved)
I Received Reguest inWriting LI

Request Classification [an apiional classification far this request)

IAﬂorney LI
( Back ) ¢ [ )—

15. Enter the Request Action details.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is 89
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16. From the Action drop-down menu, select the appropriate person to route the request to. (The

Regular User would route the request to the Privacy Specialist or to their worklist).

17. Click on the Save button.

Friday, February 11, 2005

Current Request:
Disclosure Accounting

Create Mew Reguest
Search for & Reguest

Patient A User Requests Reguester

Select Patient Select Requester Reguest Details Request Action

® @ ® ®

Request Action

Patient

Hame: Joe Smith

S5H & 121131414

Birth Date: 07-05-1968

Address: 23 King St., Charleston, SC 84536

RequesterRecipient
Hame: Joe J Smith
Address: 23 King 5t., Chatleston, SC 84536

Details of the Request [requesier's comments about the scope of this request)
Patient is requesting an accourting of disclosures.

Approved Part (for partially approved requests, describe part of request that was approved)

Denied Part (for parially denied requests, describe part of request that was denled)

¥

4

Action (action far this request)
I Route to Privacy Specialist j

( Back ) (__ Save _

¥

4

Patiert Search

Logoff

* The Request Summary screen will display.

NOTE: The current disclosure accounting appears in the status box.

Fridlary, February 11, 2005

Patient A User ' Reguests Requester
Current Request: Request Summary
Dizgclozure Accounting
Patient
Summary Hame: Joe J Smith
History SS5H & 121131414
Documerts Birth Date: 07-05-1963

Request Details
Reguest Action

Address: 23 King St Charleston, SC 84556

Requester Recipient

Creste New Requsst  Mames Joe J Smith
Search for a Request  Address: 23 Hing St., Charleston, SC 54536

Request Status: Routed Reguest For Acceptance

Request Creation Date: 02/11/20035 at 01.03:04 PMEST

Request Last Update Date: 020112005 &t 01:05:06 PM EST

Other Request Details

Patient Search  Logoff

Description Details
Reguest Type Disclosure Accounting
Details of the Request Patient is requesting an accounting of disclosures.
Start Date 12M 502004
End Date 017202005
Avuthority Verified Patient is Reguester
Seerify Suthority Test Patient is requester.

Last Edited: 3/3/2011
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6.4 REQUESTER TAB ACTIVITIES

The Requester tab (shown below) provides access to all PHIMT Requester data and allows you
to access information about the individual or organization making the disclosure request. You
must first identify an organization or individual as the requester. This can be accomplished on
the Requester Search screen. The hyperlinks become active on the Requester Summary screen
once a requester has been designated. Access to requester data is provided by these hyperlinks:

* Requester Summary
¢ Requester Requests
* Requester Profile

* Requester Search

Friday, February 11, 2005 Patient Search  Logoff
/ Patient %/ User '/ Requests

g;_";e"‘ Requester: Requester Search

Choose one of the following options:

Reguester Summary
Reguester Reqguests

Reguester Profile [Smith, Joe

A, Select the Patient (ihe request is Belng made by the Patient themsehes)

Reguester Search
B. Select a Third-Party Organization (2 thiraparty requester, such a5 g law enforcement agehcy oF Insirance cokmpaned

ILaw offices of Joe Gibke, 1411 Jefferson Davis, Arlington, W& 20220 '| [ Select )]

C. Search for a Person (search for another person, or add a8 pew one*)

Hame (Last) CFirst) An ™ may be nsed 35 @ wildcard,

Sy=tem ID (@he identification number created by this system far the personl

I— I Include Patient Records

I Include ron-Patient Records
FMP-SSH fan externa! identifler for the person)

I

0. Search for an Organization (search for another organization, or add a new one®)

6.4.1 Requester Search

NOTE: The Requester Search hyperlink allows you to search for a particular requester. (You
are searching for a patient in the database).

To search for a particular requester:

1. Select the Requester Tab.

o

Select the Requester Search hyperlink.

[98)

Enter the person’s name for the search.

4. Click on the Search button.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is 91
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Thursday, February 3, 2011 Patient Search
Patient ./ User ./ Requests '/ Reguester

Current Request: Select Patiert Select Requester

Disclosure @ @ @ @ ®

Create MNew Request
Search for aRequest  Requester Search

Choose one of the following options:

A. Select the Patient (the request is being made by the Patient themselves)

B. Select a Third-Party Organization (a thirc-party requester, such as @ law enforcement agency or insurance campany)

[Law Oftices of Joe Gibs, 1411 Jetterson Davis, Arlington, VA 20220 =] (seent )

C. Searchfor a PErson (search for Snother person, or 3dd 3 new one’)

Hame iLast) (First] An *" may be used a5 @ wildeard.

System ID (the identification number created by this system for the persan)

l— ¥ Inciude Patient Records

¥ Include hon-Petient Records:
EDIPH (an external identiiler for the pevson)

Search )

D. Search for an Organization (search far anather organization, or ade & new onet)

Hame (41 o7 part of the name of the organization, An ™ may be used a5 3 wildcard)

DMIS Code (the external identifier for the arganization)

Search__ )

[puniap, chad I (Sera) —

Logoff

5. Select the patient from the Requester Search Results screen

Monday, April 12, 2010

Patient User "/ Requests Requester

Current Requester: Requester Search Results
Test, Ahebao

Requester Summary Search Results - Click on the name to select a requester
Reguester Requests [} Address

Requester Profile
253 1456 Terry Ln., Warston, MT 12554

Smith, John

Patient Search

R ter Search

Smith, Jehn I 749 13450, Bob Wilsen, San Diego, CA 92134

748 34800, Suite 4, San Diego, CA 92134-5555

Other options:
Adijust vour search criteria and try again.

Create a new reguester as a person
Create a new reguester as an organization

Logoff

* The Requester Summary screen will display. The Regular User can display reports and/or
letters by clicking the Display button or accessing another hyperlink.

Friday, February 11, 2005

Patient User "/ Reqguests

Current Requester: Requester Summary
Thomas, Fred Sr

Requester Summary Summary lkem Filters ( Ci=play
Reguester Requests
Requester Profile W' Reports I Letters

Reguester Search

Reguester

Patiert Search

Logoff

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is
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4.2  Requester Requests

NOTE: The Requester Requests screen displays the status of all requests that were generated by

a

particular patient or organization.

To view the status of requests:

1.

2.

Select the Requester Tab.

Select the Requester Search hyperlink.

Enter the person’s name for the search.

Click on the Search button.

Select the patient from the Requester Search Results screen.
Click on the Select button.

* The Requester Summary screen will display.

NOTE: Steps 1-6 for Requester Requests are the same as those for Requester Search,6.4.1.
Refer to steps 1-6 in 6.4.1 for screen display information.

7

. Select the Requester Requests hyperlink.

Friday, February 11, 2005 Patient Search  Logoff

Current Requester: Requester Summary
Thomas, Fred Sr

W Fequester Requests

Patient Uszer Requests Requester

Summary kem Filters | Display -\J

|7 Reports |7 Letters

Requester Search

The Requester Requests screen will display. All requests for that particular patient or
organization and the status of those requests will be displayed. (Regular Users can view the
status of a disclosure; however, they cannot view the details of the disclosure. They do not
have access to the Request Session ID).

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is 93
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Friday, February 11, 2005 Patient Search  Logoff
Patient User Reguests Reguester
Current Requester: Requester Requests
Thomas, Fred Sr
Total Requests: 19

Requester Summary

Requester Requests 23

Requester Profile Reqguest Type Patient Regquester User Status Cd Crg:tt:n

Beguester Search Disclosure Thomas, Fred Thomas, Fred  Pradeep Request was Accepted 012552005

Ac:counting Sr Sr Thaivalappil
Disclosure Thomas, Fred  Thomss, Fred  Pradeep Request was Accepted 01/25/2005
Accounting Sr S Thaivalagppil
Disclosure Thomas, Fred Thomas, Fred Pradeep Request was Accepted 01/25/2005
Accourting Sr S Thaivalagpil
Disclosure Thomas, Fred  Thomas, Fred  Pradeep Request was Accepted 1002002004
Accourting Sr S Thaivalappil
Dizclosure Test, Pradeep  Thomas, Fred  Pradeep Completed 1072072004
Accounting Sr Thaivalappil
Dizclosure Thomas, Fred  Thomas, Fred  Pradeep Completed 1072072004
Accounting =14 b=l Thaivalappil
Dizclosure Thomas, Fred  Thomas, Fred  Pradeep Routed Request For 101972004
Ac:counting Sr Sr Thaivalappil Acceptance

6.4.3 Requester Profile

NOTE: The Requester Profile hyperlink allows you to view information about the individual or
organization making the request.

To edit the requester’s profile:
1. Select the Requester Tab.
2. Select the Requester Search hyperlink.
3. Enter the person’s name for the search.
4. Click on the Search button.
5. Select the patient from the Requester Search Results screen.
6. Click on the Select button.
* The Requester Summary screen will display.

NOTE: Steps 1-6 for Requester Profile are the same as those for Requester Search, 6.4.1. Refer
to steps 1-6 in 6.4.1 for screen display information.

7. Select the Requester Profile hyperlink.
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A\

Friday, February 11, 2005 Patiert Search  Logoff

Patient User "/ Reguests Reqguester

Current Requester: Requester Summary
Thomas, Fred Sr

Reguester Summary Summary tem Filters | Dizplay )]
Requester Prafile I Reports [ Letters

Reguester Search

8. Enter the required information: name, requester type, EDIPN, SSN, Sponsor SSN, birth date
of the requester. Use drop-down menus where applicable.

NOTE: The required fields are marked with an asterisk.

9. Click on the Update button.

e eauester: —Reauestar Profilal Person Details
Test, Ahebao

*Name (Last) (First) (Middie) (Srr)

Requester Summary [rest [Anebao [ [
Requester Requests

Requester Profie “Type

RBequester Search Patient =

EDIPN (Dol EDI Person Identifier)

0204634497

* SSN (in #3588 format, enter 000-00-0000" if not known)

sa1 | ;0 |_[eeo0

* Sponsor SSN (in #5285 format, enter 000-00-D000'if not known)

System ID (the identifier created by this system for the person)
1298

*Birth Date (birth date in MMDD/YYYY format)
(R E

Email (example: johni@yshoo.com)

Comments (general comments about or for the person)

=
=

el )

6.4.4 Requester Summary

NOTE: The Requester Summary hyperlink allows you to display all the letters and reports that
were requested.

To view a summary of all disclosure letters and reports:

1. Select the Requester Tab.
2. Select the Requester Search hyperlink.

3. Enter the person’s name for the search.

Last Edited: 3/3/2011 Any data herein that may be construed as personal information is 95

fictitious and intended for training and operational purposes only.



Protected Health Information Management Tool
User Manual

4. Click on the Search button.
5. Select the patient from the Requester Search Results screen.
6. Click on the Select button.

* The Requester Summary screen will display.

NOTE: Steps 1-6 for Requester Profile are the same as those for Requester Search, 6.4.1. Refer
to steps 1-6 in 6.4.1 for screen display information.

7. Select Letters or Reports (or both) by placing a check in the checkboxes.

8. Click on the Display button.

Friday, February 11, 2005 Patiert Search  Looaoff

Patient User Reguests Reguester

Current Requester: Requester Summary
Thomas, Fred Sr /
Requester Summary Summary ltem Filters Displa -\J

Recuester Reqguests

Requester Profile Feports Letters

Requester Search

* A summary of all letters and reports of disclosures made by that requester will be displayed.

Frickay, Felruary 11, 2005 Patient Search  Logoff
Patient User Reguests Reqguester

Current Requester: Requester Summary

Thomas, Fred Sr

Recuester Summary Summary temn Filters | Dizplay 7

Reguester Requests

Recuester Profile ¥ Reports IV Letters

Requester Search
Reports
(2] Dite Perzon Title
366 01725420035 Fred Thomas Sr Protectzd Heatth Information Disclosure Report
364 01725420035 Fred Thomas Sr Protectzd Heatth Information Disclosure Report
363 0172542003 Fred Thomas Sr Protected Health Information Disclozure Report
303 10/20/2004 Pradeep Test Protected Heafth Information Disclosure Report
301 1002052004 Fred Thomas Sr Protected Health Information Disclosure Report
270 0972152004 Fred Thomas Sr Protected Health Information Disclosure Repart
16 07 0E2004 Fred Thomas Sr Protected Health Information Disclosure Repart
Letters
D Date Person Title
307 1101652004 Fred Thomas Sr Dizclozure Report - Denisl-Before Letter
304 1002052004 Pradesp Test Dizclosure Report - Approval Letter
302 10/20/2004 Fred Thomas Sr Disclosure Report - Approval Letter
283 0972142004 Fred Thomas Sr Disclozure Restriction - Approval Letter
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7.0 USER ADMIN FUNCTIONALITY

The following information will provide you with step-by-step instructions for adding
organizations, and establishing User-to-User Relationships (establishing office workflow).

Your role as User Admin requires you to perform various PHIMT activities to establish and
maintain user information. The steps for performing these activities will be presented here and
include the following:

» Establish workflow
e Setup a queue
* Create a requester favorites

7.1 ESTABLISH WORKFLOW

User-to-User relationships affect how requests are routed within PHIMT. These relationships
need to be constructed in a manner that allows them the most use of all available Action Types
shown on Request Action and Edit Activity screens. A typical request may be routed to a User
Worklist, Privacy Specialist, or Other User. The User-to-User Relationships screen defines
specific users who would be fulfilling these roles. This table shows the definitions of available
user relationships.

User Relationship Definitions

User Role Description
Privacy * Privacy Specialist is a user who is responsible for accepting and approving
Specialist disclosure and disclosure accounting requests.

* A Privacy Specialist for a Regular User is usually someone from the same
organization who is working in the Privacy Office.
* A Privacy Specialist for a Privacy Specialist is a person at the high level
who is working in the Central Privacy Office.
NOTE: Theperson selected as a Privacy Specialist should also have Privacy
Specialist permission assigned to them by the User Admin.

Backup * Backup Person is a user who acts in your place whenever you are not able to
Person attend to your requests due to being out of the office for business or
pleasure, changing work priorities, or other reasons.
» All outstanding requests assigned to you will be reassigned to your Backup
Person at the time when the Backup Person relationship is assigned.
* Any new requests will be routed to your Backup Person instead of you.
You can assign a date when the Backup Person relationship should end or
leave it open ended.
NOTE: End the Backup Person relationship as soon as you can resume working on
your own requests.
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To set up a Workflow:

1. Scroll to the bottom of the User Profile screen (Regular User).

2. Click on the New button next to Privacy Specialists.

Allowed Worklist Viewers | hlesw )

Mame Start Date

There are ho Allowed Warklist VViewers configuved. Click new to add arne.

Backup Persons | Newe i

Iame Start Date

There gre ho Backap Persons configuved. Click new to add ane.

Information Officers | New )

Mame Start Date

There are no information Officers configired. Click new to add one.

Privacy Speciali
Tame Start Date

There are ho Privacy Specialists configired. Click new to add ahe.

Request Routing Contacts | ey ¥

Iame Start Date

There gre po Request Routing Contacts configived. Click new to add ane.

End Date

End Date

End Date

End Diate

End Date

3. Enter Search Criteria for the Privacy Specialist that you want to add.

4. Click on the Search button.

Monday, January 24, 2005 Logoff
User Adrmin
ELITTEINE AT User Profile | User Search
Scovel, MNatslie
1S Thid,
Hame rLast) [First)

Organizations Iv\nlson James
Application Users !
Queus Usars System ID (the identifier created by this system for the person)

User Search I

Lol Uszer

P Search )
5. Select the appropriate Privacy Specialist from the search results and click on the Select
button.
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Monday, January 24, 2005 Logoff
Lser Admin
Enenybaimin: User Profile | User Search
Scovel, Matalie
U= Thas Search Results
Cr Plarme =t=1i] Birth Date Address

I
Organizations q & S04 Wilzon, James

Application Users
Gueue Users

Aildd Uzt Other options:
Ldjust your search criteria and try again

Copyright & Mew Gowemance, Inc. 2000-2004, ALL RIGHTS RESERWED
Swiersion: ¥ rd

6. Set the Relationship Start Date/End Date. (The end date is optional).

7. Click on the Save button.

Monday, Janusry 24, 2005 Logoff
User Admin

ST AT User Profile | Privacy Specialist Details

Scovel, Matalie

LIS This,

Bamlarcs Wil=on

Organizations
Application Users
Queue Users

04 TORYthe date when the refationship began or wiil begin)

User Search Relationship End Date (OPTIOMA Lithe date when the relationship ehded or will end)

Acd User
[ Bl
( Save _

e The Privacy Specialist is added to the User Profile screen.

Allowed Worklist Viewers | Meway ')
Matne Start Date End Date

There are no Alfowed |arklist Wiewers configured. Click new to add ane.

Backup Persons | [ )

Marme Start Date End Date

There are po Backup Persons configured. Click pew to god one.

Information Officers 1 [T 3

Matne Start Date End Date

There are no information OFicers configured. Click new to add one.

Privacy Specialists | e )

Marme Start Date End Date
‘ James Wilzon , 01 r24,2005
——®
Request Routing Contacts | e 3
Matne Start Date End Date

There are no Request Routing Contacts configured. Click new to gdd ape.
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7.2 QUEUE SETUP

A queue is a distribution list for a specific organization that is comprised of two or more Privacy
Specialists. The User Admin at the local command is responsible for setting up a queue. Queues
are created to expedite the process of approving/denying a disclosure. Only users affiliated with
a given organization will see that organization’s routing options.

To setup a queue:

1. Select the Admin Tab.

2. Select the Queue Users hyperlink.

Monday, January 24, 2005
A Lzer

Current Admin:

] Organizations
Scovel, Matalie

—

Admin

Logoff

fictitious and intended for training and operational purposes only.

LS Thid
Origin Organizations
Qrganizations
: ICr Mame Farent Name Address Cenisl | Ganize]
< Person  Phone
Clueue Users
1006 10th MED GROUP-LISAF USaFa 4102 Pinion Drive Ste 4000
Uzer Search ACADEMY CO USAF Academy, CO 50540
Add User 1109 10th Med GROUP- PETERSON AFB HG AR FORCE SPACE
COMARND
967  11TH MED GRP-BOLLING HG Lir Force (Direct reporting 238 Brookley Avenus Rk 125
unit) Baolling AFB, DiC 200352
1070 11thwing LS &jr Force 11 MDGEGHG 238 238 Brookley
Ave
Balling AFB, D 20032
833 12157 GEM HOSP SEQUL 18th MEDCOM - KOREA, Unit # 15244
APO AP
96205
3. Click on the Modify button to add a new queue.
Tuesday, January 25, 2005 Logoff
User Adrmin
Current Admin: Queue Users
Scovel, Natalie
LIS Thia,
User Queue | TM& Medical Clinic =l Moclify
Qrganizations
Application Users
Queus Users Queue Members All Other Users
Joe Jones Admin 53 e
User Search Joe Miller Acdmir Admin —
Add User Joe Smith Usetr Admin
Pradeep Thaivalappil Mike Beedle
Christopher Brown
Ted Brown
Wince Carter
Ancdy Cirillo
Amanda Colantuoni
Laverneus Coles
Liza Dorsey
#Enable Amanda Dunlap
Chad Michael Dunlagp
Chad Michael Dunlap
Chad Michael Dunlap
Chriz Foster
. Sarkiz H Jalkian
¥ Dizable Sarkiz Jalkian —
Joe Johnson
First Micldle Last
4. Click on the New button.
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Tuesday, January 25, 2005 Logoff
User Admin

Current Admin: User Queues

Scovel, Matalie

US Thas

User Queues | e 3

Organizations

Application Users o GuEUE Mame
Gueue Users 1 [T Medical Clinic
User Search
Add User
( Save )

Copyrght @ New Gowvermnance, Inc. 2000-2004, ALL RIGHTS RESERVWED
“dersion: 2.24

5. Enter the description of the Queue in the text box.
6. Click on the Save button.

7. Once saved, select the Queue Users hyperlink.

Tuesday, January 25, 2005 Logoft
User Admin

Current Admin: User Queues

Scaovel, Matalis

Us Th,

uUser Queues ey >

Srganizations
I Gueues Mame

s
‘ Cusue Lsers 1 Tras, Clinic

User Search

24 -
Acld User [Fsral Hospital

(—cre—

Copynght @ Mew Gowemance, Inc. 20002004, ALL RIGHTS RESERWED
“wirsion: .24

8. Select the Queue you created from the drop-down box.

Tuesday, January 25, 2005 Logotf
Usear Adrmin

Current Admin: Queue Users
Scovel, Matalie
LS Thaa,
User Queue ITMA Medical Clinic - [ hdoddify D]

Organizations Th12 Medical Clinic

Application Users
Gueue Users

Queue Memif All Other Users

Joe Jones Admin 53 -
User Search doe hiller Admin Admin —
Audd User Joe Smith User Admin

Pradeep Thaivalappil Mike Beedle

Christopher Browwn
Ted Brown

Winoe Carter

2ndy Cirilla
Amanda Colartuoni
Lavernsus Coles

——————— Liza Dorgey
% Enable ] Amanda Dunlap
4 JChad Michael Dunlap
Chad Michas Dunlagp
Chad Michae Dunlagp
Chris Foster
Sarki= H Jalkian
¥ Dizable ] Sarkis Jalkian —

Joe Johnson

9. Select the users that you want to add to the queue and click on Enable.
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10. Click on the Save button.
Current Admin: Queue Users
Scovel, Matalie
s Tha,
User Queue | Naval Hospitsl =] Mediry

Organizations
application Users

Gueue Users <

All Other Users

Admin 53

User Search Erin Miller dmin Admin
Adid User James Wilsan Addming Admind
Clirton Portis Acdming Addmind

Adming Admins
Adming Adming

Admin? Admin?

Adming Adming

&manda Colantuoni
Durilap

Atnan
#Enable | |Andy ciiln
Chan LNl

ichael Dunlap
Chris Foster
Christopher Brown

First Midcle Last
$Disable | |5 ) thomas

Igor Mameshin
Jo Johnson

Joe Jones

Joe Miller

Joe Smith

Hevin ork
Laverneus Coles
Liza Dorsey
hike Besdle
hoLise Micksy
MNetalie Scovel

MNetalie Scavel =
e Th that dded will sh in th ’ klist
€ queuc that you aaded will Snow up 1n the user 'S worklist.
Tuesday, January 25, 2005 Logoff
User Aedmin
Current Uscr: User Worklist
Scowvel, Matalie
LS Tha,
User Worklist
Ky Profile Aoctivit R =t
my Efql::egs:s Instgm;’e B Szzzfm B Activity 1D Source Patient Requester Status Creation Date
orkli
& There are no activities on yvour workiist
Switch organizstions
A ctivity 1D Source Patient Requester Status Crestion Date

There are npao activities far this gqueue

7.3 REQUESTER FAVORITES

An organization can create a list of requester favorites that show up in the requester drop-down
list. User Admins can set up the list of favorites per organization. If an organization name is not
in the favorites list, the user will be allowed to search for it manually. A given “requester” can

appear in multiple “favorites” lists.

To set up an organization’s requester favorites:
1. Select the Admin Tab.

2. Select the Organization’s hyperlink.

3. Select the ID hyperlink for your Origin Organization.

Last Edited: 3/3/2011
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-

Mondsy, January 24, 2005

Lser
(CE A THITE Organizations
Scowvel, Matalie
LIS This,

Origin Organizations

Gweue Lsers

Admin /

Organizations
W [} Mame Parent Mame Address contact
Person

Contact
Phone

1006 10th MED GROUP-LISAF LISLFA, 4102 Pinion Drive Ste 4000
Lser Search : ACADEMY CO USAF Scademy, CO 0540
Add User 1009 10th Med GROUP- PETERSOM AFB HQ AIR FORCE SPACE
COMMAND
7 11TH MED GRP-BOLLING H@ &ir Force (Direct reporting 2358 Brookley Awvenue Rhd 125
unit] Boling AFB, Do 20032
1070 11th wing US Ajr Force 11 MDGEGHG 238 238 Brookley
Bepe

Balling AFB, DC 20032

Locjoff

4. Scroll down to Favored Requesters and click on the Add button.

( Update )

ICx Flame

Favored Requeste|
IC

IC Street
09 4102 Pinion Drive Ste 4000

Contact People | Mewy )

Phone Address Primary

There are currently no contact peaple associgted with this organization. Click new to add one.

Child Organizations | ey ¥

ICx klame Acdress Contact Person Contact Phone Active

There are currently no child arganizations associated with this organization. Clhick new to add ane.

Acdress

There are currently no fovored requesters associated with this organization. Clhick new to add one.

Associated Addresses | ey D]

ity State Zip Alternate Primary
USAF Academy [ste] S0540 ko =

5. Enter organization search criteria.

6. Click on the Search button.
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Current Admin:
Dunilag, Jackson
LIS ThiA

Invoice Defaults
Organizations
Application Users
Queue Users

User Search
Add User

Wednesday, January 26, 2011

User N Admin

Requester Search

Choose one of the following options:

Logoff

A. Seloct a Third-Party Organization (s thirckparly requester, such 9 & law enfarcement sgency or insurance company)

Lawe Offices of Jo= Gibbs, 1411 Jetferson Davis, Arlington, V& 20220 ;I

B. Search for a Person (search for another person, ov 8dd 8 new anet)

Hame (Last) (First) An ™ may be used 85 & wildeal

System ID (the identification number created by this system for the persan)

e

EDIPH (an extemal identifisr for the persan)

e

C. Search for an Organization (search far gnother arganization, or addl & new one*)

Hame (A/f ar part of the name of the argamization. An ™ may be dsed as a wikicard.)

ILaW Offices of M. Mcoarran

DMIS Code (the external identifier for the arganization)

e

4 Select

[/ Include Patiert Records
[¥ Include Mon-Patient Records

(E—

(o)

* You must search for an existing requester or requesting arganization befare adding @ new ane.

FOR OFFICIAL USE OHLY

7. If the requester is not found, click on the “Create a new requester as an Organization”

hyperlink.

Current Admin:
Scowvel, Matalie
LS Thae

Organizations
Application Users
Susus Users

User Search
Add Liser

Monday, January 24, 2005

User Adrmin

Requester Search Results

Search Resuhls
1 Mame:

There were no resdlits that matched yaur search criteria.

Other options:
Acdiust your search criteria and try sosin

Creaste o new reguester as o person.

/Create a new requester as an organization.

Address

Copyright @ Hew Govemance, Inc. 2000-2004, ALL RIGHTS RESERWED

rsion: 2.2

Logoff

8. Enter the name of the Organization.

9. Select the organization type from the drop-down box.
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Current Admin:
Scovel, Matalie
LIZ Tha,

Drganizations
Application Users
Queue Users

Uszer Search
Acld Lser

mondsay, Januatry 24, 2005

User Adrmin

Organization Details

*Hame (Vs @ subsidiary, start the organization narme with its parent's name)

ILaW Offices of M. Mccarron

Twpe

| Attarney LI

DMIS Code (arn aoptionar alternative jdentifier for the arganization)

e

Parent Organization
S This

Alternate Communication Instructions (special instructions to send carrespondence to the arganization)

Logoff

10. Scroll down to the bottom of the screen and click on the Save button.

LS Thia

Parent Organization

Alternate Communication Instructions (special instructions to send correspondence o the organization)

Comments [general comments about or for the organization)

R D1

-

~

-

=

Primary (checked i the organization Is primang

R D1

Active (checked If the organization can be selected for authorizations, disclasures, eic.)

Origin fchechked if the arganization can be selecled as an arigin far discloswres)

RequesterRecipient (checked if the organiration can be sefected a5 & requester or recipient for disciosares or reqguests)

11. Enter the Organization Address Details and click on the Save button.

Monday, January 24, 2005

Current Admin:
Scovel, Natalie

Organizations
Application Users
Queus Ussrs

User_Search
2dd User

User y Admin

PE——
Address Details

Address Format (AP0 and FPO address Should nse USA format)
usa & international

= Address Line 1 (the primarny address lins)

[123 Deer Lane

Address Line 2 (narmaily & swite ar apartment)

* City (city name, or AP0 or FPO)

[&ningtan

* State (two character state identitier: i, M, ©O, et 0r AAAEAF for APOYFRO)
va =

* Postal Code (LSA: #HHREI)

Comments (general comments about or for the adaress)

| =

w Save )

Looff

e If you are entering an International Address, click on the International radio button.
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onday, January 24, 2005 Logotf
User Admin

arrent Admin: Address Details
povel, Matalie
B This, Address Format (4 P0 ahd FRO address shodi dse US4 format)

uss O international (5%
canizations
plication Users Country (couptry pakme)
heue Users IAntigua LI
User Search - R
lfcld Uzer International Address Line 1

International Address Line 2
International Address Line 3

Comments (gereral comments about or for the address)

( Save )

* The organization that you added now appears in your requester favorites.

{ Update >

Contact People | ey b
] Mame Phone Address Primary

There ave curvently no contact peaple Sssociated with this organization. Click new to add ane.

Child Organizations | ey )
ICx Mame Address Contact Perzon Contact Phone Active

There are currently no child organiz ations associated with this crgamization. Click new to add one.

Favored Requesters | Add )
Address
< 1220 Lawy Offices of M. Mcocarron 123 Deer Ln., &rlington, WA 22345 remove
———

Aszzociated Addresses | [esay )
|n} Street City State Zip Afternate Primary
Toa 4102 Pinion Drive Ste 4000 USAF Academy [a{a] 80540 Mo fol

Phone Humbers | e D)

1T Phone Comment Arctive Primary

There are currently no phone pombers on record for this orgamization. Chick new to gdd one.
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When logging in as a Regular User, the organization that you added will appear in the
requester favorites drop-down box for your organization

Tuesday,January 25,2005 Patient Search  bQgQf.

Patié¢h User Reg Requester

CurrentRequester:  Requester Search

None
Choose one of the folio

¢ agency or insura )

u u
Requester Request
u

A. Select a Third-Party Organization (2 thirdbparly requester, such 25

Select

Law Offices of M. Mccarron, 123 Deer Ln., &tlington, VA 22345

Requester Seo.ch

B. Searchfor a Person (search for another person, or add a new one)

Name (LBsl) (First) An" may be use;Jas a wildcard.

System 10 (tho Idontlflcotlon n"mbor crotod by this systom for IM pmon) .
P"include Patient Records

P Indude Non-Patient Records
FMP-SSN (an external identifier for the person)

Search
C. Searchfor an Organizafion (search for another organization, or add w new one)
Name (All or parl of the name of the organization. An™" may be used aswildcard.)
DMIS Code (the external identifier for the org:mization)
Serch
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8.0 GLOSSARY

To facilitate clarity the following terms will be used throughout the document and are defined as

follows:

TERM

DEFINITION

Accounting Suspension

An action that results in the temporary postponement of a previously
approved disclosure. The suspension can be either specific (referring to a
particular disclosure) or type (referring to a disclosure of a particular type).
Suspensions can be oral, lasting for up to thirty days, or written, lasting up
to six months.

Action

A specific activity that requires a response to a request.

Add Organization

A hyperlink on the Admin Tab that allows the User Admin to enter new
user facilities to the current listing

A hyperlink on the Admin tab that allows the User Admin to enter a new

Add User

user into the database.

One of two label tags that provide access to a set of User Admin activities
Admin Tab that regulate administrative functions of the PHIMT database. These

activities include: maintaining disclosure types and organizations, and
creating/modifying users.

All User’s List

A hyperlink on the Admin tab that provides a listing of all users in the
database. This hyperlink makes user management available.

An option that allows the User to send documentation or files with a

Attach .
disclosure.

Authorization A hypgrhnk on the Patient tab that allows the User to process an approval
for a disclosure.

Back A navigation button that allows the Regular User to return to the previous
screen.

Complaint Act1V1'ty that allows a user to file a HIPAA grievance against a person or
organization.

Create An option that allows the Regular User to initiate a new activity.

Create New Request

A hyperlink on the Requests tab that allows the Regular User to initiate a
request for a new disclosure activity.

Disclosure

A hyperlink on the Requests tab that allows the Regular User to forward a
release of protected health information to the Privacy Specialist.

Disclosure Accounting

A hyperlink on the Requests tab that allows the Regular User to process a
justification for a disclosure.

Disclosure Details

Refers to information about a specific release that the Regular User can

Disclosure Restriction

Placing constraints on either the information being released or its recipient.
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Display An option that allows the Regular User to view various types of

information about a particular patient or disclosure activity.

Generate Form

A hyperlink on the Patient tab that allows the Regular User to create
forms and letters for various disclosure activities and situations.

Login The opening screen that requires a User ID and Password.

Logoff A hyperlink that allows the Regular User to exit PHIMT.

MDR Data Data that has been imported from the MHS Data Repository.

MTF Military treatment facility.

My Profile A hyperlink on the User tab that allows the Regular User to enter/update
personal information and preference data.

My Requests A hyperlink on tl}e; User tab that allows Regular Users to view the status
of all requests initiated by them.

' A hyperlink on the User tab that serves as an electronic inbox. It allows

My Worklist Regular Users perform desktop duties such as viewing all tasks currently
assigned to them.

New An action button that allows the Regular User to develop a new item,

patient, or organization.

New Patient Record

A hyperlink on the Patient Search Results screen that allows Regular
Users to provide information about a new patient.

A navigation button that allows the Regular User to proceed to the next

Next . .
step 1n an activity.
Organization A Military Service or MTF.
Organization A hyperlink on the Admin tab that allows the User Admin to create
Management and/or modify facilities within the database. This term refers to the

process of maintaining a user’s organization profile and status.

Patient Profile

A hyperlink on the Patient tab that allows the Regular User to create or
edit patient information.

Patient Search

A hyperlink on the Patient tab and main screen that allows the Regular
User to look for a particular patient in the database.

Patient Tab

A tag or label that provides the User with patient-specific activities.

PHI

Protected Health Information.

PHIMT

Protected Health Information Management Tool.

Privacy Specialist

The Privacy Officer or designee at an MTF or Service level. This role
allows the user to maintain disclosure reporting, approve/deny disclosure
requests, amend requests, and to restrict and suspend disclosures.

Record Disclosure

Documention and confirmation of the release of PHIL

Regular User

A general role with basic functionality. This role can create disclosures
and authorization requests that can be routed to a Privacy Specialist.
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Request The first step in initiating a disclosure activity.

Request Action

A prompt for a specific performance (route to Privacy Specialist or route
to your Worklist) to be taken on a disclosure.

Request Details

Allowing the Regular User to view relevant information about a
particular disclosure.

Requester

The individual or agency asking for the disclosure.

Requester Profile

A hyperlink on the Requester tab that allows the user to view information
about the individual or organization making the request.

Requester Requests

A hyperlink on the Requester tab that allows Regular Users to view a
listing of all requests that were made by an individual or an organization.

Requester Summary

A hyperlink on the Requester tab that allows the Regular User to view a
brief of all requests initiated by an individual or organization.

Requester Tab

A tag or label that allows the Regular User to access information about
the individual or agency making a request for a disclosure.

Requests Tab

A tag or label that allows the regular User to access information about the
activities that have been requested by an individual or organization.

Restriction

A constraint put upon a particular disclosure activity. The constraint
could refer to denying access to a particular individual or a particular
time frame.

Revoke Authorization

A user rescinding a previous approval for a particular disclosure

A named collection of permissions. A role allows users with the same

Role permissions to be grouped under a unique name such as: Regular User,
User Admin, or Privacy Specialist.
Forwarding an approval request for disclosure to your worklist for later

Routing action, or to another individual. For example, a Regular User may
forward the approval request to a Privacy Specialist.

Save An action button that allows Regular Users to save data entries,
information, and procedures.

Search An action button that allows Regular Users to search for a particular

individual or activity.

Search for a Request

A hyperlink on the Requests tab that allows the Regular User to look for
a particular request made by that person.

An action button that allows Regular Users to select a particular patient

Select o

or activity.

Avgray box in the upper left corner of all screens. This box displays the
Status Box current information for a patient or activity; depending on actions being

performed.
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A hyperlink on the Phone Number Details screen of the Patient tab that
Summary allows Regular Users to view a brief of all disclosure activities for a

particular patient.

Summary Item Filter

A feature accessed on the Patient Summary screen. It allows the user to
display a synopsis on disclosures, suspensions, restrictions, reports, letters,
and complaints.

Suspension

The act of delaying a disclosure or putting it on hold temporarily.

Switch Organizations

A hyperlink on the User tab that allows Regular Users assigned to more
than one organization to switch between their organizations. This allows
them to change their primary status in an organization.

TCL

The table where the MDR data is stored.

DHA

Defense Health Agency.

Update

An action button that allows Regular Users to update information or
perform additional activities.

User Admin

A role that allows the user to set up all accounts for users within their
facilities as directed by the MTF Privacy Officer. The User Admin
creates and assigns user names and passwords, adds/modifies users from
within their Service, assigns roles, creates user-to-user relationships,
verifies the identity of individuals who access PHIMT, and provides login
information to users. The User Admin also creates workflows by routing
the requests of a Regular User to a Privacy Specialist and from a Privacy
Specialist to another Privacy Specialist, if necessary.

User Profile

Used when referring to the Add User activity. This profile screen allows
the User Admin to enter personal information and preference data about a
new user

User Role

A named collection of permissions. A role allows Users with the same
permissions to be grouped under a unique name such as Regular User,
User Admin, or Privacy Specialist. Each role has varying degrees of
permissions. Roles allow users with the same permissions to be grouped
under a unique name (ex. Regular User, User Admin, and Privacy
Specialist). The MTF Privacy Officer usually determines the appropriate
role.

User Search

A hyperlink on the Admin tab that allows the User Admin to search for a
particular user.

User Tab

A tag or label that allows the Regular User to access all PHIMT User-
related information. This tab is designed to track all tasks assigned to a
user
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The different user types and how they work with one another. The User
Admin creates this relationship as directed by the MTF Privacy Officer.
The Privacy Officer understands how the MTF manages disclosures. The
User-to-User User Admin understands how to create a workflow by routing requests of
Relationship a Regular User to a Privacy Specialist and from a Privacy Specialist to
another Privacy Specialist, thereby creating the working relationships
between the different users. Multiple user relationships can be established
throughout the facility.

9.0 USER ROLE PERMISSIONS

PHIMT PRIVACY SPECIALIST PERMISSIONS

PHIMT Privacy Specialist Enabled Permissions
Tab

Logon/Logoff Both

User Tab Change password
Switch to other organizations
Update address
User profile
User workflow

Workflow activity
Workflow request
Workflows tab

Admin Tab Administrative workflow
Attach file

Backup person relationship
Organization management

Patient Tab Create patient

New request: deny request now
Patient accounting request
Patient accounting suspensions
Patient alternate communication
Patient authorization

Patient disclosure restrictions
Patient profile

Patient search

Patient summary

Patient workflow

Record disclosure

View disclosure

Requests Tab Complaint workflow
Disclosure accounting
Disclosure request
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Simple disclosure request

Disclosure imports

Edit request: accept request

Edit request: approve request

Edit request: complete PHI retrieval

Edit request: process complaint

Edit request: route to another Privacy Specialist
Edit request: route to other user

New request: process request now

New request: route to another Privacy Specialist
New request: route to other user

New request: route to My Worklist

Requester Tab

PHIMT User Admin Tab

Requester summary
Requester workflow

Enabled Permissions

Logon/Logoff

Both

User Tab

Switch to other organizations
Update address

User profile

User workflow

User worklist

Workflow request

Admin Tab

All users list

Attach file

Organization management
User management

Patient Tab

None (can perform patient profile and patient relationship
activities.)

Requests Tab

None (perform new request: route to my worklist activity.)

Requester Tab

PHIMT Regular User Tab

None

Enabled Permissions

Logon/Logoff

Both

Patient Tab

Create patient
Generate form
Generate letter
Patient authorization
Patient profile
Patient search
Patient summary
Patient workflow
View disclosure

User Tab

Change password
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Switch to other organizations
Update address

User profile

User workflow

User worklist

Workflow activity
Workflow request
Workflows tab

Admin Tab

None (can attach file as part of another activity)
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