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1.0 INTRODUCTION TO PHIMT

The Privacy Rule of the Health Insurance Portability and Accountability Act (HIPAA) of 1996
requires covered entities to safeguard patients’ medical records. The Department of Defense
(DoD) regulation, DoD 6025.18-R, Health Information Privacy Regulation, implements the
Privacy Rule for the Military Health System (MHS).

The Privacy Rule requires a covered entity to maintain a history of when and to whom
disclosures of Protected Health Information (PHI) are made. The MHS, as a covered entity,
must be able to provide an accounting of those disclosures to an individual upon request.
Authorizations and Restrictions from an individual to a covered entity are included in the
information required for tracking purposes.

In accordance with DoD 6025.18-R, military treatment facilities (MTFs), as covered entities
within the MHS, must provide an accounting of disclosures within 60 days of a request. If the
MTF cannot honor an accounting of disclosures within the 60-day period, it must provide
information to the requester as to the reason for the delay and expected completion date. The
MTF may extend the time to provide the accounting by no more than 30 days. Only one
extension is permitted per request.

To comply with these requirements, Defense Health Agency (DHA) created an electronic
disclosure-tracking tool. The Protected Health Information Management Tool

(PHIMT) stores information about all disclosures, authorizations, and restrictions that are made
for a particular patient. PHIMT has a functionality built into it that can provide an accounting of
disclosures. This tool is available for MHS covered entities, including MTFs.

1.1  PHIMT User Permissions

Each user is assigned to one or more organization(s), which is defined as a logical or physical
entity such as an MTF, a Military Service, or DHA.

PHIMT permissions are based on status-level relationships within Service Groups. These
Service Groups consist of the Army, Navy, Air Force, and Coast Guard. Anyone in a given
Service Group can be granted access to information required to perform his or her duties.
Specific roles have corresponding permissions that determine who will have access to what
information. Individuals with PHIMT roles have access to information required for job
performance as well as access to information accessible to those roles with fewer permissions.
No individual will be granted access to information needed to perform duties that require a
higher set of permissions. Those in roles with the highest levels of permissions will have access
to all information within their Service Group. An individual within any Service Group may not
be granted access to information in any other Service Group.

For example, DHA, Group A the top tier, occupies those roles with the highest levels of
permissions. Individuals in this group are granted access to all information within their Service
Group. Individuals Group B the second tier, do not have access to the information accessible to
those in the top tier since they occupy roles requiring a lower level of permissions. However,
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Group B does have access to the information in Group C, comprised of roles requiring even
lower permission levels. The third tier, Group C, is comprised of offices and command centers
within the Service Groups. This tier can only access information necessary for the individual to
complete his or her responsibilities. The individual does not have access to information within
the higher tiers. There is absolutely no viewing of an individual’s information outside of his or
her own Service Group.

1.2 PHIMT User Roles

A role is a named collection of permissions. Roles allow users with the same permissions to be
grouped under a unique name. PHIMT roles include Regular User, User Admin, Privacy
Specialist, and Tool Admin.

* A Regular User is a general role with basic functionality. This role can create
disclosures and authorization requests that can be routed on to a Privacy Specialist.

* A User Admin is a local administrator for a MTF or a designated Service. The e-mail
account administrators will handle this role for each MTF or Service.

* A Privacy Specialist is the Privacy Officer or designee at an MTF or Service level. This
role allows the user to maintain disclosure reporting, approve/deny disclosure requests,
amend requests, restrict, and suspend disclosures, and to generate associated letters.

* A Tool Administrator has global access to the application and will be maintained by the
PHIMT Help Desk. This role allows the user to configure roles within MTFs, and create
permissions within the application.

Within an organization, each user can have one or more role(s). A user can have the same roles
in multiple organizations, or different roles in multiple organizations. Roles are inherited
through permission levels

NOTE: An individual’s particular user role will determine the level of PHIMT activities he or
she is authorized to perform. Different user roles are authorized to access different tabs in the
tool.

The Privacy Office is responsible for granting PHIMT Users access to certain departments that
manage PHI based on the user’s degree of permissions. Some of the departments that the
Privacy Officer may wish to grant access include, but are not limited to:

e Medical records

e Release of information
* Patient advocate

» Patient’s rights

e Privacy office

Some or all individuals within these departments may also be designated as Regular Users or
Privacy Specialists.

Last Edited: 3/8/2011 Any data herein that may be construed as personal information is 4
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1.2.1 Privacy Specialist

In PHIMT, the Privacy Specialist is usually a Privacy Officer within the facility or a designee at
an MTF or Service level. This role allows the user to maintain disclosure reporting,
approve/deny disclosure requests, amend requests, restrict and suspend disclosures, and issue
complaints.

The Privacy Specialist understands how the MTF manages disclosures. Disclosure requests may
be routed from a Regular User to the Privacy Specialist or from one Privacy Specialist to
another. This process helps establish working relationships between the different PHIMT users.

1.2.2 Regular User

The Regular User can create disclosure and authorization requests that can later be routed to a
Privacy Specialist. He or she can review patient profiles, record an accounting of disclosure
request, and revoke authorizations.

1.2.3 User Admin

The User Admin will create User-to-User Relationships as directed by the Privacy Officer. A
collaborative effort is required to ensure the release of PHI is managed within PHIMT. Before
establishing any relationships, the Privacy Officer will have an understanding of the way the
MTF manages disclosures, the key individuals involved in the release of information and
tracking of disclosures, and the approval process. A complimentary knowledge base will come
from you and your understanding of how to create a workflow by routing the requests of a
Regular User to a Privacy Specialist and from a Privacy Specialist to another Privacy Specialist,
if necessary. Multiple User-to-User Relationships can be established throughout the facility.

1.3 PHIMT SYSTEM REQUIREMENTS

Before using PHIMT, it is necessary to understand and ensure the operating requirements are
met. PHIMT has specific requirements for the operating system, browser, and plug-ins. In
particular, PHIMT requires a Microsoft Windows operating system: Windows XP (home,
professional), Windows 2000 (standard, professional, advanced), or Windows 98.

NOTE: Windows NT works with PHIMT in most cases, but some limitations may exist.

1.3.1 Browser Requirements

PHIMT requires the use of Microsoft Internet Explorer, version 6.0 or above.

NOTE: Cookies and JavaScript should be enabled (these items are enabled in a default browser
installation).
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1.3.2 Plug-Ins

PHIMT requires the use of Adobe Acrobat, version 6.0 or above. The application will also work
with version 5.0 but the latest version is recommended.

NOTE: Todisplay the generated letters and reports in the browser, the Adobe Acrobat Plug-in
is required. This is normally installed with Adobe Acrobat Reader. Download Adobe Acrobat
for free at http://www.adobe.com.

2.0 ACCESSING AND USING PHIMT

Now that you have an understanding of why PHIMT was developed, are familiar with its
capabilities and system requirements, and understand your role, you are ready to access the
application.

To login to the PHIMT application:

1. Enter the URL for PHIMT into the Web browser,
https://tma-phimt.csd.disa.mil/hipaax

MANDATORY DOD NOTICE AND CONSENT BANNER
You are accessing a US. Government (USG) Information System (IS) that is provided for USG-authorized use only.

By using this IS (which includes any device attached to this IS), you consent to the following conditions:

» The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to, penetration testing, COMSEC monitoring, network operations and defense,
personnel misconduct (PM), law enforcement (LE). and counterintelli e (CI) investigati

At any time, the USG may inspect and seize data stored on this IS.

Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and search, and may be disclosed or used for any USG-authorized purpose.

This IS includes security measures (e g, authentication and access controls) to protect USG interests not for your personal benefit or privacy.

Notwithstanding the abave, using this IS does not constitute consent ta PM, LE or Cl investigative searching or monitoring of the content of privileged communications, or work product,
related to personal representation or services by attomeys, psychotherapists, or clergy, and their assistants. Such communications and work product are private and confidential. See User
Agreement for details

g |

2. Read the DoD Notice and Consent Banner.

3. Click on the OK button.
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A%, U-S. Department of Defense IDENTITY
Al o1 AUTHENTICATION
J; Military Health System SERVICES
This Website has been Public Key Enforced
& Please click on "CAC Access" below to access the application using your Common Access
Card (CAC).

nnn Make sure that your CAC is inserted into the CAC reader so that your identity cerfificate is
PKE available to the web browser.

1 you need to update your Enterprise E-Mail
Address, click the link below:
+ Update your Enterprise E-mail Address

-
1=l

Click on the Green CAC Access button.
Select CAC Identification.

Click on the OK button.

Choose a digital certificate M

Identification

4~ The website you want to view requests identification.
Please choose a certificate.

Mame Issuer
—

B

| Morelnfo... | [view Certificate... |

> J[ ca ]
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ActivClient Login LB ||

Actividentity

ActivClient

Flease enter your PIN,

FIN [l

7. Enter CAC PIN.

8. Click on the OK button.

Defense Health Agency

MHS PHIMT

THIS IS A DOD COMPUTER SYSTEM. THIS COMPUTER SY WHICH INCLUDES ALL RELATED EQUIPMENT, NORKS, AND NETWORK
DEVICES (SPECIFICALLY INCLUDING ACCESS TO THE INTERN ARE PROVIDED ONLY FOR OFFICIAL U.S. GOVERNMENT BUSINESS. DOD
COMPUTER SYSTEMS MAY BE MONITORED BY AUTHORIZED PERSOMNEL TO ENSURE THAT THEIR USE IS AUTHORIZED, FOR MANAGEMENT
OF THE S STEM, TO FACILITATE PROTECTION AGAINST UNAUTHORIZED ACCESS, AND TO VERIFY SECURITY PROCEDURES. MONTORING
INCLUDES "HACKER" ATTACKS TO OR VERIFY T ECURMY OF THIS SY'STEM AGAINST USE BY UNAUTHORIZED PERSONS. DURING
THESE ACTIVITIES, INFORMATION S ON THIS S W MAY BE EXAMINED, COPIED AND USED FOR AUTHORIZED PURPOSES AND DATA
OR PROGRAMS MAY BE PLACED INTO THIS S¥STEM. THEREFORE, INFORMATION ¥OU PLACE ON THIS SYSTEM IS NOT PRIVATE. USE OF THIS
DOD COMPUTER SYSTEM, AUTHOREZED OR UNAUTHORIZED, CONSTITUTES CONSENT TO OFFICIAL MONTORING OF THIS S STEM.
UNAUTHORIZED USE OF A DOD COMPUTER SY AAY SUBJECT ¥OU TO CRIMINAL PROSECUTION. EVIDENCE OF UNAUTHORIZED USE
COLLECTED DURING MONTORING MAY BE PROVI 0 APPROPRIAT RSONMEL FOR ADMINISTRATIVE, CRIMINAL, OR OTHER ACTION.

PRIVACY ACT WARNING

INFORMATION CONTAINED N THIS SY'STEM IS SUBJECT TO THE PRWACY ACT OF 1574 (5 U.S.C. 552A, AS AMENDED). PERSONAL
INFORMATION CONTAINED N THIS S STEM MAY BE D ONLY BY AUTHORIZED PERSONS N THE CONDUCT OF OFFICIAL BUSINESS. ANY
INDIVIDUAL RESPONSIBLE FOR UNAUTHOREZED DISCLOSURE OR MISUSE OF PERSONAL INFORMATION MAY BE SUBJECT TO FINE OF UP TO
55,000.

>( Accept

|0

9. Read the Notice and Terms of Use.

10. Click on the Accept button.

» Upon successful login you will be brought to the PHIMT User Tab.
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3.0 UNDERSTANDING PHIMT SCREENS

Each tab of the PHIMT screens contains some basic information that will be helpful to you when
performing the various activities.

3.1 SCREEN FEATURES

There are many features to the PHIMT screen that you can use to navigate your way through the
many disclosure activities you will perform. These features are discussed here.

3.1.1 Date

The date displays the current weekday, month, day, and year in the upper left corner of the
PHIMT screen.

Thursday, February 3, 2005

P

3.1.2 Navigational Options

Navigational options, such as logoff, provide directional hyperlinks that will help you to proceed
through the PHIMT application. They are located in the upper right hand corner of the PHIMT
screen.

Logoff

3.1.3 Status Box

The gray status box shows current information and is located in the upper left hand corner of all
PHIMT screens. The box displays the current user, user information such as organization and
assigned role, patient information, and information about what disclosure activity is currently
being performed. This information is updated when making inputs for various activities.

Current User:
Mill=r, Exin
LIS Tha,

Last Edited: 3/8/2011 Any data herein that may be construed as personal information is 9
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3.1.4 Activity Hyperlinks

The activity hyperlinks are located under the status box, on the left hand side of the PHIMT
screen. This listing consists of hyperlinks for activities that can be performed while in a specific
“tab.” The hyperlinks may include: My Profile, My Requests, or My Worklist; depending on
which tab you are using. Your user role will determine specific hyperlinks listed.

ity Profile
My Reguests
oy Wiorklist

Switch organizations

3.1.5 PHIMT Screen Tabs

PHIMT screen tabs are labels that are located at the top of the display screen. The tabs serve as
file folders for different groupings of activities. The specific tabs will vary depending on what
role you are assigned.

= Privacy Specialist tabs includes: Patient, User, Admin, Requests, Requester
* Regular User tabs includes: Patient, User, Requests, Requester
e User Admin tabs includes: User, Admin. Each tab allows for different activities.

3.1.6 Screen Title

The screen title is located directly under the tabs and above the display screen. This is the title of
the particular screen being displayed (ex. user worklist, patient search results).

User Worklist

U=er Worklist
Activity Request

3.1.7 Display Screen/Application Window

The display screen/application window is the PHIMT user’s work area. These screens contain
various fields in which to provide required information for proceeding through the PHIMT
activities. To assist with data input, PHIMT provides text boxes, windows, calendar icons, and
drop down menus. All features may not be on a particular user screen:

Last Edited: 3/8/2011 10
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= Radio buttons — Radio buttons appear as black dots to indicate selection. You can toggle
the buttons between selected and not selected.

e Check marks — Check marks are used to indicate a done or un-done status. You can
toggle the marks between checked and unchecked.

* Drop down menus — Drop down menus provide the user with a list of possible selections
from which to choose. Clicking on a particular selection causes it to be selected and
appear in the “window.” You can change a selection by clicking the arrow on the menu
box and then clicking on a different item.

* Text boxes— Text boxes are empty fields in which you can provide information. At
times, this data is requested as additional comments or for supplemental information.

* (alendar icons — Calendar icons are provided to make it easier for you to input required
dates. Date inputs are specific dates chosen by you to clarify time limits on various
PHIMT activities. Choose a date by selecting the arrow in the date window. A calendar
icon appears for easy inputs. Click on the desired date or use the arrows near the month
and year headings to display a date not currently shown. The date you select will appear
in the date window.

* Action buttons — Action buttons are used to guide you through the PHIMT steps and
processes. Click on these buttons to proceed through various activities. Examples of
these buttons include: Next, Save, Create, and Update.

NOTE: These features will be discussed when they are used in an activity.

3.2 PHIMT ERROR MESSAGES

PHIMT issues error messages when an entry or selection is not appropriate or complete. The
message begins “Error(s) have occurred” and then follows with a bulleted list of the errors. For
example, if you try to route an activity to someone who does not have access to that information,
or you are not authorized to route the information to that particular person, PHIMT will display a
message indicating that you do not have the authority to perform that task. If you have not
provided information for all the required data fields, PHIMT will issue a message indicating that
information is missing. Once the error has been corrected, you can proceed to the next step in
the PHIMT activity.

4.0 MHS DATA REPOSITORY

PHIMT has an automatic monthly upload of patient demographic information from the Military
Health System (MHS) Data Repository (MDR). This avoids the need for Users to manually
enter patient demographics information prior to recording a disclosure, thus significantly
decreasing the time needed to record a disclosure. In addition, this capability decreases the
likelihood of erroneous information entering PHIMT and increases the reliability and accuracy of
the information it contains.

Last Edited: 3/8/2011 11
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Now that the MDR data has been implemented in the PHIMT, the patient demographics will not
need to be manually entered. When searching for a patient, all patient records in the MDR and
PHIMT that meet your search criteria will be returned. The word “New” will appear next to all
records that are from the MDR.

Test, Tonya new 224414478 224554223 1973-08-15 P.O. Box 42 Howardsville, VA 24562-0042
EDIPN:1046134728

Test, Vanessa 121485 538304084 15593-04-18 125 Granby Pl Portland, TX 78374-1407
EDIPN: 1086820702

Test, Virginia 62141 177308189 1838-12-27 12475 Highgate Ln Gloucester, VA 23061-2645
EDIPN:1034250320

Test, Weekend 82135 285090002 1865-10-01 Undefined
EDIPN:1268571627

Test, William 121488 318743051 318743051 1982-07-01 527 | Ave Sheppard Afb, TX 76311-2502
EDIPN:1264557700

Other options:

Adjust vour search criteria and trv again.
Create a new Patient record.

NOTE: When available, the address in the MDR will supersede the address in the PHIMT,

unless the address in the MDR is blank. If the address in the MDR does not match the address in
the PHIMT, the address in the MDR will be the default address. If there is not an address listed
in the PHIMT, the address from the MDR Data will be used.

Once the patient record has been selected by clicking directly on the name of the patient, the
record will be given a PHIMT Patient ID number, rather than being labeled as “New.”

Monday, April 19, 2010 Patient Search  Logoff|
Patient o User “/  Admin ./ Requests '/ Requester

ETTET ORI Patient Search Results

Test, Rebecca

03/13/1984

ED FFEEEEES Search Results - Click on the name to select a person

Sponsor .
Summary blams D 35N sey Birth Date Address
Reguests .
Record Disclosure Test, Rebecca 208938 271505554 274864759 1884-03-13 1445 Beaver Creek Ln Kettering, OH
Accounting Suspensions 45428-3703
Disclosure Restrictions EDIPN:1385132766
Authorization
Notice
Patient Profile
Relationships .
Generate Form Other options:
Adijust your search criteria and try again.
Patignt Search Create a new Patient record.
Last Edited: 3/8/2011 Any data herein that may be construed as personal information is 12
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4.2 DUPLICATE ACCOUNTS

When using the PHIMT to access a patient’s account, the EDIPN is used as the unique identifier.
If there are two patients with the same SSN but different EDIPNs in the PHIMT and/or MDR
data, both accounts will display, clicking on the patient name will select appropriate account.

Monday, April 18, 2010 Patient Search ~ Logoff
/ Patient )/ User N Admin "/ Requests ',/ Requester

iR atest Patient Search Results
Test, Alice
05/05/1928 Error(s) have occurred:

= At least one record already exists that appears to be the same person
Summary
Reguestz
Record Disclosure Link to an Existing Record - Click on the name to select a person
Accounting Suspensions Sponsor
Disclosure Restrictions Name: ]} 55N 5N Birth Date Address
Authorization
Motice Test, Alice 208945 168226481 176325586 1928-05-05 13880 N Oracle Rd Tucson,
Patient Profile AZ 85739
Relationships
Generate Form

Create a new Record - - Click on the name to select a person

Patient Search
Name D ssn SPOMSOT i page Address
SSN
Test, Alice new 168226481 176325586 1928-05-05 13%80 N Oracle Rd Tucson, AZ
B85738-4255

Other options:

Adijust your search criteria and try again.

Create a new Patient record

4.3 PATIENT PROFILE

All patient profiles that are taken from the MDR will be labeled with “Imported from TCL” to
show that the information has been imported.

Cermadlpient Patient Profile \ Person Details
Test, Alexis
1112512003 “Hame  (last) (First) (Mididie) (SrAr)
EDIPN:1271043763
Test | Alexis
Summary
T
Requests ype
Record Disclosure Patient -
Accounting Suspensions.
Disclosure Restrictions  epipN (DoD D Person identifier)
Authorization
Notice 1271043763
Patient Profile
Relationships + SSN (in ###-#E-#28% format, enter 000-00-0000' if not known)
Generate Form
803 .94 9516
Patient Search
* Sponsor SSH (in H-H-EHE format, enter D00-00-0000' F not known)
318 - T4 - 3081
System ID (the identifier created by this system for the person)
62140
* Birth Date (birth dete in MDD/YYYY format)
1 125 7 2003
Email (example: johni@yahoo.com)
Alternate (special o send to the person)
Comments (gensral comments about or for the person)
imported from TCL -
—

13
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5.0 REGULAR USER FUNCTIONALITY

The following information will provide you with step-by-step instructions for recording requests
and routing them to your Privacy Specialist for approval.

Your role as Regular User requires you to perform various PHIMT activities. The steps for
performing these activities will be presented here and include the following:

* Record Disclosure Requests
* Record an Accounting of Disclosure Request
* Record Simple Disclosure Requests

5.1 USER TAB ACTIVITIES

The User tab provides you with various hyperlinks that allow you to perform “desk duties” such
as accessing PHIMT User-related information, switching organizations, viewing past requests,
and tracking tasks assigned to you. These hyperlinks include:

* My Profile
* My Requests

* My Worklist
* Switch organizations

5.1.1 My Profile

NOTE: The My Profile hyperlink allows you to enter/update personal information and
preference data.

To edit your profile:
1. Select the User Tab.

2. Select the My Profile hyperlink.

-
Thursday, February 3, 2005 Patient Search  Logoff
A Patient Lzer ./ Requests ./ Requester
(L B User Worklist
Miller, Erin
S ThA,
User Worklist
My Profile Activity  Reguest » . Crestion
My Requests Instance ID Session D Activity ID Source Patient Reguester Status Date
My Worklist
edt 339 32 Request Approval (Dizclosure) Kramer, Peter Kramer, Peter Action Pending 020352005
Switch organizations
Last Edited: 3/8/2011 Any data herein that may be construed as personal information is 14
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3. Enter the updated information in the information fields.

NOTE: You may update your name, phone number, email, password, signature block (ex.

certification titles, educational titles), and add additional comments. You are not authorized
to change the System ID or User ID, nor to access User Roles and User- to-User
Relationships.

Thursday, February 3, 2005

Current User:
Miller, Erin
LS Tra

My Profile
My Requests
oy Worklist

Swvitch organizations

Patient User /  Requests ./ Regquester
User Profile
ame a5 WS I & FAUE
[ptner , [Erin | |

Phone Humber (arez code, phone numbere-xoox), and extension if applicable)
(Please note, this pirone number will be dispiayed or fetters as contact information.)

oz fass-a2a ext.

System 1D (the identifier created by this system for the person)
SE0

* User 1D fuser iogin name)

Iemiller

Email (exampie: fohnfi@yahoo.coml

Ierin.miller@tma.osd.mil

Email Hotification (check to provide email notifications when tasks are added to voor Work Queve)

r

Patient Search

Logoff

NOTE: All required fields are marked with an asterisk.

4. Scroll down to the bottom of the screen.

5. Click on the Update button.

* Your new information will appear in the appropriate fields.

Last Edited: 3/8/2011

Any data herein that may be construed as personal information is
fictitious and intended for training and operational purposes only.
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Hew Password

Confirm Hew Password

Signature Block (Please note, this text will display In a lelter's signature block.)

=l
[
Comments (general caomments about or for the user)
=
=
User Roles
Organization Privacy Specialist Regular User User Admin Primary
10th MED GROUP-USAF ACADEMY CO - I - fal
LS This, r = - @

( Update )\

5.1.2 My Requests

NOTE: The My Requests hyperlink allows you to view the status of all requests that you have

initiated.

To view your requests:

1. Select the User Tab.

2. Select the My Requests hyperlink.

3. Select the Request Session ID to view a specific request.

>y
Thursday, February 10, 2005 / Patiert Search  Logoff
y Patient ser ¥ Reguests Reguester
e e User Requests
miller, Erin
LIS This, Total Requests: 3
User Request
% Reques‘ItDSessiDn Regquest Type Patient Requester User Status Cd Crg:t‘t.i:n
; o 313 Disclosure Smith, Joe J  Law Offices of Joe Erin Fouted Recquest For 0200352005
Switch organizations A ccounting Gibbs diller Acceptance
2 Dizclosure Kramer, Kramer, Peter Erin Routed for Approseal 0232005
Peter hdiller
291 Disclosure Kramer, Kramer, Peter Erin Completed 01255/2005
Peter Miller
e A detailed summary of that particular request is displayed (as shown below).
Last Edited: 3/8/2011 Any data herein that may be construed as personal information is 16
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NOTE: As a Regular User, you are not authorized to edit any information in the summary.

However, you can attach a document.

Current Request:
Disclosure Accounting

Summary
History
Documents
Request Details
Request Action

Create New Redquest
Search for & Reguest

Thursday, February 10, 2005

Patient Search  Loooff
Patient User Requests Requester
Edit Request
Request Activity History
ag::ze o Ez::zﬁ o Activity 1D Source pa};em Requester Id User Status Crgif:”
390 k] Request Acceptance (Disclosure Smith,  Law Offices of Jos James  Action 02/03/2005
Accounting Joe Gikbs WilEon Pending
Request Session Details (| Edt
Description Details
Reguest Type Digclosure Accounting
Details of the Request requested by law firm
Start Date 08/10/2004
End Date 0872772004
Authority erified Reguester has authorization
Werify Authority Test requester has an authorizetion
Ilentity verified Patient Identifier
werify Identity Test idlertity verified
Route to Privacy Specialist ves
Request Classification Life Insurance
Request Format Received Request in \Nrer
Letters and Attached Documents (M
o Date Title

To attach a file to your request:

1. Click on the Attach button in the Letters and Attached Documents section.

2. Provide the document information.

3. Click on the Save button.

Thursday, February 10, 2005

Patient User Requests Reguester

Current Request: Attach File
Disclosure Accournting

You may attach any document, with file size not exceeding 2M
Summary N . .
Histary Document Title [enter this document's tithe)
Documents I
Request Details
Request Action Please select a file you wish to attach

I Browse...

Creste Mew Request
Search for a Reguest

( swe

Patisrit Search

Logoft

Last Edited: 3/8/2011

Any data herein that may be construed as personal information is
fictitious and intended for training and operational purposes only.
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5.1.3 My Worklist

NOTE: The My Worklist hyperlink allows you to view all tasks currently assigned to you. This
feature serves as an electronic inbox.

To view tasks in your worklist:
1. Select the User Tab
2. Select the My Worklist hyperlink.

* The Regular User can view and process all requests that have tasks currently assigned to
them.

NOTE: To process a request, select that request and perform the action or route it for approval
or denial.

p
Thursday, Felruary 10, 2005 / Patient Search  Logoff
Patient User Requests Requester
el sz User Worklist
Millzr, Erin
LIS Thd
User Worklist
Wty Profile Activity  Reguest - ) Creation
Instance 1D Session D Activity 0 Source Patiert Reqguester Status Dt
ity Wiorklist
edit 359 32 Request Approval (Disclosure) Kramer, Peter  Kramer, Peter  Action Pending 0200372005
Switch organizations

5.1.4 Switch Organizations

NOTE: The Switch Organizations hyperlink allows you to change your primary status between
organizations, if you are assigned to more than one organization.

To switch between organizations:
1. Select the User Tab.

2. Select the Switch Organizations hyperlink.

Py

Thursday, February 10, 2005 / Patient Search  Logoff
FPatient User Requests Requester
ST T2 User Worklist
Miller, Erin
LIS Thid
User Worklist
Iy Profile Activity Reguest - ) Creation
my E'\?quggtg Instance ID Session ID Activity ICr Source Patiert Requester Status Date
[y 1|
edit 3589 3z Reqguest Approval (Disclosure) Kramer, Peter  KWramer, Peter  Action Pending 0200352005
Swyitch organizations ’
Last Edited: 3/8/2011 Any data herein that may be construed as personal information is

fictitious and intended for training and operational purposes only.
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3. Select the new organization.
4. Click on the Select button.
Thursday, February 10, 2005 Patient Search  Logoff
y/ Patient v User ",/ Heguests / Reguester
e T Organization Search Results
Miller, Erin
LS Tha,
Search Results
My Profile [} Mame Address
My Requests
Wy Wiorklist @1 006 10th MED GROUP-USAF ACADEMY CO 4102 Pinion Drive Ste 4000, USAF Academy, CO 80540-4000
Swyitch organizations 528 S TMA Five Skyling Place, 5111 Leeshurg Pike, Falls: Church, %o 22041 -3206
( Gelect e

5.2 PATIENT TAB ACTIVITIES

The Patient tab contains hyperlinks that allow you to perform patient-specific activities. These
hyperlinks include:

e Patient Profile
e Patient search

5.2.1 Patient Search

NOTE: The Patient Search hyperlink allows you to look for a particular patient in the PHIMT
database.

To search for a patient:

1. Select the Patient Tab.

Monday, April 12, 2010 Patient Search  Logoff
Patient '/ User  \/ Requests \/ Requester \

[cunsrtEsteat] Patient Search
Hone

sponsor SSN (in #5353 format, enter 000-00-0000 if not known)

Patent rofie | e —

Patient Search
-OR-

by lameiState  (Lest) (First)
[ L

(State) _(Birth Date in MIWDDAYYYY format)

-OR-
SSH (in ###-##-#%%% format, sntar 000-00-0000' if not kriown)
OR-

EDIPN (DoD EDI Person Icentifier)

-OR-

by System ID (he identifier created by this system for the erson)

Last Edited: 3/8/2011 Any data herein that may be construed as personal information is 19
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2. Enter the Search Criteria (You can search for a patient by the Sponsor’s SSN, by the patient’s

name/state, SSN, EDIPN or System ID).

3. Click on the Search button.

Menday, April 12, 2010

Patient / User ./ Requests ./ Requester

Er RIS Patient Search
None P —

Sponsor SSH (in -85 format, enter 000-00-0000" if not known)

Fatient Profile -

Patient Search
_OR-

by Name/State (Last) (First)
[ L

(State) _(Birth Date in MIWDDAYYYY format)

_OR-

SSN (i #5-#-#88# format, enter 000-00-0000" if not known)

-OR-
EDIPN (DD ED Person Identifier)
_OR-

by System ID (the identifier created by this System for the person)

I

—

Patient Search  Logoff

NOTE: The search limitation within the PHIMT is 600 records. This means that if your search
results in over 600 records, you will have to narrow your search.

Current Patient: §
None

Error(s) have occurred:

= Too many results (over 600) match your search criteria, please change or provide additional criteria and
Patient Profile resubmit.

Patient Search

Sponsor SSN (in #8838 format, enter 000-00-0000" if not known)

N R

-DR-
by Name/State (Last) (First)
(State) (Birth Date in MM/DDM Y'Y format)
w
-OR-

SSN (in ##8-##-H#H8 format, enter "000-00-0000° if not known)
-OR-

EDIPN (Dol ED! Person identifier)

[

by System ID (the identifier created by this system for the person)

L1

= Enter additional search criteria (if applicable)

Last Edited: 3/8/2011 Any data herein that may be construed as personal information is
fictitious and intended for training and operational purposes only.

20



Protected Health Information Management Tool
Regular User Manual

e The Search Results screen will display.

Furrent Patient Patient Search Results

Search Results - Click on the name to select a person
Name (10] SSN Sponsor SSN - Birth Date Address

Fatient Profile

Patient Search Smith, Joe

Smith, Joe

Other options:
Adjust vour search criteria and trv again.

Create a new Patient record.

Since the MDR data has been added to the PHIMT, the instances where a patient will need to be

added before entering a disclosure will be infrequent. If a patient does not exist in the PHIMT
database or the MDR data, then the User must add a patient record. New patient records cannot

be created without first searching the database. The Create a new Patient record hyperlink allows

you to enter information for a new patient into the PHIMT database.
To add a patient record:

1. Select the Patient Tab.

2. Enter the Search Criteria (You can search for a patient by the Sponsor’s SSN, by the patient’s

name/state, SSN, EDIPN or System ID).

3. Click on the Search button.

Monday, April 12, 2010 Patient Search  Logeff

Patient ¥ User Requests Requester

Current Patient: Patient Search
None

Sponsor SSH (in S22 format, enter V00-00-0000" i not knofh)
Patient Profie

[ I —

Patient Search

_OR-

by Namei/State (Last) (First)

(State) (Birth Date in MN/DD™YY'Y format)

_OR-
SSN (in #5242 format, enter 000-00-0000" if not known)
-OR-

EDIPN (DoD EDi Person Identifier)

_OR-

by System ID (the identifier created by this System for the person)

# (Semm )

Last Edited: 3/8/2011
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Mare

Patiert Praofile

Current Patient:

Patiernt Search

Tuesday, January 25, 2005

Patient User Y/  Reguests ./ Reqguester

Patient Search Results

Search Results (sorted by Hivth date )

|w] Parme S5 Birth Date

There webe ho resuits that matched vour search criteria.

Other options:

i e o try again.
Create 5 nevy Patient record.

Copyright @ Hew Gowemance, Inc. 2000-2004, ALL RIGHTS RESERWED

“wiersion: I 24

Patiert Search

Adddress

Logoff

5. Enter the patient’s information: name, type, EDIPN, SSN, Sponsor SSN, birth date, email.

NOTE: All required fields are marked with an asterisk.

6. Click on the Save button.

Current Patient:
None

Patient Profile

Patient Search

Person Details

* Name

(Last) (First) (Middle) (Sr.dr)

[puniap

|, [amanda ]! ! |

* Type

E—
EDIPN (DoD ED! Person Identifier)

* SSN (in ##8-g£-gaan format, enter D00-00-0000° if not known)
el

* Sponsor SSN (in #-#2-#882 format, enter V00-00-0000" if not knowrn)

System ID (the identifier crested by this system for the person)

0

* Birth Date (birth date in MM/DD/YYYY format)
T

Email (exsmple: johnf@yahoo.com)

Alternate Communication Instructions (special instructions fo send correspondence to the person)

.

T

.

— (S )

7. Enter the Address Details (USA or International format).

Last Edited: 3/8/2011
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ﬁ;:;e“‘ Hetent Address Details Current Patient: Address Details
Mone
Address Farmat (470 and F°0 address should use USA format) Address Format (4P0 and FRO gdaress shoold dse USA format)
Patiert Profile Usa @ Internationsl €
Patiert Prafile usa O interntional
Patient Search * Address Line 1 ¢the primary address fine)
[211 River Roadt Patiert Search Country {country name)
IAnﬁgua j

Address Line 2 (rormally & sulte or apartment)

* City (city name, ov APO or FPO)

|Alexandr\a

* State (two character state identifier. )L, MN, CO, etc,, ar AAAE AP for APCYFPO)
VA ¥

* Postal Code (US4 idkEELRERE

Comments (general comments about or for the address)

P swe

International Address Line 1

International Address Line 2

International Address Line 3

Comments (general comments about or for the address)

> [( Save )]

8. Click on the Save button.

5.2.3 Create an Alternative Phone Number

Individuals have the right to request an alternative telephone number for receiving
communications related to their PHI. An alternative telephone number can be created by

Regular Users and Privacy Specialists.
To create an alternative telephone number:
1. Scroll to the bottom of the Patient Details screen.

2. Click on the New button next to Phone Numbers.

Comments {general cormments about or for the persan)

=
=
( pete )

Associated Addresses | Me ) { ARernate Communication )

1] Street City State Zip Alternate Primary
1373 23 King =t. Charleston =C 4336 Ny {*
11483 183 Micland Phwey Charlgstan =C 23404 es 'l
Phone Humbers | ey 3

1] Phaone Comment Active Primary

There are currently po phone harmbers oh record for this person. Click new to add one.

e The Phone Number Details screen will display (choose the USA or International format).

Last Edited: 3/8/2011 Any data herein that may be construed as personal information is 23
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3. Enter the phone number and enter any comments.

4. Click on the Save button.

Tuesday, January 25, 2005 Tuesday, January 25, 2005
Patient '/ User %/ Admin '/ Requests / Requester '\ / Patient \/  User \/  Admin  \/ Requests \/ Requester
e et Phone Number Details L L Phone Number Details
Smith, Joe J Smith, Joe J
071031968 Phone Format 071051 965 Phone Format
FMP-333h: 20- & . ~ FMP-SSSH: 20-
121131414 st @ international 121131414 Uz, (N nternational
Summmary Phone Humber {area code, phane number, and extension if applicable) Summeary Phone Humber {enter cosntn-cods, area code and phane number together, faliowed by the extension)
Reguests l— l— l_ l_ Recuests l_
Record Disclosure (P02 35 - [FE9ea Record Disclosure I ed
Accourting Suspensions Accounting 5
Disc\usuregRestﬁd\uns Comments (peneval camments abaat or far the phone) D\ZCclnousu‘rlgReﬁE;T;:sns Comments (general camments about or for the phone)
Autharizetion This is & cell phone number with voice mal d Autharization j
Patient Prafile Patient Profile
H E
Patiert Search Patient Search
Active (is this 2n active phone? Inactive phones are gaing to be remaved fram display and arohived) Active (1s this an active phone? indctive phones are going to he removed from dispiay and archived )
g 7

e The phone number you added will appear on the Patient Details screen.

Ahlternate Communication Instructions (specig! instructions to send corvespondence to the person)

Send all info to atternate address

[ 1

Comments (geherd! cormments about oF for the person)

[ [

Update:
Associated Addresses | Mewy 3 0 Alternate Communication )
IC Strest City State Zip Afternate Prirmary
1373 235 Hing St Charleston = 54556 Wes Il
1193 188 Micdland Pley Charleston =C 29404 Wes [

Phone Humbers
]
433

Primary
I

Zommernt

Fhione
(203) 435-6759

This is a cell phone number with voice
migil.

5.3 REQUESTS TAB ACTIVITIES

The Requests tab allows you to access information about the activities requested by an individual
or an organization. Requests tab activities include:

* Record Disclosure Requests
* Record an Accounting of Disclosure Request
* Record Simple Disclosure Requests

Last Edited: 3/8/2011 Any data herein that may be construed as personal information is 24
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5.3.1 Record a Disclosure Request

NOTE: The Record Disclosure hyperlink allows you to record or document the release of PHI.
This activity consists of five disclosure phases: patient selection, requester selection, detailed
request, disclosure details, and request action.

Disclosure requests allow you to forward it to a Privacy Specialist for approval or denial.
Disclosure status will be set to Pending because as a Regular User, you are not authorized to
approve disclosures. Entering the requested action allows you to route the disclosure request to
your own worklist for further research or route to a Privacy Specialist.

To record a request for disclosure:

1. Select the Requests Tab.

2. Click on the Disclosure radio button.

3. Click on the Next button.

Thursday, September 27, 2007 Patient Search  Logoff

Patient User Requests Requester

ﬁ:;:‘”‘ L Lk Create New Request

Select Request Type
Create New Request

Search for a Reguest Disclosure
; Dizclozure Accounting

¢ Simple Disclosure Request

hext D]

ﬁ

4. Enter the patient search criteria. (You can search for a patient by the Sponsor’s SSN, by the
patient’s name/state, SSN, EDIPN or System ID).

5. Click on the Search button.

Last Edited: 3/8/2011
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Monday, April 12, 2010 Patient Search  Logoff
Patient A\, User \, Requests /! Requester

Current Request: Select Patient

s o @ ® ® ®

Create New Reques!

Search for 2 Requed T ST SCATCT

Sponsor SSN (in #5#4-### format, enter 000-00-0000" i not known)
_OR-

by NameiState tLest) (First)
(State) _ (Birth Date in MIWDD/YYYY format)

_OR-

SSH (in ##-## #42 format, enter 000-00-0000" if not known)
_OR-

EDIPN (DoD EDI Person Identifier)

_OR-

by System ID (the identifier created by this system for the person)

| —
#( Search )

NOTE: If there were no results that matched your search criteria, you may select from two
options: Adjust your search criteria and try again OR Create a new Patient record.

6. Select the correct patient by clicking on the name hyperlink.

Monday, Apri 12, 2010 Patient Search  Logoff
Patient Vi User Ly Requests /! Requester

Current Request: Select Patient

sk [0 ® ® ® ®

Create New Request _
Search foraRequest  Patient Search Results

Search Results - Click on the name to select a person

SSN  SponsorSSN Birth Date Address.
l Runise.Chad E& 263676761 2003-09-04 6573 Leading Tree Way Fairfax, Wi
34568
Duniap, Hoelle Kristine 1189 182483847 2002-09-04 6302 Betsy Ross CtFairfax, AL 09129

Other options:
Adjust our search criteria and trv again
Create 5 new Patient record

* The Requester Search screen will appear.

Last Edited: 3/8/2011 Any data herein that may be construed as personal information is
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Current Request: Select Patient Select Requester
Disclos \ \ \ N
oo ® ® ® @ ®
Create New Request
Search foraRequest ~ Requester Search
Choose one of the following options:
A. Select the Patient (the request is being made by the Patient themselves)
e )

8. Selecta Third-Party Organization (a third-party requester, such as 2 law enforcement agency or insurance company)

[Law Offices of Joe Gibbs, 1411 Jefferson Davis, Arington, VA 20220 =l (Eme )

C. Search for a Person (search for another person, or add & new one”)

Name (Last) (First) An * may be used 55 & wildcard

System ID (the identification number created by this system for the person)

l— [ include Patient Recards

[¥l include Non-Patient Records
EDIPH (an external idsntifier for the person}

Search

D. Search for an Organization (search for another organization, of 300 & new one’)

Name (Ail or part of the neme of the organization. An " may be used s & wildcerd.)

DMIS Code (the external identifier for the organization)

Search

7. Enter the data into the information fields to search by patient, third party organization,
person, or organization. (Complete only one field).

8. Click Select or Search (for that field).
Example: If the request is being made by the patient themselves, click on the Search button
next to the patient’s name.

9. Confirm Requester and Recipient Details. Verify and/or enter the data into the information
fields.

10. Click on the Next button.

Tuesday, January 25, 2005 Patient Search  Logoff
Fatient User Reguests / Reguester

Current Request: Select Patient Select Requester

Dizclosure |/T- @ I,EI Iql .’E.

Creste Mew Reguest L. ;
Search for a Regquest  Confirm Requester and Recipient Details

Patient: Peter Kramer

Date of Birth: 1370-03-11

S5H: 234125689

Address: 211 River Rd., Alexandria, WA
22454

Requester: Peter Kramer change

Address: | 211 River R, alexandria, va 22454 ¥ | sdd Mew

Recipient: Same as requester
et a different recipient

( Back ) rew <

Last Edited: 3/8/2011 Any data herein that may be construed as personal information is
fictitious and intended for training and operational purposes only.



Protected Health Information Management Tool

Regular User Manual

11. Enter the Request Details: details of the request, identity verification, and authority

verification.

NOTE: All required fields are marked with an asterisk.

Tuesday, January 25, 2005 Patient Search  Logoff
Patient User \, Requests / Requester

Current Request: Select Patiert Select Reguester  Request Details

Disclosure 'T) '?) @ '/4_—) '?)

Create Mew Request .
Search for a Request Request Details

Details of the Request (requester's ;, O 11 lahs about this request)

* Requester |dentity Verified fwas the requesier's identity veriiied?)
IPat\ent ldertifier j

Description of Requester Identity Verification (if the requester's foeniily was verified, how was it verified?)

licenss ﬂ

* Requester Authority Verified (was the requester’s authonty to access infarmation verified?)
IPaUent iz Reguester ﬂ

Description of Requester Authority Verification (i the requester's autharily was verified, how was it verilied?)
Patient is requester ﬂ
>

o
Information Start Date (the start dale for the i) In MMWODEYYYY format)

[

12. Scroll down the screen and enter: Information start and end date, request format, and request

classification.

13. Click on the Next button.

* Requester Identity Werified (was the requiester's fdenbiy verlficod?)
| Paticrit Icentifier =1

license —
-

* Requester Authority Yerified (was the requester's authonily to acoess information veriiied?)
IPatien‘t is Regquester ;I

IPaiient i= requester i’
-

Information Start Date (the stan date for the information in MM OOOY Y format)
IEI‘1 F25r2005 v|
Information End Date (the end date for the information In MWFOOSOEY format)

|02r25f2005 v|

Request Format (he format in which this request has been received)

IReceived Reguest in Wiiting ;I

Request Classification (a» aptional classification for this reqguest)

| Medical =1
[ Black ) [ Mext )—

Description of Requester Identity Verification ( the requesters ldentity was verified, how was i verified?)

Description of Requester Authority Yerification (F the requester's authorily was verifed, how was it verified?)

Last Edited: 3/8/2011 Any data herein that may be construed as personal information is
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14. Enter the Disclosure Details: Request date, disclosure type, origin organization and

disclosure purpose.

NOTE: The Disclosure description will be automatically populated once a disclosure type is
selected.

Menday, October 8, 2007 Patient Search  Logoff
£ Patient Ay User Requests ./ Requester
g:;lr;r:t:equen: Select Patient Select Reguester Reguest Details D\s;;l;&;l;re
@ @ ©) ® ®

Create New Request
Search for a Reguest . .
Disclosure Details

* Request Date (the disclosure request date in MM/DD/YYYY format)

10i0erz007 | [EE

* Disclosure Type (the typs of disclosure)

I\nmates in Correctional Institutions or in Custody LI

Disclosure Description (= resd-only description and sxample of the disclosure type selscted sbovs)

A correctional institution or a law enforcement official having law ful custody of an inmate or other ;I
individual PHI about such inmate or individual, if the correctional institution or such law
enforcement official represents that such protected heatth information is necessary LI

Disclosure Date (the disclosure date in MM/DD/YYYY format)
1oi0ez007 | [EE

Origin Organization (iwhere the disclosare originsted)

IPrlmaryTralnmg Organization LI

* Disclosure Purpose (the purposs of the disclosurs)

I Regulatory LI

[ .1

15. Scroll down the screen and enter: PHI description and disclosure comments.

16. Click on the Next button.

Disclosure Purpose (the porpose of the disciosure)

I Law Enforcemerit LI

Cther:
3

Protected Health Information Description (the description of the Protected Health information disclosed)

Complete Health Record(s)
Consultation Reportls)
Dizcharge Summary

History and Physical Examination
Laboratory Test(s)

Operative Report(s)

Pathology Report(s)

a0903390939

Progress Motes
Cther:

-
-
Disclosure Comments (the INTERNAL comments for this disclosure - these do NOT show up in the Protected Health

information disclosnre report)
=

- |

[ Back ] [ Mext 1

17. Enter the Request Action Details.

Last Edited: 3/8/2011 Any data herein that may be construed as personal information is
fictitious and intended for training and operational purposes only.
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18. From the Action drop-down menu, select the appropriate routing option (Privacy Specialist).

19. Click on the Save button.

Patient Y User

Current Request: Select Patiert Select Reguester

Disclosure S~ ;
(1) \2)

Create Mew Reguest

search for a Request  Request Action
Patient
Hame: Peter Kramer
SSH # 234125609
Birth Date: 08-11-1970

Requester Recipient
Hame: Peter Kramer

Recuest Details Disclosure Details Request Action

Address: 211 River Rd., Alexandria, VA 22454

Address: 211 River Rd., Alexandria, VA 22454

Details of the Request (requester's comments about the scope of this request)

Approved Part [for partially approved requests, describe part of request that was approved)

Reguests Regusester

® ® ®

Denied Part (for partially denied requests, describe part of request that was denied)

3

Action (action for this request)
IRDLﬂs to Privacy Specialist

( Back ) save )<

The Disclosure Request Summary will display.

Tuesday, January 25, 2005

Patiert Search  Logoff

Reguest Details
Disclozure Details
Renuest Action

Create Meww Request
Search for a Reguest

Patient User Reguests Reguester
Current Request: Request Summary
Dizclozure
Patient
Summary Hame: Peter Kramer
Histary SSH # 234125639
Documents

Birth Date: 05-11-1970
Address: 211 River Rd., Alexandria, WA 22454

RequesterRecipient
Hame: Peter Kramer
Address: 211 River Rd., Alexandriz, VA 22454

Request Status: Routed for Spproval
Request Creation Date: 01/25/2005 o 04:06:05 PMEST

Request Last Update Date: 01/25/2005 st 04:06:06 P EST

0Other Request Details
Description
Request Type

Details
Dizclosure

Details of the Reguest

Dizclosure Type

Type: Laww Enforcement Purposes, ID: 268, Date: 01/25/2005

Start Date 012572005
Enci Date: 02/25/2005
PHI tems Complete Health Record(s)

Authority Werified

Patient is Requester

Last Edited: 3/8/2011

Any data herein that may be construed as personal information is
fictitious and intended for training and operational purposes only.
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5.3.2 Update Patient Address

For a disclosure to be valid, a patient’s address must be entered. The Regular User can update

the patient’s address in the middle of a disclosure request.

To update the patient’s address:
1. Select the Request Tab.
2. Click the Disclosure radio button.

3. Click on the Next button.

Monday, September 24, 2007

Patient User Requests

ﬁ;:;e“‘ Request: Create New Request

Select Request Type
Create Mew Request

Search for a Request Disclosure

¢~ Disclosure Accounting

¢~ Simple Disclosure Request

et

Requester

Patient Search  Logoff

patient’s name/state, SSN, EDIPN or System ID).

5. Click on the Search button.

Menday, April 12, 2010

Patient i User A Requests Requester
Current Request: Select Patient
Disch \ | |
isclosure @ @ @ @

Create New Request )
search fora Request  Patient Search

Sponsor SSN (in #2-#8-### format, enter 000-00-0000 if not known)

_OR-

by NameiState (Last) (First)

(State) _(Birth Date in MIWDD/YYYY format)

-OR-
SSN (in #2432 format, enter 000-D0-0000' if not known)
_OR-

EDIPN (DoD EDI Person Identifier)

[
-0R-

by System ID (the identifier created by this system for the person)

# s )

®

Patient Search  Logoff.

Last Edited: 3/8/2011
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= If the patient does not have an address entered in the tool, “Primary Address not selected”
will be listed next to the patient’s name.

6. Select the patient.

Current Patient: Patient Search Results
one
Patient Profile Search Results - Click on the name to select a person
Name D SSN Sponsor SSN Birth Date Address

Patient Search ISrmth Joe l

M

Other options:

Adjust vour search criteria and try again.
Create a new Patient record.

7. Enter the patient’s address.

8. Click on the Save button.

Monday, January 24, 2005 Patient Search  Logoff
Patient M, User Requests Requester

Current Request: Select Patiert Select Requester

Disclosure ) @ @ @ IS

Create Mews Request
Search for a Request Address Details

Error(s) have occurred:
= Patient's primary address is missing. You must enter an address to continue.

Address Format (450 and FPO address shouid use USA farmat)
usa 5 nternstional O

* Address Line 1 (ithe primary address finel
[r==4 Main Street

Address Line 2 (normaily & suite or apartment)

* CHys (oity nare, or APD or FRO)

[21exandria

* State (iwo character state identifier: ii, MN, CO, ete., or AAAEAF for APOKERO)
B -

* Postal Code (LIS #EEEE SRR

Comments fgeneral comments about or for the address)

b Save )

€ ]

» After saving the address, you can continue with the Disclosure Request where you left off.

Last Edited: 3/8/2011 Any data herein that may be construed as personal information is
fictitious and intended for training and operational purposes only.
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Mondsy, January 24, 2005 Patient Search  Logoff
Patient User A Requests Reguester
Current Request: Select Patient Select Requester
Disclosure ‘,1 @ {3-:.;‘ @-’.) .’5

Create New Request
Sesrchfor aRenuest  Requester Search

Choose one of the following options:

A. Select the Patient (ihe request is being made by the Patient themselses)

|.Jordan, Jeffrey { Select
B. Select a Third-Party Organization (g tiripanty requester, such 45 8 faw enfar t ALERGY OF IhSrE pahy)
ILaw Offices of Joe Gibhe, 1411 Jefferson Davis, Arlington, A 20220 LI { Select ﬁ

C. Search for a Person (search for another person, or add 8 new one*)

Hame rLast] (First) An * may be wsed as a wildcard.

System |0 (the identification number cregted by this system for the person)

I— ¥ Include Patiert Records

¥ Include Mon-Ptient Records
FMP-SSH (an external identifier far the person)
I {_ Search )

* The Request Summary for that person will be displayed.

5.3.3 Record a Simple Disclosure Request

A Simple Disclosure Request provides the ability for Multiple Disclosure Accounting. A
covered entity may account for multiple disclosures with a single entry if the MTF has made
multiple disclosures of PHI to the same person or entity for a single purpose. Some examples
include: a series of disclosures that occur on a periodic basis such as monthly medical readiness
status, dental class reports, or pre-deployment preparation reports to a commander or the
commander’s designee(s). Multiple disclosure is primarily used when the same disclosure occurs
in a specific time period. This will allow for better tracking of multiple disclosures and Users
will not have to create separate single disclosures.

1. Click on the Requests Tab.
2. Click on the Simple Disclosure Request radio button.

3. Click the Next button.

Monday, May 14, 2007 Patient Search  Logoff
Patient User Requests Requester
ﬁ“"e”‘ LELLEE Create New Request
one

Select Request Type
Create New Request
Search for a Request ¢ Disclosure

¢~ Dizclosure Accounting

Simple Dizclozure Request

P mem )

Last Edited: 3/8/2011 Any data herein that may be construed as personal information is 33
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4. Enter the patient search criteria. (You can search for a patient by the Sponsor’s SSN, by the

patient’s name/state, SSN, EDIPN or System ID).

5. Click on the Search button.

Monday, Apri 12, 2010

Patient User \/  Requests " Requester
Current Request: Select Patient
Disclosure —~ — — —~
@ @ @ ® ®

Create New Request
search for s Request Patient Search

Sponsor SSN (in -8 format, enter '000-00-0000" if not Known)

-OR-

by Name/State (Last) (First)
[ LT

(State) _(Birth Date in MIWDD/YYYY format)

_OR-
SSN (in #2238 format, enter 000-00-0000" if not known)
-OR-

EDIPN (Dol ED! Person Identifier)

_OR-

by System ID (the identifier created by this System for the person)

— s

6. Select patient from the Patient Search Results screen.

Monday, April 12, 2010

Patient ',/ User %/ Requests '/ Requester
‘Current Request: Select Patient
Disclosure \ N \ N
o @ ® ® ®
Create New Request
Search for a Request  Patient Search Results
Search Results - Click on the name to select a person
(o] SSN Sponsor SSN Birth Date
Dunlap. Chad 756 263676761 2003-09-04 8573 Leading Tree Way Fairfax, VI
Dunlap, Noelle Kristing 1189 182483847 2002-09-04 5308 Betsy Ross Ci Fairfax, AL 09129

Other options:

Create a new Patient record

Adiust your search criteria and try again

7. Click on the Multiple Disclosures for the same Purpose radio button. (The disclosure
frequency was added to differentiate between single and multiple disclosures. It is

defaulted to single).

Last Edited: 3/8/2011

Any data herein that may be construed as personal information is
fictitious and intended for training and operational purposes only.
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Create New Reguest N i
Search for a Request Disclosure Details

Fields marked with an asterisk (*) are required.

* Patient (the Patignt to whom the disclosurs appliss)
Name: Dhel Test

SSN #: 108693548

Birth Date: 10/28/1930

Address: Ahruntepi1 277 Vinton, VA 24179-1035

* Disclosure Frequency (the frequency, periodicy, or number of disclosures mads)

ol Single Disclosure 1u|ti|:le Disclosures for the same Purpose

* Requester (the organization or person requesting the disclosure)

Name:
Address:
Phone:

Contact Perzon:

* The Disclosure Frequency fields will appear.
8. Select the occurrence, start date, and end date. (Users can select from the drop-down
menu, which includes: weekly, monthly, or annually, or they have the option to put how

many times the disclosure occurs in a specified time period.)

9. Click on the Change button.

Create New Reguest i i
Search fora Request  Disclosure Details

Fields marked with an asterizsk (*) are required.

* Patient (the Patisnt to whom the disclozure appliss)

Name: Dhel Test

SSH #: 108593548

Birth Date: 10/28/1930

Address: Ahruntep1 277 Vinton, WA 241751028

* Disclosure Frequency (the freguency, pericdicy, or number of disclosures made)

& Single Disclosure " Multiple Disclesures for the same Purpose

Occurs ence IWEEH}‘ LI or |3 times from |05/14/2007 vI to IUSMWUW =~
* Requester (the organization or perzon requesting the disclosure) | Change )

Name:

Address:

Phone:

Contact Perzon:

10. Select the Requester: either a) select by the default patient or third party
organization or b) enter the information into the data entry fields, to search by person or
organization. Complete only one field.

Last Edited: 3/8/2011 Any data herein that may be construed as personal information is
fictitious and intended for training and operational purposes only.
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Create New Request
Search for a Reguest REquEStEr Search

Choose one of the following options:

A. Select the Patient (the request is being made by the FPatient themselves)

Test, Ohe

B. Select a Third-Party Organization (5 third-parly requester, such &z & law enforcement sgency or insurance company)

Law Officez of Joe Gibbs, 1411 Jefferson Davis, Arlington, VA 20220 ;I

C. Search for a Person (search for another person, or dd & new ong®)

Name (Last) (First) An "™ may be used a5 & wildeard.

|mith . |1ohn

¥ Include Patient Records

[# Include Non-Patient Records
( Searcn 4O

——

FMP-55N (an external identifier for the person)

—

11. Confirm the requester details. Click the Search button and/or Select the Requester.

Wonday, April 12, 2010 Patient Search  Logoff

Patient User "/ Requests Requester
Current Requester: | Requester Search Results
Test, Ahebao
Requester Summary Search Results - Click on the name to select a requester
Requester Requests (11} Address
Reguester Profie )
Smith, John 253 1456 Terry Ln., Warsten, MT 12554
Requester Search Smith, John I 749 13450, Bob Wikon, San Diego, CA 82134

Smith, John 2 I 748 34800, Suite 4, San Diego, CA 92134-9559

Other options:

Adjust your search criteria and try again.
Create a new requester as a person.
Create a new requester as an organization

12. Select the Requester Identity Verified and Disclosure Type from their respective drop-
down menus.

NOTE: The Disclosure description will be automatically populated once a disclosure type is
selected.

Last Edited: 3/8/2011

Any data herein that may be construed as personal information is
fictitious and intended for training and operational purposes only.
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* Requester (the crganization or person requesting the disclosure)

Name: Smith, John

Address: 1458 Terry Ln., Warsten, MT 12554
Phone:

Contact Perzon:

* Requester ldentity Verified (was the requester's identity verified?,
I Social 3ecurity Number

Description of Requester ldentity Verification (reguirsd if requester identity verification was defined &5 ‘other’)

| =

* Request Date (the disclosure request date in MMDDNYYYY format)

|us¢1 az007 | [EHr
* Recipient (the orgenization or person where the disclosurs went)

Name: Smith, John

Address: 1458 Terry Ln., Warsten, MT 12554
Phone:

Contact Perzon:

* Disclosure Type (ithe type of disclosurs)

Specialized Government Functiens (Active Duty Disclosure)

Disclosure Description (z read-only description and sxampls of the disclosurs type selected above)

Use and dizcloze the PHI of individualz who are Armed Forcez perzonnel for activities deemed necessary by A
appropriate military command authorities to assure the proper execution of the military mission. The purposes for which
any and all of the PHI of an individual who iz a member of the Armed Forces may be uzed or dizclozed are: 1) Te
determing the members finess for duty 2) To determine the member's fitness to perform any particular mission,
as=ignment, erder, or duty, including compliance with any actions required a=s a precoendition to perfermance of such
migsion, assignment, order, or duty. 3) To carry out activities under the authority of DoD Directive 6430.2. 4) To report

on casualties in any military operation or activity in accordance with applicable military regulations or procedures. 5) To
carry out any other activity neces=sary to the proper execution of the mizsion of the Armed Forces e

13. Select the Disclosure Purpose from the drop-down menu.

14. Enter the data into the “Other/Details” text box. (For multiple disclosures, the purpose
details box must be filled in for the disclosure to be complete.)

15. Scroll down the screen and enter: Protected Health Information Description and
Disclosure Comments.

Last Edited: 3/8/2011 Any data herein that may be construed as personal information is
fictitious and intended for training and operational purposes only.
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Disclosure Date (the disclosure date in MMDDYYYYY format)

IDE.-'M.QDDT [

* Origin Organization {where the disclosurs originated)

Jus TMa =l /

* Disclosure Purpose (the purpose of the disclosurs) /

| wedical x|

OtheriDetailz (*Required for all Multiple Disclosures):

To determing the member's fiitness to perform any particular mizsion, assignment, order, or duty, -
including compliance with any actions rquirsd as a precondition to performance of such migsion, |-

* Protected Health Information Description (the description of the Protected Health Information disclossd)
I Complete Health Record(z)

/ [T consuttation Report{z)
I Dizcharge Summary

History and Physical Examination

Laboratory Test(s)

Operative Repert(z)

Pathology Repertiz)

I I B |

Progress Motez

If you need to attach a document to the disclosure request, follow these steps:
16. Enter the document title. (If applicable)

17. Click on the browse button to attach the document. (If applicable)

18. Select Route to Privacy Specialist from the Action drop-down menu.

19. Click on the Save button.

You may attach up to three documents, with file size not exceeding 2M

FILE 1: Document Title (enter this document’s tifle)
ITest

Please select a file you wish to attach

IC:\.Ducuments and Settings\S14708\Deskicp\PHIMT TEST.doc Browse... |h

FILE 2: Document Title (enter this document’s titls)

Please select a file you wish to attach
I Browse... |

FILE 3: Document Title (snter this document’s titls)

Please select a file you wish to attach
I Browse... |

Action (zction for this request)

I Route to Privacy Specialist ;I z
(. Back V¢ Save ] 47

Last Edited: 3/8/2011 Any data herein that may be construed as personal information is
fictitious and intended for training and operational purposes only.
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e The Request Summary screen will display.

Monday, May 14, 2007

Patient User Requests Requester
Current Request: Request summary
Simple Disclosure
Reguest Patient
Name: Dhel Test
Summary SSN # 108893548
History Birth Date: 10-28-1930

Create New Request Address:

Search for a Reguest .
Regquester/iRecipient

Hame: John Smith
Address: 1456 Terry Ln., Warston, MT 12554

Request Status: Routed for Approval
Request Creation Date: 05/14/2007 at 03:51:49 PM EOT

Request Last Update Date: 05/14/2007 at 03:51:49 PM EDT

Other Request Details

Patient Search

Description Detaile
Request Type Simple Digclosure Request
Disclosure Type Type: Specialized Government Functiens (Active Duty Disclosure), ID: 876, Date:
081472007
Route to Privacy Specialist e
Identity Verified Text Social Security Number

Logofi

5.3.4 Record an Accounting of Disclosures Request

NOTE: The Disclosure Accounting hyperlink allows you to process a request for a report of all

disclosures that have been made for a particular patient. This activity consists of four
accounting of disclosure phases: Patient Selection, Requester Selection, Request Details, and

Request Action.

A patient may ask for an accounting of disclosures at any time. PHIMT allows for a quick

reporting of this information.

NOTE: Request Action allows you to route the request to your Privacy Specialist for approval
or denial or to your own worklist if you need to research it further.

To record a request for an accounting of disclosures:

1. Select the Requests Tab.

o

Select the Create New Request hyperlink.
3. Click on the radio button for Disclosure Accounting.

4. Click on the Next button.

Last Edited: 3/8/2011 Any data herein that may be construed as personal information is
fictitious and intended for training and operational purposes only.
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Monday, September 24, 2007 \ Patient Search  Logoff
Patient User Requests '/ Requester
ﬁ“"e“‘ LELLEE Create New Request
one

Select Request Type

ora Request ¢~ Disclosure

E Digclosure Accounting

¢~ Simple Dizclosure Request

hext

5. Search for the patient (You can search for a patient by the Sponsor’s SSN, by the patient’s
name/state, SSN, EDIPN or System ID).

6. Click on the Search button.

Wonday, April 12, 2010 Patient Search ~ Logoff

Patient '/ User Requests '/ Requester
Current Request: Select Patient
Disclosure -~ -~ —~ —
@ ©) ©)] ® ®
Create New Request )
search for a Request  Patient Search

SpONSOr SSH (1n #2228 format, enter 000-00-0000" if not known)

-OR-

by Name/State (Last) (First)
I L

(State) _(Birth Date in MWDDAYYYY format)

-OR-

SSN (in #2-#4 #4## format, enter 000-00-0000" if not known)
_OR-

EDIPN (DoD ED Person ldentifier)

-OR-

by System ID (the identifier created by this system for the person)

> e )

7. Select the patient from the Patient Search Results screen.

Wonday, April 12, 2010

Patient Search

Logoff

Current Request:
Disclosurs

Create New Request
Search for a Request

/ Patient / User

Select Patient

@ (

~)

Patient Search Results

Search Results - Click on the name o select a person

Dunlap, Chad

Requests /' Requester

® ®

\,
O
@

D S5N
756 263676761

Sponsor S5N Birth Date. Address

2003-09-04 6573 Leading Tree Way Fairfax, VI
34568

Dunlap, Hoelle Kristine

1189 182483847 2002-09-04 6308 Betsy Ross Ct Fairfax, AL 08128

Other options:
Adiust vour search criteria and try again
Create & new Patient record

Last Edited: 3/8/2011

Any data herein that may be construed as personal information is
fictitious and intended for training and operational purposes only.
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8. Select the Requester: either a) select by the default patient or organization displayed, or b)

enter the information into the data entry fields, to search by patient, third party organization,

person, or organization. Complete only one field. (For this User Manual, the patient is

selected).

9. Click Select, or Search (for that field).

Thurstay, Feibruary 3, 2011

Creste Mew Request
Searchior aRequest  Requester Search

Choose one of the followilli options:

Patient A User ) Reguests Reguester
Current Request: Select Patient  Select Requester
Disclasure Accounting N ~\ ~\
2 O] @ @ @

Patiert Search  Lognff

A. Selectthe Patient (ths request is being made by the Patient themssives)
[purizp, chad

B. Select a Third-Party Organization (a thipary requester, such 2s 2 Jaw enfored
Law Offices of Jog Gibbs, 1411 Jefterson Davis, Arlington, VA 20220 =l

C. Searchfor a Person (search for anather person, or add a new one')

Hame (Last)

System 1D (the fdentification number created 2y this systes for the person)

e —,——--

EDIPH {an external identifier far the persan)

[

(First) An ™ may be wsed as & wild

D. Search for an Organization {search for anather organization, or 26a 2 new one')

Hame (A ar part of the name of the organization. An * may be used as & wildcard,

DMIS Code (the extermal identifier for the organization)

e e

( Select )

hent agency or insurance company)

( select )

¥ Include Patiert Records
¥ Include Non-Patient Records

Search )]

(__ Seach )

10. Confirm the requester and recipient details. Verify that the information is correct and/or
enter the data into the information fields. (If changes are necessary, select Back, and make

the changes).

11. Click on the Next button.

Fridlay, February 11, 2005

Fatient User Reguests
Current Request: Select Patient Select Requester
Disclosure Accourting ITT‘,'- @ |_/§.‘;'

Create Mew Request

Patient: Jas . Smith

Date of Birth: 1965-07-05

SSH: 121131414

Address: 23 King St., Charleston, SC
845356

Requester: Joe J Smith chance

Address: |23 King 5t Charleston, SC 84536

Recipient:  Ssme as requester

=zet a different recipient
e /

Reguester

®

Search for a Request Confirm Requester and Recipient Details

=1 i e

Patient Search

Logaff

Last Edited: 3/8/2011

fictitious and intended for training and operational purposes only.
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12. Enter the Request Details: details of the request, identity verification (with description), and
authority verification (with description).

Friday, February 11, 2005 Patiert Search  Logoff|
Patient ser Feguests / Requester

Current Request: Select Patient Select Requester  Request Details

Dizclosure Accounting .’?,. |/E,- @ .’E,.

Create Mew Recuest
Search for a Reguest Request Details

Details of the Request (requester's comments, or instrictions about this request)

Patiert is requesting an accounting of disclosures. ;I

Requester Identity Verified (was the requester's identity verified?)
| Social Security Mumber ;I

Description of Requester Identity Verification (¥ the requester's jdentity was verified, how was it verified?)

rdilitary IC -
-

Requester Authority Verified was the requester's authorily to access information verified?)

IPatient iz Requester ;I

Description of Requester Authority Verification (i the requester's authority was verified, how was it verified?
|Patient iz reques‘ter] ;l
-

13. Scroll down the screen and enter: Information start and end date, request format, and request
classification.

14. Click on the Next button.

Requester Authority Yerified (was the requester's suthority to access information verified?)

|F‘atient iz Requester j

Description of Requester Authority Werification [f the regquester's authority was verified, how was it verified?)
Patient iz requester. ﬂ
w

Information Start Date (the start date for the Information in MWODYYY format)

[tz 512004 v|
Information End Date (the end date for the Information in MWDD/YY format)

|D1 £20/2005 v|

Request Format (e format in which this request has been received)
I Received Reguest inWriting LI

Request Classification [an apiional classification for this request)

IAﬂorney ;I
[: Back ) ( Mext )—

15. Enter the Request Action details.

16. From the Action drop-down menu, select the appropriate person to route the request to. (The
Regular User would route the request to the Privacy Specialist or to their worklist).

Last Edited: 3/8/2011 Any data herein that may be construed as personal information is 42
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17. Click on the Save button.

Friday, February 11, 2005

Patient User Requests Requester
Current Request: Select Patient Select Requester Request Details Request Action
Disel Accout -, . -
iscinsure Accounting ‘3\/1 ) (2) E\fi‘,- @

Create New Reqguest
Search foraResuest  Request Action
Patient
Hame: Jos Smith
S5H & 121131414
Birth Date: 07-05-1968
Address: 23 King 5t., Charleston, SC 84536

RequesterRecipient
Hame: Jog J Smith
Address: 23 King St., Charleston, SC 84536

Details of the Request [requester's comments 2bolt the scope of this request)
Patient is requesting an sccounting of disclosures.

Approved Part (far partialy approved requests, describe part of request that was approved)

Denied Part (for partiaily denied veque sts, deacribe part of request that was denled)

4

Action (action for this request)
I Route to Privacy Specialist j

( Back ) Save h

4

Patient Search  Logoff]

* The Request Summary screen will display.

NOTE: The current disclosure accounting appears in the status box.

Fridary, February 11, 2005

Patient \ User N Reguests Requester
3 CE s Request Summary
Dizsclosure Accounting
Patient
Summary Hame: Joe J Smith
Histary SSH # 121131414
Documerts Birth Date: 07-05-1959

Reguest Details

Fequest Action Address: 23 King 5t., Charleston, SC 84536

Requester Recipient

Create Mew Reouest Hame: Joe J Smith

Search for a Reguest Address: 23 Hing St., Charleston, SC 84556

Request Status: Routed Reguest For Acceptance
Request Creation Date: 02411/2005 =t 01:05:04 PM EST

Request Last Update Date: 027112005 at 01:05:08 PM EST

Other Request Details

Patient Search  Logoff

Description

Reguest Type

Details

Disclosure Accourting

Details of the Request

Patient is requesting an accounting of disclosures.

Start Date

121552004

End Drate

01/20,20035

Avuthority Verified

Patient is Recquester

Werify Suthority Text

Patient is requester

Last Edited: 3/8/2011
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54 REQUESTER TAB ACTIVITIES

The Requester tab (shown below) provides access to all PHIMT Requester data and allows you
to access information about the individual or organization making the disclosure request. You
must first identify an organization or individual as the requester. This can be accomplished on
the Requester Search screen. The hyperlinks become active on the Requester Summary screen
once a requester has been designated. Access to requester data is provided by these hyperlinks:

* Requester Summary
¢ Requester Requests
* Requester Profile

* Requester Search

Friday, February 11, 2005 Patient Search  Logoff
/ Patient %/ User '/ Requests
(I (G R EIET Requester Search

mone

Choose one of the following options:

Feguester Summary - N N
Recquester Requests A, Select the Patient (ihe request is Belng made by the Patient themsehes)

Reguester Profile [Smith, Joe

Reguester Search
B. Select a Third-Party Organization (2 thiraparty requester, such a5 g law enforcement agehcy oF Insirance cokmpaned

ILaw offices of Joe Gibke, 1411 Jefferson Davis, Arlington, W& 20220 '| [ Select )]

C. Search for a Person (search for another person, or add a8 pew one*)

Hame (Last) CFirst) An ™ may be nsed 35 @ wildcard,

Sy=tem ID (@he identification number created by this system far the personl

I— I Include Patient Records

I Include ron-Patient Records
FMP-SSH fan externa! identifler for the person)

I

0. Search for an Organization (search for another organization, or add a new one®)

5.4.1 Requester Search

NOTE: The Requester Search hyperlink allows you to search for a particular requester. (You
are searching for a patient in the database).

To search for a particular requester:

1. Select the Requester Tab.

o

Select the Requester Search hyperlink.

[98)

Enter the person’s name for the search.

4. Click on the Search button.

Last Edited: 3/8/2011 Any data herein that may be construed as personal information is 44
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Thursday, February 3, 2011 Patient Search
Patient ./ User ./ Requests '/ Reguester

Current Request: Select Patient Select Requester

Disclosure 1) @
1)

Create MNew Request
Search for aRequest  Requester Search

®
®

C)

Choose one of the following options:

A. Select the Patient (the request is being made by the Patient themselves)

B. Select a Third-Party Organization (a thirc-party requester, such as @ law enforcement agency or insurance campany)

[Law Oftices of Joe Gibs, 1411 Jetterson Davis, Arlington, VA 20220 =] (seent )

C. Searchfor a PErson (search for Snother person, or 3dd 3 new one’)

Hame iLast) (First] An *" may be used a5 @ wildeard.

System ID (the identification number created by this system for the persan)

l— ¥ Inciude Patient Records

¥ Include hon-Petient Records:
EDIPH (an external identiiler for the pevson)

Search )

D. Search for an Organization (search far anather organization, or ade & new onet)

Hame (41 o7 part of the name of the organization, An ™ may be used a5 3 wildcard)

DMIS Code (the external identifier for the arganization)

Search__ )

[puniap, chad I (Sera) —

Logoff

5. Select the patient from the Requester Search Results screen

Monday, April 12, 2010

Patient User "/ Requests Requester

Current Requester: Requester Search Results
Test, Ahebao

Requester Summary Search Results - Click on the name to select a requester
Reguester Requests [} Address

Requester Profile
253 1456 Terry Ln., Warston, MT 12554

Smith, John

Patient Search

R ter Search

Smith, Jehn I 749 13450, Bob Wilsen, San Diego, CA 92134

748 34800, Suite 4, San Diego, CA 92134-5555

Other options:
Adijust vour search criteria and try again.

Create a new reguester as a person
Create a new reguester as an organization

Logoff

* The Requester Summary screen will display. The Regular User can display reports and/or
letters by clicking the Display button or accessing another hyperlink.

Friday, February 11, 2005

Patient User "/ Reqguests

Current Requester: Requester Summary
Thomas, Fred Sr

Requester Summary Summary lkem Filters ( Ci=play
Reguester Requests
Requester Profile W' Reports I Letters

Reguester Search

Reguester

Patiert Search

Logoff

Last Edited: 3/8/2011 Any data herein that may be construed as personal information is
fictitious and intended for training and operational purposes only.

45




5

Protected Health Information Management Tool
Regular User Manual

4.2  Requester Requests

NOTE: The Requester Requests screen displays the status of all requests that were generated by

a

particular patient or organization.

To view the status of requests:

1.

2.

Select the Requester Tab.

Select the Requester Search hyperlink.

Enter the person’s name for the search.

Click on the Search button.

Select the patient from the Requester Search Results screen.
Click on the Select button.

* The Requester Summary screen will display.

NOTE: Steps 1-6 for Requester Requests are the same as those for Requester Search,5.4.1.
Refer to steps 1-6 in 5.4.1 for screen display information.

7

. Select the Requester Requests hyperlink.

Friday, February 11, 2005 Patient Search  Logoff

Current Requester: Requester Summary
Thomas, Fred Sr

b Fequester Requests

Patient Uszer Requests Requester

Summary kem Filters | Display -\J

|7 Reports |7 Letters

Requester Search

The Requester Requests screen will display. All requests for that particular patient or
organization and the status of those requests will be displayed. (Regular Users can view the
status of a disclosure; however, they cannot view the details of the disclosure. They do not
have access to the Request Session ID).

Last Edited: 3/8/2011 Any data herein that may be construed as personal information is 46
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Fridiay, February 11, 2005 Patiert Search  Logoff
Patient User Reguests Reguester
Current Requester: Requester Requests
Thomas, Fred Sr
Total Reguests: 19

Requester Summary

Requester Requests 23

Requester Profile Reqguest Type Patient Regquester User Status Cd Crg:tt:n

Beguester Search Disclosure Thomas, Fred Thomas, Fred  Pradeep Request was Accepted 012552005

Ac:counting Sr Sr Thaivalappil
Disclosure Thomas, Fred  Thomss, Fred  Pradeep Request was Accepted 01/25/2005
Accounting Sr S Thaivalagppil
Disclosure Thomas, Fred Thomas, Fred Pradeep Request was Accepted 01/25/2005
Accourting Sr S Thaivalagpil
Disclosure Thomas, Fred  Thomas, Fred  Pradeep Request was Accepted 1002002004
Accourting Sr S Thaivalappil
Dizclosure Test, Pradeep  Thomas, Fred  Pradeep Completed 1072072004
Accounting Sr Thaivalappil
Dizclosure Thomas, Fred  Thomas, Fred  Pradeep Completed 1072072004
Accounting =14 b=l Thaivalappil
Dizclosure Thomas, Fred  Thomas, Fred  Pradeep Routed Request For 101972004
Ac:counting Sr Sr Thaivalappil Acceptance

5.4.3 Requester Profile

NOTE: The Requester Profile hyperlink allows you to view information about the individual or
organization making the request.

To edit the requester’s profile:
1. Select the Requester Tab.
2. Select the Requester Search hyperlink.
3. Enter the person’s name for the search.
4. Click on the Search button.
5. Select the patient from the Requester Search Results screen.
6. Click on the Select button.
* The Requester Summary screen will display.

NOTE: Steps 1-6 for Requester Profile are the same as those for Requester Search, 5.4.1. Refer
to steps 1-6 in 5.4.1 for screen display information.

7. Select the Requester Profile hyperlink.

Last Edited: 3/8/2011 Any data herein that may be construed as personal information is 47
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Friday, February 11, 2005 Patiert Search  Logoff
Patient User "/ Reguests Reqguester
Current Requester: | Requester Summary
Thomas, Fred Sr
Reguester Summary Summary tem Filters | Dizplay )]
Requester Prafile I Reports [ Letters
Reguester Search

8. Enter the required information: name, requester type, EDIPN, SSN, Sponsor SSN, birth date
of the requester. Use drop-down menus where applicable.

NOTE: The required fields are marked with an asterisk.

9. Click on the Update button.

e eauester: —Reauestar Profilal Person Details
Test, Ahebao

*Name (Last) (First) (Middie) (Srr)

Requester Summary [rest [Anebao [ [
Requester Requests

Requester Profie “Type

RBequester Search Patient =

EDIPN (Dol EDI Person Identifier)

0204634497

* SSN (in #3588 format, enter 000-00-0000" if not known)

sa1 | ;0 |_[eeo0

* Sponsor SSN (in #5285 format, enter 000-00-D000'if not known)

System ID (the identifier created by this system for the person)
1298

*Birth Date (birth date in MMDD/YYYY format)
(R E

Email (example: johni@yshoo.com)

Comments (general comments about or for the person)

=
=

el )

544 Requester Summary

NOTE: The Requester Summary hyperlink allows you to display all the letters and reports that
were requested.

To view a summary of all disclosure letters and reports:

1. Select the Requester Tab.
2. Select the Requester Search hyperlink.

3. Enter the person’s name for the search.

Last Edited: 3/8/2011 Any data herein that may be construed as personal information is 48

fictitious and intended for training and operational purposes only.



Protected Health Information Management Tool
Regular User Manual

4. Click on the Search button.
5. Select the patient from the Requester Search Results screen.
6. Click on the Select button.

* The Requester Summary screen will display.

NOTE: Steps 1-6 for Requester Profile are the same as those for Requester Search, 5.4.1. Refer
to steps 1-6 in 5.4.1 for screen display information.

7. Select Letters or Reports (or both) by placing a check in the checkboxes.

8. Click on the Display button.

Fricay, February 11, 2005 Patient Search  Logoff

Patient Llser Requests Requester

Current Requester: | Requester Summary

Thomas, Fred Sr /
Requester Summary Summary ltem Filters Dizpla D]
Requester Profile REDW‘S Letters

Requester Reguests

Requester Search

* A summary of all letters and reports of disclosures made by that requester will be displayed.

Frickay, Felruary 11, 2005 Patient Search  Logoff
Patient User Reguests Reqguester

Current Requester: Requester Summary

Thomas, Fred Sr

Recuester Summary Summary temn Filters | Dizplay 7

Reguester Requests

Recuester Profile ¥ Reports IV Letters

Requester Search
Reports
(2] Dite Perzon Title
366 01725420035 Fred Thomas Sr Protectzd Heatth Information Disclosure Report
364 01725420035 Fred Thomas Sr Protectzd Heatth Information Disclosure Report
363 0172542003 Fred Thomas Sr Protected Health Information Disclozure Report
303 10/20/2004 Pradeep Test Protected Heafth Information Disclosure Report
301 1002052004 Fred Thomas Sr Protected Health Information Disclosure Report
270 0972152004 Fred Thomas Sr Protected Health Information Disclosure Repart
16 07 0E2004 Fred Thomas Sr Protected Health Information Disclosure Repart
Letters
D Date Person Title
307 1101652004 Fred Thomas Sr Dizclozure Report - Denisl-Before Letter
304 1002052004 Pradesp Test Dizclosure Report - Approval Letter
302 10/20/2004 Fred Thomas Sr Disclosure Report - Approval Letter
283 0972142004 Fred Thomas Sr Disclozure Restriction - Approval Letter
Last Edited: 3/8/2011 Any data herein that may be construed as personal information is 49
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6.0 GLOSSARY

To facilitate clarity the following terms will be used throughout the document and are defined as

follows:

TERM

DEFINITION

Accounting Suspension

An action that results in the temporary postponement of a previously
approved disclosure. The suspension can be either specific (referring to a
particular disclosure) or type (referring to a disclosure of a particular type).
Suspensions can be oral, lasting for up to thirty days, or written, lasting up
to six months.

Action

A specific activity that requires a response to a request.

Add Organization

A hyperlink on the Admin Tab that allows the User Admin to enter new
user facilities to the current listing

A hyperlink on the Admin tab that allows the User Admin to enter a new

Add User

user into the database.

One of two label tags that provide access to a set of User Admin activities
Admin Tab that regulate administrative functions of the PHIMT database. These

activities include: maintaining disclosure types and organizations, and
creating/modifying users.

All User’s List

A hyperlink on the Admin tab that provides a listing of all users in the
database. This hyperlink makes user management available.

An option that allows the User to send documentation or files with a

Attach disclosure.

Authorization A hypgrhnk on the Patient tab that allows the User to process an approval
for a disclosure.

Back A navigation button that allows the Regular User to return to the previous
screen.

Complaint Act1V1'ty that allows a user to file a HIPAA grievance against a person or
organization.

Create An option that allows the Regular User to initiate a new activity.

Create New Request

A hyperlink on the Requests tab that allows the Regular User to initiate a
request for a new disclosure activity.

Disclosure

A hyperlink on the Requests tab that allows the Regular User to forward a
release of protected health information to the Privacy Specialist.

Disclosure Accounting

A hyperlink on the Requests tab that allows the Regular User to process a
justification for a disclosure.

Disclosure Details

Refers to information about a specific release that the Regular User can

Disclosure Restriction

Placing constraints on either the information being released or its recipient.

Last Edited: 3/8/2011
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Display An option that allows the Regular User to view various types of

information about a particular patient or disclosure activity.

Generate Form

A hyperlink on the Patient tab that allows the Regular User to create
forms and letters for various disclosure activities and situations.

Login The opening screen that requires a User ID and Password.

Logoff A hyperlink that allows the Regular User to exit PHIMT.

MDR Data Data that has been imported from the MHS Data Repository.

MTF Military treatment facility.

My Profile A hyperlink on the User tab that allows the Regular User to enter/update
personal information and preference data.

My Requests A hyperlink on tl}e; User tab that allows Regular Users to view the status
of all requests initiated by them.

_ A hyperlink on the User tab that serves as an electronic inbox. It allows

My Worklist Regular Users perform desktop duties such as viewing all tasks currently
assigned to them.

New An action button that allows the Regular User to develop a new item,

patient, or organization.

New Patient Record

A hyperlink on the Patient Search Results screen that allows Regular
Users to provide information about a new patient.

A navigation button that allows the Regular User to proceed to the next

Next . .
step 1n an activity.
Organization A Military Service or MTF.
Organization A hyperlink on the Admin tab that allows the User Admin to create
Management and/or modify facilities within the database. This term refers to the

process of maintaining a user’s organization profile and status.

Patient Profile

A hyperlink on the Patient tab that allows the Regular User to create or
edit patient information.

Patient Search

A hyperlink on the Patient tab and main screen that allows the Regular
User to look for a particular patient in the database.

Patient Tab

A tag or label that provides the User with patient-specific activities.

PHI

Protected Health Information.

PHIMT

Protected Health Information Management Tool.

Privacy Specialist

The Privacy Officer or designee at an MTF or Service level. This role
allows the user to maintain disclosure reporting, approve/deny disclosure
requests, amend requests, and to restrict and suspend disclosures.

Record Disclosure

Documention and confirmation of the release of PHI.

Regular User

A general role with basic functionality. This role can create disclosures
and authorization requests that can be routed to a Privacy Specialist.

Last Edited: 3/8/2011
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Request The first step in initiating a disclosure activity.

Request Action

A prompt for a specific performance (route to Privacy Specialist or route
to your Worklist) to be taken on a disclosure.

Request Details

Allowing the Regular User to view relevant information about a
particular disclosure.

Requester

The individual or agency asking for the disclosure.

Requester Profile

A hyperlink on the Requester tab that allows the user to view information
about the individual or organization making the request.

Requester Requests

A hyperlink on the Requester tab that allows Regular Users to view a
listing of all requests that were made by an individual or an organization.

Requester Summary

A hyperlink on the Requester tab that allows the Regular User to view a
brief of all requests initiated by an individual or organization.

Requester Tab

A tag or label that allows the Regular User to access information about
the individual or agency making a request for a disclosure.

Requests Tab

A tag or label that allows the regular User to access information about the
activities that have been requested by an individual or organization.

Restriction

A constraint put upon a particular disclosure activity. The constraint
could refer to denying access to a particular individual or a particular
time frame.

Revoke Authorization

A user rescinding a previous approval for a particular disclosure

A named collection of permissions. A role allows users with the same

Role permissions to be grouped under a unique name such as: Regular User,
User Admin, or Privacy Specialist.
Forwarding an approval request for disclosure to your worklist for later

Routing action, or to another individual. For example, a Regular User may
forward the approval request to a Privacy Specialist.

Save An action button that allows Regular Users to save data entries,
information, and procedures.

Search An action button that allows Regular Users to search for a particular

individual or activity.

Search for a Request

A hyperlink on the Requests tab that allows the Regular User to look for
a particular request made by that person.

An action button that allows Regular Users to select a particular patient

Select .

or activity.

Avgray box in the upper left corner of all screens. This box displays the
Status Box current information for a patient or activity; depending on actions being

performed.
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A hyperlink on the Phone Number Details screen of the Patient tab that
Summary allows Regular Users to view a brief of all disclosure activities for a

particular patient.

Summary Item Filter

A feature accessed on the Patient Summary screen. It allows the user to
display a synopsis on disclosures, suspensions, restrictions, reports, letters,
and complaints.

Suspension

The act of delaying a disclosure or putting it on hold temporarily.

Switch Organizations

A hyperlink on the User tab that allows Regular Users assigned to more
than one organization to switch between their organizations. This allows
them to change their primary status in an organization.

TCL

The table where the MDR data is stored.

DHA

Defense Health Agency

Update

An action button that allows Regular Users to update information or
perform additional activities.

User Admin

A role that allows the user to set up all accounts for users within their
facilities as directed by the MTF Privacy Officer. The User Admin
creates and assigns user names and passwords, adds/modifies users from
within their Service, assigns roles, creates user-to-user relationships,
verifies the identity of individuals who access PHIMT, and provides login
information to users. The User Admin also creates workflows by routing
the requests of a Regular User to a Privacy Specialist and from a Privacy
Specialist to another Privacy Specialist, if necessary.

User Profile

Used when referring to the Add User activity. This profile screen allows
the User Admin to enter personal information and preference data about a
new user

User Role

A named collection of permissions. A role allows Users with the same
permissions to be grouped under a unique name such as Regular User,
User Admin, or Privacy Specialist. Each role has varying degrees of
permissions. Roles allow users with the same permissions to be grouped
under a unique name (ex. Regular User, User Admin, and Privacy
Specialist). The MTF Privacy Officer usually determines the appropriate
role.

User Search

A hyperlink on the Admin tab that allows the User Admin to search for a
particular user.

User Tab

A tag or label that allows the Regular User to access all PHIMT User-
related information. This tab is designed to track all tasks assigned to a
user
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The different user types and how they work with one another. The User
Admin creates this relationship as directed by the MTF Privacy Officer.
The Privacy Officer understands how the MTF manages disclosures. The
User-to-User User Admin understands how to create a workflow by routing requests of
Relationship a Regular User to a Privacy Specialist and from a Privacy Specialist to
another Privacy Specialist, thereby creating the working relationships
between the different users. Multiple user relationships can be established
throughout the facility.

7.0 USER ROLE PERMISSIONS

PHIMT Regular User Tab Enabled Permissions
Logon/Logoff Both
Patient Tab Create patient

Generate form

Generate letter

Patient authorization

Patient profile

Patient search

Patient summary

Patient workflow

View disclosure

User Tab Change password

Switch to other organizations
Update address

User profile

User workflow

User worklist

Workflow activity
Workflow request
Workflows tab

Admin Tab None (can attach file as part of another activity)
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	1.0 INTRODUCTION TO PHIMT 
	P
	The Privacy Rule of the Health Insurance Portability and Accountability Act (HIPAA) of 1996 requires covered entities to safeguard patients’ medical records. The Department of Defense (DoD) regulation, DoD 6025.18-R, Health Information Privacy Regulation, implements the Privacy Rule for the Military Health System (MHS). 
	P
	The Privacy Rule requires a covered entity to maintain a history of when and to whom disclosures of Protected Health Information (PHI) are made. The MHS, as a covered entity, must be able to provide an accounting of those disclosures to an individual upon request. Authorizations and Restrictions from an individual to a covered entity are included in the information required for tracking purposes. 
	P
	In accordance with DoD 6025.18-R, military treatment facilities (MTFs), as covered entities within the MHS, must provide an accounting of disclosures within 60 days of a request. If the MTF cannot honor an accounting of disclosures within the 60-day period, it must provide information to the requester as to the reason for the delay and expected completion date. The MTF may extend the time to provide the accounting by no more than 30 days. Only one extension is permitted per request. 
	P
	To comply with these requirements, Defense Health Agency (DHA) created an electronic disclosure-tracking tool. The Protected Health Information Management Tool (PHIMT) stores information about all disclosures, authorizations, and restrictions that are made for a particular patient. PHIMT has a functionality built into it that can provide an accounting of disclosures. This tool is available for MHS covered entities, including MTFs. 
	P
	1.1 PHIMT  User Permissions 
	P
	Each user is assigned to one or more organization(s), which is defined as a logical or physical entity such as an MTF, a Military Service, or DHA. 
	P
	PHIMT permissions are based on status-level relationships within Service Groups. These Service Groups consist of the Army, Navy, Air Force, and Coast Guard. Anyone in a given Service Group can be granted access to information required to perform his or her duties. Specific roles have corresponding permissions that determine who will have access to what information. Individuals with PHIMT roles have access to information required for job performance as well as access to information accessible to those roles 
	P
	For example, DHA, Group A the top tier, occupies those roles with the highest levels of permissions. Individuals in this group are granted access to all information within their Service Group. Individuals Group B the second tier, do not have access to the information accessible to those in the top tier since they occupy roles requiring a lower level of permissions. However, 
	 
	 
	Group B does have access to the information in Group C, comprised of roles requiring even lower permission levels. The third tier, Group C, is comprised of offices and command centers within the Service Groups. This tier can only access information necessary for the individual to complete his or her responsibilities. The individual does not have access to information within the higher tiers. There is absolutely no viewing of an individual’s information outside of his or her own Service Group. 

	1.2 PHIMT  User Roles 

	A role is a named collection of permissions. Roles allow users with the same permissions to be grouped under a unique name. PHIMT roles include Regular User, User Admin, Privacy Specialist, and Tool Admin. 
	A role is a named collection of permissions. Roles allow users with the same permissions to be grouped under a unique name. PHIMT roles include Regular User, User Admin, Privacy Specialist, and Tool Admin. 
	A role is a named collection of permissions. Roles allow users with the same permissions to be grouped under a unique name. PHIMT roles include Regular User, User Admin, Privacy Specialist, and Tool Admin. 
	 
	 
	• A Regular User is a general role with basic functionality. This role can create disclosures and authorization requests that can be routed on to a Privacy Specialist. 
	• A User Admin is a local administrator for a MTF or a designated Service. The e-mail account administrators will handle this role for each MTF or Service. 
	• A Privacy Specialist is the Privacy Officer or designee at an MTF or Service level. This role allows the user to maintain disclosure reporting, approve/deny disclosure requests, amend requests, restrict, and suspend disclosures, and to generate associated letters. 
	• A Tool Administrator has global access to the application and will be maintained by the PHIMT Help Desk. This role allows the user to configure roles within MTFs, and create permissions within the application. 
	 
	Within an organization, each user can have one or more role(s). A user can have the same roles in multiple organizations, or different roles in multiple organizations. Roles are inherited through permission levels 
	 
	NOTE: An individual’s particular user role will determine the level of PHIMT activities he or she is authorized to perform.  Different user roles are authorized to access different tabs in the tool. 
	 
	The Privacy Office is responsible for granting PHIMT Users access to certain departments that manage PHI based on the user’s degree of permissions. Some of the departments that the Privacy Officer may wish to grant access include, but are not limited to: 
	 
	• Medical records 
	• Release of information 
	• Patient advocate 
	• Patient’s rights 
	• Privacy office 
	 
	Some or all individuals within these departments may also be designated as Regular Users or 
	Privacy Specialists. 

	1.2.1 Privacy Specialist 
	 
	 
	In PHIMT, the Privacy Specialist is usually a Privacy Officer within the facility or a designee at an MTF or Service level. This role allows the user to maintain disclosure reporting, approve/deny disclosure requests, amend requests, restrict and suspend disclosures, and issue complaints. 
	 
	The Privacy Specialist understands how the MTF manages disclosures. Disclosure requests may be routed from a Regular User to the Privacy Specialist or from one Privacy Specialist to 
	another. This process helps establish working relationships between the different PHIMT users. 
	 
	1.2.2 Regular User  
	 
	The Regular User can create disclosure and authorization requests that can later be routed to a Privacy Specialist. He or she can review patient profiles, record an accounting of disclosure request, and revoke authorizations. 
	 
	1.2.3 User Admin 
	 
	 
	The User Admin will create User-to-User Relationships as directed by the Privacy Officer. A collaborative effort is required to ensure the release of PHI is managed within PHIMT. Before establishing any relationships, the Privacy Officer will have an understanding of the way the MTF manages disclosures, the key individuals involved in the release of information and tracking of disclosures, and the approval process. A complimentary knowledge base will come from you and your understanding of how to create a w
	 
	1.3 PHIMT  SYSTEM REQUIREMENTS 
	 
	Before using PHIMT, it is necessary to understand and ensure the operating requirements are met. PHIMT has specific requirements for the operating system, browser, and plug-ins. In particular, PHIMT requires a Microsoft Windows operating system: Windows XP (home, professional), Windows 2000 (standard, professional, advanced), or Windows 98. 
	 
	NOTE: Windows NT works with PHIMT in most cases, but some limitations may exist. 
	 
	1.3.1 Browser Requirements 
	 
	PHIMT requires the use of Microsoft Internet Explorer, version 6.0 or above. 
	 
	NOTE: Cookies and JavaScript should be enabled (these items are enabled in a default browser installation). 
	1.3.2 Plug-Ins 
	P
	PHIMT requires the use of Adobe Acrobat, version 6.0 or above. The application will also work with version 5.0 but the latest version is recommended. 
	P
	NOTE: To display the generated letters and reports in the browser, the Adobe Acrobat Plug-in is required.  This is normally installed with Adobe Acrobat Reader.  Download Adobe Acrobat for free at   
	http://www.adobe.com.

	P
	2.0 ACCESSING AND USING PHIMT 
	P
	Now that you have an understanding of why PHIMT was developed, are familiar with its capabilities and system requirements, and understand your role, you are ready to access the application. 
	To login to the PHIMT application: 
	1.Enter the URL for PHIMT into the Web browser,https://tma-phimt.csd.disa.mil/hipaax 

	Figure
	2.Read the DoD Notice and Consent Banner.
	2.Read the DoD Notice and Consent Banner.
	P
	3.Click on the OK button.
	 
	Figure
	4.  Click on the Green CAC Access button. 
	 
	5.  Select CAC Identification. 
	 
	6.  Click on the OK button. 
	Figure
	Figure

	7.  Enter CAC PIN. 
	7.  Enter CAC PIN. 
	7.  Enter CAC PIN. 

	8.  Click on the OK button. 
	Figure
	 
	9.  Read the Notice and Terms of Use. 
	 
	10. Click on the Accept button. 
	 
	• Upon successful login you will be brought to the PHIMT User Tab. 

	3.0 UNDERSTANDING PHIMT SCREENS 
	3.0 UNDERSTANDING PHIMT SCREENS 
	Each tab of the PHIMT screens contains some basic information that will be helpful to you when performing the various activities. 
	3.1 SCREEN FEATURES 
	There are many features to the PHIMT screen that you can use to navigate your way through the many disclosure activities you will perform. These features are discussed here. 
	3.1.1 Date 
	The date displays the current weekday, month, day, and year in the upper left corner of the 
	The date displays the current weekday, month, day, and year in the upper left corner of the 
	PHIMT screen. 

	Figure
	3.1.2 Navigational Options 
	Navigational options, such as logoff, provide directional hyperlinks that will help you to proceed through the PHIMT application. They are located in the upper right hand corner of the PHIMT screen. 
	Figure
	3.1.3 Status Box 
	The gray status box shows current information and is located in the upper left hand corner of all PHIMT screens. The box displays the current user, user information such as organization and assigned role, patient information, and information about what disclosure activity is currently being performed. This information is updated when making inputs for various activities. 
	Figure
	3.1.4 Activity Hyperlinks 
	The activity hyperlinks are located under the status box, on the left hand side of the PHIMT screen. This listing consists of hyperlinks for activities that can be performed while in a specific “tab.” The hyperlinks may include: My Profile, My Requests, or My Worklist; depending on which tab you are using. Your user role will determine specific hyperlinks listed. 
	Figure

	3.1.5 PHIMT  Screen Tabs 
	3.1.5 PHIMT  Screen Tabs 
	PHIMT screen tabs are labels that are located at the top of the display screen. The tabs serve as file folders for different groupings of activities. The specific tabs will vary depending on what role you are assigned. 
	PHIMT screen tabs are labels that are located at the top of the display screen. The tabs serve as file folders for different groupings of activities. The specific tabs will vary depending on what role you are assigned. 
	• Privacy Specialist tabs includes: Patient, User, Admin, Requests, Requester 
	• Regular User tabs includes: Patient, User, Requests, Requester 
	• User Admin tabs includes: User, Admin. Each tab allows for different activities. 

	3.1.6 Screen Title 
	The screen title is located directly under the tabs and above the display screen. This is the title of the particular screen being displayed (ex. user worklist, patient search results). 
	Figure
	3.1.7 Display Screen/Application Window 
	The display screen/application window is the PHIMT user’s work area. These screens contain various fields in which to provide required information for proceeding through the PHIMT activities. To assist with data input, PHIMT provides text boxes, windows, calendar icons, and drop down menus. All features may not be on a particular user screen: 
	• Radio buttons – Radio buttons appear as black dots to indicate selection. You can toggle the buttons between selected and not selected. 
	• Check marks – Check marks are used to indicate a done or un-done status. You can toggle the marks between checked and unchecked. 
	• Drop down menus – Drop down menus provide the user with a list of possible selections from which to choose. Clicking on a particular selection causes it to be selected and appear in the “window.” You can change a selection by clicking the arrow on the menu box and then clicking on a different item. 
	• Text boxes – Text boxes are empty fields in which you can provide information. At times, this data is requested as additional comments or for supplemental information. 
	• Calendar icons – Calendar icons are provided to make it easier for you to input required dates. Date inputs are specific dates chosen by you to clarify time limits on various PHIMT activities. Choose a date by selecting the arrow in the date window. A calendar icon appears for easy inputs. Click on the desired date or use the arrows near the month and year headings to display a date not currently shown. The date you select will appear in the date window. 
	• Action buttons – Action buttons are used to guide you through the PHIMT steps and processes. Click on these buttons to proceed through various activities. Examples of these buttons include: Next, Save, Create, and Update. 
	NOTE: These features will be discussed when they are used in an activity. 
	3.2 PHIMT  ERROR  MESSAGES 
	PHIMT issues error messages when an entry or selection is not appropriate or complete. The message begins “Error(s) have occurred” and then follows with a bulleted list of the errors. For example, if you try to route an activity to someone who does not have access to that information, or you are not authorized to route the information to that particular person, PHIMT will display a message indicating that you do not have the authority to perform that task. If you have not provided information for all the re
	the PHIMT activity. 
	4.0 MHS DATA REPOSITORY 
	PHIMT has an automatic monthly upload of patient demographic information from the Military Health System (MHS) Data Repository (MDR). This avoids the need for Users to manually enter patient demographics information prior to recording a disclosure, thus significantly decreasing the time needed to record a disclosure. In addition, this capability decreases the 
	likelihood of erroneous information entering PHIMT and increases the reliability and accuracy of the information it contains. 
	4.1 ACCESSING  PATIENT  ACCOUNTS 
	Now that the MDR data has been implemented in the PHIMT, the patient demographics will not need to be manually entered. When searching for a patient, all patient records in the MDR and PHIMT that meet your search criteria will be returned. The word “New” will appear next to all records that are from the MDR. 
	Figure

	 
	 
	 
	NOTE: When available, the address in the MDR will supersede the address in the PHIMT, 
	unless the address in the MDR is blank. If the address in the MDR does not match the address in the PHIMT, the address in the MDR will be the default address.  If there is not an address listed in the PHIMT, the address from the MDR Data will be used. 
	 
	 

	Once the patient record has been selected by clicking directly on the name of the patient, the record will be given a PHIMT Patient ID number, rather than being labeled as “New.” 
	Figure
	4.2 DUPLICATE ACCOUNTS 
	When using the PHIMT to access a patient’s account, the EDIPN is used as the unique identifier. If there are two patients with the same SSN but different EDIPNs in the PHIMT and/or MDR data, both accounts will display, clicking on the patient name will select appropriate account. 
	Figure
	4.3 PATIENT  PROFILE 
	Figure
	All patient profiles that are taken from the MDR will be labeled with “Imported from TCL” to show that the information has been imported. 
	5.0 REGULAR USER FUNCTIONALITY 
	The following information will provide you with step-by-step instructions for recording requests and routing them to your Privacy Specialist for approval. 
	Your role as Regular User requires you to perform various PHIMT activities. The steps for performing these activities will be presented here and include the following: 
	• Record Disclosure Requests 
	• Record an Accounting of Disclosure Request 
	• Record Simple Disclosure Requests 
	5.1 USER TAB ACTIVITIES 
	The User tab provides you with various hyperlinks that allow you to perform “desk duties” such as accessing PHIMT User-related information, switching organizations, viewing past requests, and tracking tasks assigned to you. These hyperlinks include: 
	• My Profile 
	• My Requests 
	• My Worklist 
	• Switch organizations 
	5.1.1 My Profile 
	 
	 
	NOTE: The My Profile hyperlink allows you to enter/update personal information and preference data. 
	 
	To edit your profile: 
	 
	1.  Select the User Tab. 
	 
	2.  Select the My Profile hyperlink.  
	 
	3.  Enter the updated information in the information fields. 
	 
	Figure
	NOTE: You may update your name, phone number, email, password, signature block (ex. certification titles, educational titles), and add additional comments. You are not authorized to change the System ID or User ID, nor to access User Roles and User- to-User Relationships. 

	Figure
	NOTE: All required fields are marked with an asterisk. 
	NOTE: All required fields are marked with an asterisk. 
	 
	 
	4.  Scroll down to the bottom of the screen. 
	 
	5.  Click on the Update button. 
	 
	• Your new information will appear in the appropriate fields. 
	Figure
	5.1.2 My Requests 
	NOTE: The My Requests hyperlink allows you to view the status of all requests that you have nitiated. 
	To view your requests: 
	1.  Select the User Tab. 
	2.  Select the My Requests hyperlink. 
	3.  Select the Request Session ID to view a specific request. 
	Figure
	• A detailed summary of that particular request is displayed (as shown below). 

	NOTE: As a Regular User, you are not authorized to edit any information in the summary. 
	NOTE: As a Regular User, you are not authorized to edit any information in the summary. 
	NOTE: As a Regular User, you are not authorized to edit any information in the summary. 
	 

	However, you can attach a document. 
	Figure

	 
	 
	 
	To attach a file to your request: 
	 
	1.  Click on the Attach button in the Letters and Attached Documents section. 
	 
	2.  Provide the document information. 
	 

	3.  Click on the Save button. 
	Figure
	5.1.3 My Worklist 
	NOTE: The My Worklist hyperlink allows you to view all tasks currently assigned to you. This feature serves as an electronic inbox. 
	NOTE: The My Worklist hyperlink allows you to view all tasks currently assigned to you. This feature serves as an electronic inbox. 
	To view tasks in your worklist: 
	1.  Select the User Tab 
	2.  Select the My Worklist hyperlink. 
	• The Regular User can view and process all requests that have tasks currently assigned to them. 
	NOTE:  To process a request, select that request and perform the action or route it for approval or denial. 
	 

	            

	5.1.4 Switch Organizations 
	5.1.4 Switch Organizations 
	NOTE: The Switch Organizations hyperlink allows you to change your primary status between organizations, if you are assigned to more than one organization. 
	To switch between organizations: 
	1.  Select the User Tab. 
	2.  Select the Switch Organizations hyperlink. 

	Sect
	Figure
	5.2 PATIENT  TAB ACTIVITIES 
	3.  Select the new organization. 
	3.  Select the new organization. 
	4.  Click on the Select button. 

	              
	The Patient tab contains hyperlinks that allow you to perform patient-specific activities. These hyperlinks include: 
	 
	• Patient Profile 
	• Patient search 
	 
	5.2.1 Patient  Search 
	 
	 
	NOTE: The Patient Search hyperlink allows you to look for a particular patient in the PHIMT 
	database. 
	 
	To search for a patient: 
	 
	1.  Select the Patient Tab. 

	Sect
	Figure
	 
	2.  Enter the Search Criteria (You can search for a patient by the Sponsor’s SSN, by the patient’s name/state, SSN, EDIPN or System ID). 
	2.  Enter the Search Criteria (You can search for a patient by the Sponsor’s SSN, by the patient’s name/state, SSN, EDIPN or System ID). 

	3.  Click on the Search button. 
	3.  Click on the Search button. 
	 

	Figure

	NOTE: The search limitation within the PHIMT is 600 records.  This means that if your search results in over 600 records, you will have to narrow your search. 
	NOTE: The search limitation within the PHIMT is 600 records.  This means that if your search results in over 600 records, you will have to narrow your search. 
	Figure
	 
	• Enter additional search criteria (if applicable) 

	 
	 
	• The Search Results screen will display. 
	• The Search Results screen will display. 
	 

	Figure
	5.2.2 Add a Patient  Record 
	Since the MDR data has been added to the PHIMT, the instances where a patient will need to be added before entering a disclosure will be infrequent. If a patient does not exist in the PHIMT database or the MDR data, then the User must add a patient record. New patient records cannot be created without first searching the database. The Create a new Patient record hyperlink allows you to enter information for a new patient into the PHIMT database. 
	Since the MDR data has been added to the PHIMT, the instances where a patient will need to be added before entering a disclosure will be infrequent. If a patient does not exist in the PHIMT database or the MDR data, then the User must add a patient record. New patient records cannot be created without first searching the database. The Create a new Patient record hyperlink allows you to enter information for a new patient into the PHIMT database. 
	To add a patient record: 
	1.  Select the Patient Tab. 
	2.  Enter the Search Criteria (You can search for a patient by the Sponsor’s SSN, by the patient’s name/state, SSN, EDIPN or System ID). 

	3.  Click on the Search button. 
	Figure

	 
	 
	 
	4.  If no results matched your search, select the Create a new Patient record hyperlink. 
	 

	Figure
	5.  Enter the patient’s information: name, type, EDIPN, SSN, Sponsor SSN, birth date, email. 
	5.  Enter the patient’s information: name, type, EDIPN, SSN, Sponsor SSN, birth date, email. 
	 
	NOTE: All required fields are marked with an asterisk. 
	 

	6.  Click on the Save button. 
	Figure
	 
	7.  Enter the Address Details (USA or International format). 
	Figure
	Figure
	8.  Click on the Save button. 
	5.2.3 Create an Alternative Phone Number 
	Individuals have the right to request an alternative telephone number for receiving communications related to their PHI. An alternative telephone number can be created by Regular Users and Privacy Specialists. 
	 
	To create an alternative telephone number: 
	 
	1.  Scroll to the bottom of the Patient Details screen. 
	 
	2.  Click on the New button next to Phone Numbers. 

	Figure
	 
	 
	• The Phone Number Details screen will display (choose the USA or International format). 

	3.  Enter the phone number and enter any comments. 
	3.  Enter the phone number and enter any comments. 
	3.  Enter the phone number and enter any comments. 
	4.  Click on the Save button. 

	                 
	Figure
	• The phone number you added will appear on the Patient Details screen. 
	Figure
	5.3 REQUESTS  TAB ACTIVITIES 
	The Requests tab allows you to access information about the activities requested by an individual or an organization. Requests tab activities include: 
	• Record Disclosure Requests 
	• Record an Accounting of Disclosure Request 
	• Record Simple Disclosure Requests 

	5.3.1 Record a Disclosure Request 
	NOTE: The Record Disclosure hyperlink allows you to record or document the release of PHI. This activity consists of five disclosure phases: patient selection, requester selection, detailed request, disclosure details, and request action. 
	NOTE: The Record Disclosure hyperlink allows you to record or document the release of PHI. This activity consists of five disclosure phases: patient selection, requester selection, detailed request, disclosure details, and request action. 
	NOTE: The Record Disclosure hyperlink allows you to record or document the release of PHI. This activity consists of five disclosure phases: patient selection, requester selection, detailed request, disclosure details, and request action. 
	Disclosure requests allow you to forward it to a Privacy Specialist for approval or denial. Disclosure status will be set to Pending because as a Regular User, you are not authorized to approve disclosures. Entering the requested action allows you to route the disclosure request to your own worklist for further research or route to a Privacy Specialist. 
	To record a request for disclosure: 
	1.  Select the Requests Tab. 
	2.  Click on the Disclosure radio button. 

	3.  Click on the Next button. 
	Figure
	4.  Enter the patient search criteria. (You can search for a patient by the Sponsor’s SSN, by the patient’s name/state, SSN, EDIPN or System ID). 
	5.  Click on the Search button. 

	Sect
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	NOTE: If there were no results that matched your search criteria, you may select from two options: Adjust your search criteria and try again OR Create a new Patient record. 

	 
	 

	6.  Select the correct patient by clicking on the name hyperlink. 
	Figure
	• The Requester Search screen will appear. 
	Figure
	7.  Enter the data into the information fields to search by patient, third party organization, person, or organization. (Complete only one field). 
	 
	8.  Click Select or Search (for that field). 
	Example: If the request is being made by the patient themselves, click on the Search button next to the patient’s name. 
	 
	9.  Confirm Requester and Recipient Details. Verify and/or enter the data into the information fields. 
	 
	10. Click on the Next button. 

	Sect
	Figure
	 
	 
	 
	11. Enter the Request Details: details of the request, identity verification, and authority verification. 
	 

	NOTE: All required fields are marked with an asterisk. 
	NOTE: All required fields are marked with an asterisk. 
	 

	Figure

	12. Scroll down the screen and enter: Information start and end date, request format, and request classification. 
	12. Scroll down the screen and enter: Information start and end date, request format, and request classification. 
	12. Scroll down the screen and enter: Information start and end date, request format, and request classification. 
	 

	13. Click on the Next button. 
	Figure

	 
	 
	 
	14. Enter the Disclosure Details: Request date, disclosure type, origin organization and disclosure purpose. 
	 

	NOTE: The Disclosure description will be automatically populated once a disclosure type is 
	NOTE: The Disclosure description will be automatically populated once a disclosure type is 
	ected. 


	Figure
	 
	 
	15. Scroll down the screen and enter: PHI description and disclosure comments. 
	 
	16. Click on the Next button. 

	Figure
	 
	 
	17. Enter the Request Action Details. 

	 
	 
	18. From the Action drop-down menu, select the appropriate routing option (Privacy Specialist). 
	18. From the Action drop-down menu, select the appropriate routing option (Privacy Specialist). 
	 

	19. Click on the Save button. 
	Figure

	 
	 
	 

	• The Disclosure Request Summary will display. 
	Figure
	5.3.2 Update Patient  Address 
	For a disclosure to be valid, a patient’s address must be entered. The Regular User can update the patient’s address in the middle of a disclosure request. 
	To update the patient’s address: 
	1.  Select the Request Tab. 
	2.  Click the Disclosure radio button. 
	Figure
	3.  Click on the Next button. 
	4.  Enter the patient search criteria. (You can search for a patient by the Sponsor’s SSN, by the patient’s name/state, SSN, EDIPN or System ID). 
	Figure
	5.  Click on the Search button. 
	• If the patient does not have an address entered in the tool, “Primary Address not selected” 
	will be listed next to the patient’s name. 
	Figure
	6.  Select the patient. 
	7.  Enter the patient’s address. 
	Figure
	8.  Click on the Save button. 
	 
	• After saving the address, you can continue with the Disclosure Request where you left off. 
	Figure
	• The Request Summary for that person will be displayed. 
	5.3.3 Record a Simple Disclosure Request 
	 
	 
	A Simple Disclosure Request provides the ability for Multiple Disclosure Accounting. A covered entity may account for multiple disclosures with a single entry if the MTF has made multiple disclosures of PHI to the same person or entity for a single purpose. Some examples include: a series of disclosures that occur on a periodic basis such as monthly medical readiness status, dental class reports, or pre-deployment preparation reports to a commander or the commander’s designee(s). Multiple disclosure is prim
	 
	1.  Click on the Requests Tab. 
	 
	2.  Click on the Simple Disclosure Request radio button. 
	 
	Figure
	3.  Click the Next button. 

	4.  Enter the patient search criteria. (You can search for a patient by the Sponsor’s SSN, by the patient’s name/state, SSN, EDIPN or System ID). 
	4.  Enter the patient search criteria. (You can search for a patient by the Sponsor’s SSN, by the patient’s name/state, SSN, EDIPN or System ID). 
	4.  Enter the patient search criteria. (You can search for a patient by the Sponsor’s SSN, by the patient’s name/state, SSN, EDIPN or System ID). 

	5.  Click on the Search button. 
	Figure
	6.  Select patient from the Patient Search Results screen. 
	Figure
	7.
	Click on the Multiple Disclosures for the same Purpose radio button. (The disclosure frequency was added to differentiate between single and multiple disclosures. It is defaulted to single). 
	Figure
	• The Disclosure Frequency fields will appear. 
	8.  Select the occurrence, start date, and end date. (Users can select from the drop-down menu, which includes: weekly, monthly, or annually, or they have the option to put how many times the disclosure occurs in a specified time period.) 
	                  
	9.  Click on the Change button. 
	 
	10. Select the Requester: either a) select by the default patient or third party 
	organization or b) enter the information into the data entry fields, to search by person or organization. Complete only one field. 
	Figure
	11. Confirm the requester details. Click the Search button and/or Select the Requester. 
	Figure
	12. Select the Requester Identity Verified and Disclosure Type from their respective drop- down menus. 
	 
	NOTE: The Disclosure description will be automatically populated once a disclosure type is selected. 
	 
	Figure
	13. Select the Disclosure Purpose from the drop-down menu. 
	 
	14. Enter the data into the “Other/Details” text box. (For multiple disclosures, the purpose details box must be filled in for the disclosure to be complete.) 
	 
	15. Scroll down the screen and enter: Protected Health Information Description and 
	Disclosure Comments. 
	Figure
	 
	If you need to attach a document to the disclosure request, follow these steps: 
	 
	16. Enter the document title. (If applicable) 
	 
	17. Click on the browse button to attach the document. (If applicable) 
	 
	18. Select Route to Privacy Specialist from the Action drop-down menu. 
	 
	Figure
	19. Click on the Save button. 
	Figure
	• The Request Summary screen will display. 
	5.3.4 Record an Accounting of Disclosures Request
	 
	 
	NOTE: The Disclosure Accounting hyperlink allows you to process a request for a report of all disclosures that have been made for a particular patient.  This activity consists of four accounting of disclosure phases: Patient Selection, Requester Selection, Request Details, and Request Action. 
	 
	A patient may ask for an accounting of disclosures at any time. PHIMT allows for a quick reporting of this information. 
	 
	NOTE: Request Action allows you to route the request to your Privacy Specialist for approval or denial or to your own worklist if you need to research it further. 
	 
	To record a request for an accounting of disclosures: 
	 
	1.  Select the Requests Tab. 
	 
	2.  Select the Create New Request hyperlink. 
	 
	3.  Click on the radio button for Disclosure Accounting. 
	 
	4.  Click on the Next button. 
	Figure

	5.  Search for the patient (You can search for a patient by the Sponsor’s SSN, by the patient’s name/state, SSN, EDIPN or System ID). 
	5.  Search for the patient (You can search for a patient by the Sponsor’s SSN, by the patient’s name/state, SSN, EDIPN or System ID). 
	5.  Search for the patient (You can search for a patient by the Sponsor’s SSN, by the patient’s name/state, SSN, EDIPN or System ID). 

	6.  Click on the Search button. 
	Figure
	7.  Select the patient from the Patient Search Results screen. 
	Figure

	8.  Select the Requester: either a) select by the default patient or organization displayed, or b) enter the information into the data entry fields, to search by patient, third party organization, person, or organization. Complete only one field. (For this User Manual, the patient is selected). 
	8.  Select the Requester: either a) select by the default patient or organization displayed, or b) enter the information into the data entry fields, to search by patient, third party organization, person, or organization. Complete only one field. (For this User Manual, the patient is selected). 
	8.  Select the Requester: either a) select by the default patient or organization displayed, or b) enter the information into the data entry fields, to search by patient, third party organization, person, or organization. Complete only one field. (For this User Manual, the patient is selected). 
	9.  Click Select, or Search (for that field). 

	Figure
	10. Confirm the requester and recipient details. Verify that the information is correct and/or enter the data into the information fields. (If changes are necessary, select Back, and make the changes). 
	11. Click on the Next button. 
	 
	12. Enter the Request Details: details of the request, identity verification (with description), and authority verification (with description). 
	Figure
	13. Scroll down the screen and enter: Information start and end date, request format, and request classification. 
	Figure
	14. Click on the Next button. 

	Figure
	15. Enter the Request Action details. 
	15. Enter the Request Action details. 
	16. From the Action drop-down menu, select the appropriate person to route the request to. (The 
	Regular User would route the request to the Privacy Specialist or to their worklist). 
	17. Click on the Save button. 
	Figure

	• The Request Summary screen will display. 
	• The Request Summary screen will display. 
	• The Request Summary screen will display. 
	 

	NOTE: The current disclosure accounting appears in the status box. 
	Figure
	5.4  REQUESTER TAB ACTIVITIES 
	The Requester tab (shown below) provides access to all PHIMT Requester data and allows you to access information about the individual or organization making the disclosure request. You must first identify an organization or individual as the requester. This can be accomplished on the Requester Search screen. The hyperlinks become active on the Requester Summary screen once a requester has been designated. Access to requester data is provided by these hyperlinks: 
	• Requester Summary 
	• Requester Requests 
	• Requester Profile 
	• Requester Search 
	Figure
	5.4.1 Requester Search 
	NOTE: The Requester Search hyperlink allows you to search for a particular requester. (You are searching for a patient in the database). 
	To search for a particular requester: 
	1.  Select the Requester Tab. 
	2.  Select the Requester Search hyperlink. 
	3.  Enter the person’s name for the search. 
	4.  Click on the Search button. 
	5.  Select the patient from the Requester Search Results screen. 
	Figure
	Figure
	• The Requester Summary screen will display. The Regular User can display reports and/or letters by clicking the Display button or accessing another hyperlink. 
	5.4.2 Requester Requests 

	NOTE: The Requester Requests screen displays the status of all requests that were generated by a particular patient or organization. 
	NOTE: The Requester Requests screen displays the status of all requests that were generated by a particular patient or organization. 
	To view the status of requests: 
	1.  Select the Requester Tab. 
	2.  Select the Requester Search hyperlink. 
	3.  Enter the person’s name for the search. 
	4.  Click on the Search button. 
	5.  Select the patient from the Requester Search Results screen. 
	6. Click on the Select button. 
	• The Requester Summary screen will display. 
	NOTE: Steps 1-6 for Requester Requests are the same as those for Requester Search,5.4.1. Refer to steps 1-6 in 5.4.1 for screen display information. 
	Figure
	7.  Select the Requester Requests hyperlink. 
	Figure
	• The Requester Requests screen will display. All requests for that particular patient or organization and the status of those requests will be displayed. (Regular Users can view the status of a disclosure; however, they cannot view the details of the disclosure. They do not have access to the Request Session ID). 
	5.4.3 Requester Profile 
	Figure
	NOTE: The Requester Profile hyperlink allows you to view information about the individual or organization making the request. 
	To edit the requester’s profile: 
	1.  Select the Requester Tab. 
	2.  Select the Requester Search hyperlink. 
	3.  Enter the person’s name for the search. 
	4.  Click on the Search button. 
	5.  Select the patient from the Requester Search Results screen. 
	6.  Click on the Select button. 
	• The Requester Summary screen will display. 
	NOTE: Steps 1-6 for Requester Profile are the same as those for Requester Search, 5.4.1. Refer to steps 1-6 in 5.4.1 for screen display information. 
	7.  Select the Requester Profile hyperlink. 
	          
	8.  Enter the required information: name, requester type, EDIPN, SSN, Sponsor SSN, birth date of the requester. Use drop-down menus where applicable. 
	NOTE: The required fields are marked with an asterisk. 
	 
	9. Click on the Update button. 
	 
	Figure
	5.4.4 Requester Summary 
	NOTE: The Requester Summary hyperlink allows you to display all the letters and reports that were requested. 
	To view a summary of all disclosure letters and reports: 
	1.  Select the Requester Tab. 
	2.  Select the Requester Search hyperlink. 
	3.  Enter the person’s name for the search. 

	4.  Click on the Search button. 
	4.  Click on the Search button. 
	4.  Click on the Search button. 
	5.  Select the patient from the Requester Search Results screen. 
	6.  Click on the Select button. 
	• The Requester Summary screen will display. 
	NOTE: Steps 1-6 for Requester Profile are the same as those for Requester Search, 5.4.1. Refer to steps 1-6 in 5.4.1 for screen display information. 
	7.  Select Letters or Reports (or both) by placing a check in the checkboxes. 

	8.  Click on the Display button. 
	Figure
	• A summary of all letters and reports of disclosures made by that requester will be displayed. 
	Figure
	P
	P
	6.0 GLOSSARY 
	P
	To facilitate clarity the following terms will be used throughout the document and are defined as follows: 
	P
	Table
	TERM 
	TERM 
	TERM 

	DEFINITION 
	DEFINITION 


	TR
	TD
	P
	P
	P
	Accounting Suspension 

	An action that results in the temporary postponement of a previously 
	An action that results in the temporary postponement of a previously 
	approved disclosure. The suspension can be either specific (referring to a particular disclosure) or type (referring to a disclosure of a particular type). Suspensions can be oral, lasting for up to thirty days, or written, lasting up to six months. 


	Action 
	Action 
	Action 

	A specific activity that requires a response to a request. 
	A specific activity that requires a response to a request. 


	TR
	TD
	P
	Add Organization 

	A hyperlink on the Admin Tab that allows the User Admin to enter new user facilities to the current listing 
	A hyperlink on the Admin Tab that allows the User Admin to enter new user facilities to the current listing 


	TR
	TD
	P
	Add User 

	A hyperlink on the Admin tab that allows the User Admin to enter a new user into the database. 
	A hyperlink on the Admin tab that allows the User Admin to enter a new user into the database. 


	TR
	TD
	P
	P
	Admin Tab 

	One of two label tags that provide access to a set of User Admin activities 
	One of two label tags that provide access to a set of User Admin activities 
	that regulate administrative functions of the PHIMT database. These activities include: maintaining disclosure types and organizations, and creating/modifying users. 


	TR
	TD
	P
	All User’s List 

	A hyperlink on the Admin tab that provides a listing of all users in the 
	A hyperlink on the Admin tab that provides a listing of all users in the 
	database. This hyperlink makes user management available. 


	TR
	TD
	P
	Attach 

	An option that allows the User to send documentation or files with a 
	An option that allows the User to send documentation or files with a 
	disclosure. 


	TR
	TD
	P
	Authorization 

	A hyperlink on the Patient tab that allows the User to process an approval for a disclosure. 
	A hyperlink on the Patient tab that allows the User to process an approval for a disclosure. 


	TR
	TD
	P
	Back 

	A navigation button that allows the Regular User to return to the previous screen. 
	A navigation button that allows the Regular User to return to the previous screen. 


	TR
	TD
	P
	Complaint 

	Activity that allows a user to file a HIPAA grievance against a person or organization. 
	Activity that allows a user to file a HIPAA grievance against a person or organization. 


	Create 
	Create 
	Create 

	An option that allows the Regular User to initiate a new activity. 
	An option that allows the Regular User to initiate a new activity. 


	TR
	TD
	P
	Create New Request 

	A hyperlink on the Requests tab that allows the Regular User to initiate a request for a new disclosure activity. 
	A hyperlink on the Requests tab that allows the Regular User to initiate a request for a new disclosure activity. 


	TR
	TD
	P
	Disclosure 

	A hyperlink on the Requests tab that allows the Regular User to forward a release of protected health information to the Privacy Specialist. 
	A hyperlink on the Requests tab that allows the Regular User to forward a release of protected health information to the Privacy Specialist. 


	TR
	TD
	P
	Disclosure Accounting 

	A hyperlink on the Requests tab that allows the Regular User to process a justification for a disclosure. 
	A hyperlink on the Requests tab that allows the Regular User to process a justification for a disclosure. 


	Disclosure Details 
	Disclosure Details 
	Disclosure Details 

	Refers to information about a specific release that the Regular User can 
	Refers to information about a specific release that the Regular User can 


	Disclosure Restriction 
	Disclosure Restriction 
	Disclosure Restriction 

	TD
	P
	Placing constraints on either the information being released or its recipient. 



	P
	TERM 
	TERM 
	TERM 
	TERM 

	DEFINITION 
	DEFINITION 


	TR
	TD
	P
	Display 

	An option that allows the Regular User to view various types of information about a particular patient or disclosure activity. 
	An option that allows the Regular User to view various types of information about a particular patient or disclosure activity. 


	TR
	TD
	P
	Generate Form 

	A hyperlink on the Patient tab that allows the Regular User to create forms and letters for various disclosure activities and situations. 
	A hyperlink on the Patient tab that allows the Regular User to create forms and letters for various disclosure activities and situations. 


	Login 
	Login 
	Login 

	The opening screen that requires a User ID and Password. 
	The opening screen that requires a User ID and Password. 


	Logoff 
	Logoff 
	Logoff 

	A hyperlink that allows the Regular User to exit PHIMT. 
	A hyperlink that allows the Regular User to exit PHIMT. 


	MDR Data 
	MDR Data 
	MDR Data 

	Data that has been imported from the MHS Data Repository. 
	Data that has been imported from the MHS Data Repository. 


	MTF 
	MTF 
	MTF 

	Military treatment facility. 
	Military treatment facility. 


	TR
	TD
	P
	My Profile 

	A hyperlink on the User tab that allows the Regular User to enter/update personal information and preference data. 
	A hyperlink on the User tab that allows the Regular User to enter/update personal information and preference data. 


	TR
	TD
	P
	My Requests 

	A hyperlink on the User tab that allows Regular Users to view the status of all requests initiated by them. 
	A hyperlink on the User tab that allows Regular Users to view the status of all requests initiated by them. 


	TR
	TD
	P
	P
	My Worklist 

	TD
	P
	A hyperlink on the User tab that serves as an electronic inbox. It allows Regular Users perform desktop duties such as viewing all tasks currently assigned to them. 


	TR
	TD
	P
	New 

	An action button that allows the Regular User to develop a new item, patient, or organization. 
	An action button that allows the Regular User to develop a new item, patient, or organization. 


	TR
	TD
	P
	New Patient  Record 

	A hyperlink on the Patient Search Results screen that allows Regular 
	A hyperlink on the Patient Search Results screen that allows Regular 
	Users to provide information about a new patient. 


	TR
	TD
	P
	Next 

	A navigation button that allows the Regular User to proceed to the next step in an activity. 
	A navigation button that allows the Regular User to proceed to the next step in an activity. 


	Organization 
	Organization 
	Organization 

	A Military Service or MTF. 
	A Military Service or MTF. 


	TR
	TD
	P
	Organization 
	Management 

	TD
	P
	A hyperlink on the Admin tab that allows the User Admin to create and/or modify facilities within the database. This term refers to the process of maintaining a user’s organization profile and status. 


	TR
	TD
	P
	Patient  Profile 

	A hyperlink on the Patient tab that allows the Regular User to create or edit patient information. 
	A hyperlink on the Patient tab that allows the Regular User to create or edit patient information. 


	TR
	TD
	P
	Patient  Search 

	A hyperlink on the Patient tab and main screen that allows the Regular 
	A hyperlink on the Patient tab and main screen that allows the Regular 
	User to look for a particular patient in the database. 


	Patient  Tab 
	Patient  Tab 
	Patient  Tab 

	A tag or label that provides the User with patient-specific activities. 
	A tag or label that provides the User with patient-specific activities. 


	PHI 
	PHI 
	PHI 

	Protected Health Information. 
	Protected Health Information. 


	PHIMT 
	PHIMT 
	PHIMT 

	Protected Health Information Management Tool. 
	Protected Health Information Management Tool. 


	TR
	TD
	P
	Privacy Specialist 

	The Privacy Officer or designee at an MTF or Service level. This role 
	The Privacy Officer or designee at an MTF or Service level. This role 
	allows the user to maintain disclosure reporting, approve/deny disclosure requests, amend requests, and to restrict and suspend disclosures. 


	Record Disclosure 
	Record Disclosure 
	Record Disclosure 

	Documention and confirmation of the release of PHI. 
	Documention and confirmation of the release of PHI. 


	TR
	TD
	P
	Regular User 

	A general role with basic functionality. This role can create disclosures and authorization requests that can be routed to a Privacy Specialist. 
	A general role with basic functionality. This role can create disclosures and authorization requests that can be routed to a Privacy Specialist. 



	TERM 
	TERM 
	TERM 
	TERM 

	DEFINITION 
	DEFINITION 


	Request 
	Request 
	Request 

	The first step in initiating a disclosure activity. 
	The first step in initiating a disclosure activity. 


	TR
	TD
	P
	Request Action 

	A prompt for a specific performance (route to Privacy Specialist or route to your Worklist) to be taken on a disclosure. 
	A prompt for a specific performance (route to Privacy Specialist or route to your Worklist) to be taken on a disclosure. 


	TR
	TD
	P
	Request Details 

	Allowing the Regular User to view relevant information about a particular disclosure. 
	Allowing the Regular User to view relevant information about a particular disclosure. 


	Requester 
	Requester 
	Requester 

	The individual or agency asking for the disclosure. 
	The individual or agency asking for the disclosure. 


	TR
	TD
	P
	Requester Profile 

	A hyperlink on the Requester tab that allows the user to view information about the individual or organization making the request. 
	A hyperlink on the Requester tab that allows the user to view information about the individual or organization making the request. 


	TR
	TD
	P
	Requester Requests 

	A hyperlink on the Requester tab that allows Regular Users to view a listing of all requests that were made by an individual or an organization. 
	A hyperlink on the Requester tab that allows Regular Users to view a listing of all requests that were made by an individual or an organization. 


	TR
	TD
	P
	Requester Summary 

	A hyperlink on the Requester tab that allows the Regular User to view a brief of all requests initiated by an individual or organization. 
	A hyperlink on the Requester tab that allows the Regular User to view a brief of all requests initiated by an individual or organization. 


	TR
	TD
	P
	Requester Tab 

	A tag or label that allows the Regular User to access information about the individual or agency making a request for a disclosure. 
	A tag or label that allows the Regular User to access information about the individual or agency making a request for a disclosure. 


	TR
	TD
	P
	Requests Tab 

	A tag or label that allows the regular User to access information about the activities that have been requested by an individual or organization. 
	A tag or label that allows the regular User to access information about the activities that have been requested by an individual or organization. 


	TR
	TD
	P
	Restriction 

	A constraint put upon a particular disclosure activity. The constraint 
	A constraint put upon a particular disclosure activity. The constraint 
	could refer to denying access to a particular individual or a particular time frame. 


	Revoke Authorization 
	Revoke Authorization 
	Revoke Authorization 

	TD
	P
	A user rescinding a previous approval for a particular disclosure 


	TR
	TD
	P
	Role 

	A named collection of permissions. A role allows users with the same 
	A named collection of permissions. A role allows users with the same 
	permissions to be grouped under a unique name such as: Regular User, User Admin, or Privacy Specialist. 


	TR
	TD
	P
	Routing 

	Forwarding an approval request for disclosure to your worklist for later 
	Forwarding an approval request for disclosure to your worklist for later 
	action, or to another individual. For example, a Regular User may forward the approval request to a Privacy Specialist. 


	TR
	TD
	P
	Save 

	An action button that allows Regular Users to save data entries, information, and procedures. 
	An action button that allows Regular Users to save data entries, information, and procedures. 


	TR
	TD
	P
	Search 

	An action button that allows Regular Users to search for a particular individual or activity. 
	An action button that allows Regular Users to search for a particular individual or activity. 


	TR
	TD
	P
	Search for a Request 

	A hyperlink on the Requests tab that allows the Regular User to look for a particular request made by that person. 
	A hyperlink on the Requests tab that allows the Regular User to look for a particular request made by that person. 


	TR
	TD
	P
	Select 

	An action button that allows Regular Users to select a particular patient or activity. 
	An action button that allows Regular Users to select a particular patient or activity. 


	TR
	TD
	P
	Status Box 

	Avgray box in the upper left corner of all screens. This box displays the 
	Avgray box in the upper left corner of all screens. This box displays the 
	current information for a patient or activity; depending on actions being performed. 



	TERM 
	TERM 
	TERM 
	TERM 

	DEFINITION 
	DEFINITION 


	TR
	TD
	P
	Summary 

	A hyperlink on the Phone Number Details screen of the Patient tab that 
	A hyperlink on the Phone Number Details screen of the Patient tab that 
	allows Regular Users to view a brief of all disclosure activities for a particular patient. 


	TR
	TD
	P
	P
	Summary Item Filter 

	TD
	P
	A feature accessed on the Patient Summary screen. It allows the user to display a synopsis on disclosures, suspensions, restrictions, reports, letters, and complaints. 


	Suspension 
	Suspension 
	Suspension 

	The act of delaying a disclosure or putting it on hold temporarily. 
	The act of delaying a disclosure or putting it on hold temporarily. 


	TR
	TD
	P
	P
	Switch Organizations 

	TD
	P
	A hyperlink on the User tab that allows Regular Users assigned to more than one organization to switch between their organizations. This allows them to change their primary status in an organization. 


	TCL 
	TCL 
	TCL 

	The table where the MDR data is stored. 
	The table where the MDR data is stored. 


	DHA 
	DHA 
	DHA 

	Defense Health Agency 
	Defense Health Agency 


	TR
	TD
	P
	Update 

	An action button that allows Regular Users to update information or perform additional activities. 
	An action button that allows Regular Users to update information or perform additional activities. 


	TR
	TD
	P
	P
	P
	P
	P
	User Admin 

	A role that allows the user to set up all accounts for users within their facilities as directed by the MTF Privacy Officer. The User Admin creates and assigns user names and passwords, adds/modifies users from within their Service, assigns roles, creates user-to-user relationships, 
	A role that allows the user to set up all accounts for users within their facilities as directed by the MTF Privacy Officer. The User Admin creates and assigns user names and passwords, adds/modifies users from within their Service, assigns roles, creates user-to-user relationships, 
	verifies the identity of individuals who access PHIMT, and provides login information to users. The User Admin also creates workflows by routing the requests of a Regular User to a Privacy Specialist and from a Privacy Specialist to another Privacy Specialist, if necessary. 


	TR
	TD
	P
	P
	User Profile 

	TD
	P
	Used when referring to the Add User activity. This profile screen allows the User Admin to enter personal information and preference data about a new user 


	TR
	TD
	P
	P
	P
	P
	User Role 

	A named collection of permissions. A role allows Users with the same 
	A named collection of permissions. A role allows Users with the same 
	permissions to be grouped under a unique name such as Regular User, User Admin, or Privacy Specialist. Each role has varying degrees of permissions. Roles allow users with the same permissions to be grouped under a unique name (ex. Regular User, User Admin, and Privacy Specialist). The MTF Privacy Officer usually determines the appropriate role. 


	TR
	TD
	P
	User Search 

	A hyperlink on the Admin tab that allows the User Admin to search for a particular user. 
	A hyperlink on the Admin tab that allows the User Admin to search for a particular user. 


	TR
	TD
	P
	User Tab 

	A tag or label that allows the Regular User to access all PHIMT User- 
	A tag or label that allows the Regular User to access all PHIMT User- 
	related information. This tab is designed to track all tasks assigned to a user 



	TERM 
	TERM 
	TERM 
	TERM 

	DEFINITION 
	DEFINITION 


	 
	 
	 
	 
	 
	 
	User-to-User 
	Relationship 

	The different user types and how they work with one another. The User Admin creates this relationship as directed by the MTF Privacy Officer. The Privacy Officer understands how the MTF manages disclosures. The User Admin understands how to create a workflow by routing requests of a Regular User to a Privacy Specialist and from a Privacy Specialist to another Privacy Specialist, thereby creating the working relationships 
	The different user types and how they work with one another. The User Admin creates this relationship as directed by the MTF Privacy Officer. The Privacy Officer understands how the MTF manages disclosures. The User Admin understands how to create a workflow by routing requests of a Regular User to a Privacy Specialist and from a Privacy Specialist to another Privacy Specialist, thereby creating the working relationships 
	between the different users. Multiple user relationships can be established throughout the facility. 



	 
	7.0 USER ROLE PERMISSIONS 
	 
	 
	 
	 
	 
	PHIMT  REGULAR USER PERMISSIONS 


	PHIMT  Regular User Tab 
	PHIMT  Regular User Tab 
	PHIMT  Regular User Tab 

	Enabled Permissions 
	Enabled Permissions 


	Logon/Logoff 
	Logon/Logoff 
	Logon/Logoff 

	Both 
	Both 


	Patient Tab 
	Patient Tab 
	Patient Tab 

	Create patient 
	Create patient 
	Generate form Generate letter Patient authorization Patient profile 
	Patient search Patient summary Patient workflow View disclosure 


	User Tab 
	User Tab 
	User Tab 

	Change password 
	Change password 
	Switch to other organizations 
	Update address User profile User workflow User worklist 
	Workflow activity Workflow request Workflows tab 


	Admin Tab 
	Admin Tab 
	Admin Tab 

	None (can attach file as part of another activity) 
	None (can attach file as part of another activity) 
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