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1.0 INTRODUCTION TO PHIMT

The Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule requires
covered entities to safeguard the privacy of individuals Protected Health Information (PHI).

e A covered entity is a health plan, such as the TRICARE Health Plan, a health care
clearinghouse, which would include companies that perform electronic billing on behalf
of Military Treatment Facilities (or MTFs), or a health care provider, such as a doctor or
dentist working at an MTF, who transmits any health information in electronic form in
connection with a covered transaction. Covered transactions are certain financial and
administrative transactions covered by HIPAA. Examples of covered transactions include
paying for health care, making billing requests, seeking eligibility determinations from a
health plan, and providing referral authorization. For purposes of complying with
HIPAA, the MHS is defined as a single covered entity. The MHS must comply with the
requirements of HIPAA both as a provider of health care — through MTFs, which include
both medical and dental facilities — and as the TRICARE health plan — through contracted
network health care services.

e PHI is defined as individually identifiable health information (IIHI) that is transmitted or
maintained by a covered entity or business associate in any form or medium. PHI
excludes: (1) Employment records held by a covered entity in its role as an employer
(such as sick leave information held by a hospital as an employee), and (2) Persons
deceased more than 50 years. IIHI is defined as information that is a subset of health
information, including demographic information collected from an individual, and:

o is created or received by a covered entity or business associate; and
o relates to the past, present or future physical or mental health condition of an
individual; the provision of health care to an individual; or the past present or
future payment for the provision of health care to an individual; and
= That identifies the individual; or
=  With respect to which there is a reasonable basis to believe it can be used
to identify the individual. A patient’s name or account number are
obvious identifiers of an individual, but other not so obvious types of
information such as race and age together may also identify an individual.

The Department of Defense (DoD) regulation, DoD 6025.18-R, Health Information Privacy
Regulation, implements the HIPAA Privacy Rule for the Military Health System (MHS). This
regulation will ultimately be replaced with a DoD Instruction, Privacy of Individually
Identifiable Health Information in DoD Health Care Programs, which will incorporate updates
from the Omnibus Final Rule and developments within the MHS over the years.

The HIPAA Privacy Rule requires a covered entity to maintain a history of when and to whom
disclosures of PHI are made. The MHS, as a covered entity, must be able to provide an
accounting of those disclosures to an individual upon request.

In accordance with DoD 6025.18-R, MTFs, as covered entities within the MHS, must provide an

accounting of disclosures within 60 days of a request. If the MTF cannot honor an accounting of
disclosures within the 60-day period, it must provide information to the requester as to the reason
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for the delay and expected completion date. The MTF may extend the time to provide the
accounting by no more than 30 days. Only one extension is permitted per request.

To comply with these requirements, the Defense Health Agency (DHA) created an electronic
disclosure-tracking tool. The Protected Health Information Management Tool (PHIMT) stores
information about all disclosures that are made for a particular patient. PHIMT has a
functionality built into it that can provide an accounting of disclosures.

PHIMT also contains the functionality to store Authorizations and Restrictions. This centralized
retention allows Users to easily access the information across the MHS.

The PHIMT tool is available for MHS covered entities, including MTFs.

1.1 PHIMT User Permissions

Each user is assigned to one or more organization(s), which is defined as a logical or physical
entity such as an MTF, a Military Service, or DHA.

PHIMT permissions are based on status-level relationships within Service Groups. These
Service Groups consist of the Army, Navy, Air Force, and Coast Guard. Anyone in a given
Service Group can be granted access to information required to perform his or her duties.
Specific roles have corresponding permissions that determine the level of access an individual
will have and may be limited to a facility level (e.g., a MTF). Those in roles with the highest
levels of permissions will have access to all information within their Service Group. An
individual within any Service Group may not be granted access to information in any other
Service Group.

For example, DHA, Group A the top tier, occupies those roles with the highest levels of
permissions. Individuals in this group are granted access to all information within their Service
Group. Individuals Group B the second tier, do not have access to the information accessible to
those in the top tier since they occupy roles requiring a lower level of permissions. However,
Group B does have access to the information in Group C, comprised of roles requiring even
lower permission levels. The third tier, Group C, is comprised of offices and command centers
within the Service Groups. This tier can only access information necessary for the individual to
complete his or her responsibilities.

1.2 PHIMT User Roles

A role is a named collection of permissions. Roles allow users with the same permissions to be
grouped under a unique name. PHIMT roles include:

e Regular User is a general role with basic functionality. This role can create disclosures
and authorization requests that can be routed on to a Privacy Specialist

e User Admin is a local administrator for a MTF or a designated Service. The e-mail
account administrators will handle this role for each MTF or Service
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e Privacy Specialist is the Privacy Officer or designee at an MTF or Service level. This
role allows the user to maintain disclosure reporting, approve/deny disclosure requests,
amend requests, restrict, and suspend disclosures, and to generate associated letters

e Tool Administrator has global access to the application and will be maintained by the
PHIMT Help Desk. This role allows the user to configure roles within MTFs, and create
permissions within the application

Within an organization, each user can have one or more role(s). A user can have the same roles
in multiple organizations, or different roles in multiple organizations. Roles are inherited
through permission levels.

NOTE: An individual’s particular user role will determine the level of PHIMT activities he
or she is authorized to perform. Different user roles are authorized to access different tabs in
the tool.

The Privacy Office is responsible for granting PHIMT access to users based on the user’s job
functions. Some of the departments that the Privacy Officer may wish to grant access include,
but are not limited to:

Medical records
Release of information
Patient advocate
Patient’s rights
Privacy office

Some or all individuals within these departments may be designated as Regular Users or Privacy
Specialists.

1.2.1 Privacy Specialist

The Privacy Specialist role allows the user to maintain disclosure reporting, approve/deny
disclosure requests, amend requests, restrict and suspend disclosures, and issue complaints.
This role is usually a Privacy Officer within the facility or a designee at an MTF or Service level.

The Privacy Specialist understands how the MTF manages disclosures. Disclosure requests may
be routed from a Regular User to the Privacy Specialist or from one Privacy Specialist to
another. This process helps establish working relationships between the different PHIMT users.

1.2.2 Regular User

The Regular User can create disclosure and authorization requests that can later be routed to a
Privacy Specialist. He/she can review patient profiles, record an accounting of disclosure
request, and revoke authorizations.
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1.2.3 User Admin

The User Admin will create User-to-User Relationships as directed by the Privacy Officer. A
collaborative effort is required to ensure the release of PHI is managed within PHIMT. Before
establishing any relationships, the Privacy Officer will have an understanding of the way the
MTF manages disclosures, the key individuals involved in the release of information and
tracking of disclosures, and the approval process. A complimentary knowledge base will come
from understanding how to create a workflow for routing the requests of a Regular User to a
Privacy Specialist and from a Privacy Specialist to another Privacy Specialist, if necessary.
Multiple User-to-User Relationships can be established throughout the facility.

1.3 PHIMT SYSTEM REQUIREMENTS

Before using PHIMT, it is necessary to understand and ensure the operating requirements are
met. PHIMT has specific requirements for the operating system, browser, and plug-ins. In
particular, PHIMT requires a Microsoft Windows operating system: Windows XP (home,
professional), Windows 2000 (standard, professional, advanced), or Windows 98.

NOTE: Windows NT works with PHIMT in most cases, but some limitations may exist.

1.3.1 Browser Requirements

PHIMT requires the use of Microsoft Internet Explorer, version 6.0 or above.

NOTE: Cookies and JavaScript should be enabled (these items are enabled in a default
browser installation).

1.3.2 Plug-Ins

PHIMT requires the use of Adobe Acrobat, version 6.0 or above. The application will also work
with version 5.0 but the latest version is recommended.

NOTE: To display the generated letters and reports in the browser, the Adobe Acrobat Plug-
in is required. This is normally installed with Adobe Acrobat Reader. Download Adobe
Acrobat for free at hitp.// www.adobe.com.

2.0 ACCESSING AND USING PHIMT

Now that you have an understanding of why PHIMT was developed, are familiar with its
capabilities and system requirements, and understand your role, you are ready to access the
application.

To login to the PHIMT application:
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1. Enter the URL for PHIMT into the address bar in your Web browser:
https://tma-phimt.csd.disa.mil/hipaax

The Internet window should open to the MANDATORY DOD NOTICE AND CONSENT BANNER
window shown below.

I)[ANDATORY DOD NOTICE AND CONSENT BANNER
You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized nse only.

By using this IS (which includes any device attached to this IS), you consent to the following conditions:

o The USG routinely intercepts and monitors commmications on this IS for purposes inchiding, bt not limited to, penstration testing. COMSEC monitoring, network operations and defense. personnel (BM), law
(LE), and counterintelligence (CT) investigations

o Atany time, the USG may inspect and seize data stored on this IS,

o Conmmmications nsing, or data stored on this S are not private, are subject to Toutine monitoring, interception, and search, and may be disclosed or used for any USG-authorized purpose

o This IS includes security measures (e.g., authentication and access controls) to protect USG inferests not for your personal benefit or privacy.

& Notwithstanding the above, using this IS does not constitute consent to PM, LE or CI mvestigative searching or monitoring of the content of privileged communications, or work product, related to perscnal representation or services by
attomeys, psychotherpists, or clergy, and their assistants. Such communications and work product are private and confidential. See User Agreement for detaile.

ok

2. Read the DoD Notice and Consent Banner
3. Click on the “OK” button at the bottom of the notice

After clicking on the “OK” button, you should be taken to the DoD MHS PKE and CAC
screen shown below:

IDENTITY
AUTHENTICATION
SERVICES

a Please click on "CAC/PIV Access” below 1o access the application using your DoD Common
Access Card (CAC), Depariment of Veterans Affairs (VA) Personal Identification Verification
n (PIV) card, or DoD Approved ORC or IdenTrust External Certificate Authority (ECA)
T certificate.

tMake sure that your DoD CAC, ECA or VA PIV is inserted into the CAC/PIV reader so that
your identity certificate is available to the web browser,

1§ pous need in ipdate your Entarprios frofis cick: Authenticate with your DoD CAC, VA PIV or ECA certificate:

hington, D.C. 20301-1200
il Use Only

4. Click on the Green CAC Access button at the bottom of the screen.

This will display the “Select Certificate” window.
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| Windows Security

| G
‘. Issuer: DOD EMAIL CA-32
Valid From: 2/4/2015 to §/13/2017

5. Select valid CAC Identification then click on the “OK” button

6. The DHA MHS PHIMT SERVER Notice and Terms of Use window should appear

7. Read the Notice and Terms of Use
8. Click on the “Accept” button at the bottom of the window

9. Upon successful login into PHIMT, you will land on the User Tab, which is the default
setting, shown below:
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3.0 UNDERSTANDING PHIMT SCREENS

Each tab of the PHIMT screens contains basic information that will be helpful to you when
performing various activities.

3.1 SCREEN FEATURES

There are many features to the PHIMT screen that you can use as you navigate your way through the
many disclosure activities you will perform. These screen features include Date, Navigational Options,
Status Box, and Activity Hyperlinks.

3.1.1 Date

The date feature displays the current weekday, month, day, and year in the upper left corner of
the PHIMT screen.

Patent
Curient User: - User Worklist
B Scied User Workiist =
DHA Aty - Request

: =
L&u’&ﬁm There 2 o SCHAINES O JOUT Workisr

Last Failed Logon:
Maone

FOR OFFICIAL USE QALY
Cogyngnt © MNew Gormmancd, e J000-2018, ALL RIGHTE NESERVED
Ve 200070

3.1.2 Navigational Options
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Navigational Options, such as the Patient Search, provide directional hyperlinks that will help
you proceed through the PHIMT application. They are located in the upper right hand corner of
the PHIMT screen.

Wednesday, October 26, 2016 Patient Search
Patient User Admin Requests Authorizations Requester Reports
Current User. User Worklist
:M_U; John User Worklist
o Activity Request - sient " s
Instsnce 1D Session ID Activity ID Source Patient Requester Status Creation Date
Last Logon:

10/26/168 2:168 PM There are no activities on your workdist

Last Failed Logon
None

My Profile
My Requests
My Woridist

Saich organzatons

3.1.3 Status Box

The gray status box shows current information and is located in the upper left hand corner for all
PHIMT screens. The status box displays the following information; Current User Name, User
Organization, and Assigned Role, and Patient Information. This information is updated when
making inputs for various activities.

Wadnesday, October 28, 2016 Patent Search Logoft
Patient User Admin Requests Authorizations Requester Reporis

Current Usar Uker Worklist

Doe. Jobn Ufer Workiist

DHA ‘

e Aty Regues - 3 . " = £

I . Nistincs iD Sgasion 1D Actrety 1D Souroe Faten: FReguasier Sistus Creation Date

1;‘:—_.;?:: 18 B TiRere are RO actnited On your wordiat

Last Faibed Logon

Naone

vty Profie

Wty Raquasts

LU

Syssch prpasceptioeg

3.1.4 Activity Hyperlinks

The Activity Hyperlinks feature is located under the status box, on the left hand side of the
PHIMT screen. This listing consists of hyperlinks for activities that can be performed while in a
specific “tab.” The hyperlinks may include: My Profile, My Requests, or My Worklist;
depending on which tab you are using. Your user role will determine specific hyperlinks listed.
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Wednesday, Ociobar 26, 2016 Patient Search  Logoff

Patient User Admin Requests Authorizations Requester Reports
Currend User: User Worklist
goe John User Workbist
A

Actiety Fegues! P -

i D Seasion 1D Actreaty ID Source Patan Regoesier Sy Craavon Date

Last Logon

SRS 218 B Themr anp RO Scinibes On your wiorkdis?

Last Failed Logon
Hone

iy Profie
Lty Regquesss

Aty Workkst

Sgash organocatons

3.1.5 PHIMT Screen Tabs
PHIMT screen tabs are labels that are located at the top of the display screen. The tabs serve as
file folders for different groupings of activities. The specific tabs will vary depending on what

role you are assigned.

e Privacy Specialist tabs includes: Patient, User, Admin, Requests, Requester

Requesis Authorizations Requester

e Regular User tabs includes: Patient, User, Requests, Authorizations, Requester

I Patient User Requests Authorizations Requester I

e User Admin tabs includes: User, Admin. Each tab allows for different activities.

3.1.6 Screen Title

The Screen Title is located directly under the PHIMT Screen Tabs and above the display screen.
This is the Title of the particular screen being displayed (ex. User Worklist, Patient Search
Results).

Last Edited: 12/12/2016 12



Protected Health Information Management Tool

My Profis
Lty Requests
Rty Woridst

User Manual
Wednesday, October 26, 2016 Pabent Search  Logoff
Patient Lser Admin Requests Authorizations Requester Repaorts
Current User User Worklist
Dos. John
i i FHCENS Astivity 1D Saurce Patant 2! 31es Susiua Creston Dste
Instance IO Season 1D i — r o . -
Last Logon: e
ODAE T- 18 P hent ank RO acinibeg 0n your woskdig!
Last Failed Logon
fione

3.1.7 Display Screen/Application Window

The display screen/application window is the PHIMT user’s work area. These screens contain
various fields that provide required information for proceeding through the PHIMT activities.
To assist with data input, PHIMT provides text boxes, windows, calendar icons, and drop down
menus, where applicable.

Feature

Definition

Radio Buttons

Radio buttons appear as black dots to indicate your selection. You can
toggle the buttons between selected and not selected

Check Marks

Check Marks are used to indicate a completed or not completed status.
You can toggle the marks between checked and unchecked

Drop Down Menus

Drop Down Menus provide the user with a list of possible selections
from which to choose. Clicking on a particular item causes it to be
selected and appears in the “Window”. You can change a selection by
clicking the arrow on the menu box and then clicking on a different item

Text Boxes

Text Boxes are empty fields in which you can provide information. At
times, this data is requested as additional comments or for supplemental
information

Calendar Icons

Calendar icons are provided to make it easier for you to input required
dates. Choose a date by selecting the arrow in the date window. A
calendar icon appears for easy inputs. Click on desired date or use the
arrows near the Month and Year headings to display a date not currently
shown. The date you select will appear in the date window.

Action Buttons

Action buttons are used to guide you through the PHIMT steps and
processes. Click on these buttons to proceed through various activities.
Examples of these buttons include: Next, Save, Create, and Update

NOTE: These features will be discussed when they are used in an activity.
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3.2 PHIMT ERROR MESSAGES

PHIMT issues error messages when an entry or selection is not appropriate or complete. The
message begins “Error(s) have occurred” and then follows with a bulleted list of the errors.
For example, if you try to route an activity to someone who does not have access to that
information, or you are not authorized to route the information to that particular person, PHIMT
will display a message indicating that you do not have the authority to perform that task. If you
have not provided information for all the required data fields, PHIMT will issue a message
indicating that information is missing. Once the error has been corrected, you can proceed to the
next step in the PHIMT activity.

4.0 MHS DATA REPOSITORY

PHIMT automatically uploads patient demographic information from the Military Health System
(MHS) Data Repository (MDR) on a monthly basis. This avoids the need for Users to manually
enter patient demographics information prior to recording a disclosure, thus significantly
decreasing the time needed to record a disclosure. In addition, this capability decreases the
likelihood of erroneous information entering PHIMT and increases the reliability and accuracy of
the information it contains.

4.1 ACCESSING PATIENT ACCOUNTS

With MDR data uploaded to PHIMT, the patient demographics will not need to be manually
entered. When searching for a patient, all patient records in the MDR and PHIMT that meet
your search criteria will be returned. The word “New” will appear next to all records that are
from the MDR.

Test, Tonya I new Izzuuq?s 224664223 1973-08-15 P.0. Box 42 Howardsvils, Vi 24562-0042
EDIPN 1046134728
Test, Vanessa 121489 538394984 1998-04-16 125 Granby Pl Partland, TX 76374-1407

EDIPN 1088820702

Test, Virginia §2141 177308169 1939-12-27 12475 Highgate Ln Gloucester, VA 23061-2649
EDIPN: 1034250320

T ken 82139 2650090002 18685-10-01 Undefinad
EDIPN12683T1827

Tes ill 121488 I1BT43051 IMBTLI051 18982-07-01 527 | Ave Sheppard Alb, TX T8311-2502
EDIPN- 1264357700

Other oplions:
Adisl yoyr search criterin a0d Irv aoain
Create a new Patient record

NOTE: When available, the address in the MDR will supersede the address in the PHIMT,
unless the address in the MDR is blank. If the address in the MDR does not match the address
in the PHIMT, the address in the MDR will be the default address. If there is not an address
listed in the PHIMT, the address from the MDR Data will be used.
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Once the patient record has been selected by clicking directly on the name of the patient, the
record will be given a PHIMT Patient ID number, rather than being labeled as “New.”

Patient User Admin Requests Requester
Current Pationt: Patient Search Results
Test, Rebecca
03/13/1984

I AR Search Results - Click on the name to select a person

P—— D SSN S”s;‘r' Birth Date Address
Requests
Record Disclosure
Accounting Suspensions
Disclosure Restrictions EDIPN:1385132766
Authorization
Notice
Patient Profile
Relationships .
Generate Form Other options:

Adj r sear riteria and t in.

Patient Search reate a new Patient record.

Test, R 208939 271905664 274864759 1984-03-13 1445 Beaver Creek Ln Kettering, OH
45429-3703

4.2 DUPLICATE ACCOUNTS

When using the PHIMT to access a patient’s account, the EDIPN is used as the unique identifier.
If there are two patients with the same SSN but different EDIPNs in the PHIMT and/or MDR
data, both accounts will display, clicking on the patient name will select appropriate account.

Patient User Admin Requests Requestor

K-S T A ERT Patient Search Results
Test, Alce
OS/0SME28 Error{s) have oocurmed:

= At least one record atready cxXiSTs (hat ApPEars 10 e the ST person
Summary
Requests — _ _ _
Record Disciosure Link ta an Existing Record - Click an the name 1o select a person
AcCountng Suspensong Pe——
Dwmclosure Restrchans Hame 2] S5 plei Brih Date Address
Authorization
Hatcs Test, Alice 208545 168226481 17TE3I2SSEE 15280505 13520 M Oracle Rd Tucson,
Patient Profis AZ B5TIR
Relatonships

Generate Form

Create a hew Record - - Chek on the name 1o selact a persan

Paient Ssarch e
Hame o SSH prey

Tost Alice new 1882264581 1TEIZELEE 1928-05-08 13530 N Oracie Ad Tucson, &F
B5T39-4259

Bath Date Address

Other options:

& L I riaria and trd again

4.3 PATIENT PROFILE

All patient profiles that are taken from the MDR will be labeled with “Imported from TCL” to
show that the information has been imported.
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Eayant Pufact: Patient Profile | Person Details
Tast. &b
1RGET003 " e Lasti PR Tt St
EDFN 1271043760 .
Tem Amam

Summary R
[ Tres
Fecord Daclowery Paert -
ALCEURIRG SOIpETSOAN
Dachoasts REME0A joapy (oo FE Ferion kdacfer
Ao
[ 11043
Pataesi Profie
Feleoesnin * S5H {in #2208 svey dymar, Erer DOC-00-0000 # ot oy
Generate Form
a3 - B L]
o=t Sprch
* Sponscs L5W [ s s Rl enter TO0I0-0000 o nomen

M Ta . 1]

By, D) [T iiToiar Srbadied By JhiE Bt v B Do
B2E4

¥ Bt ik {Bire ciate iy SMEDDVYY Y Sl
" +s {200

Emall (awampie: joh a0 Lo

Alrnate CommunicsBon INtIrasBons (e meutiond B ped e ancrdence B N perion

CRMMBNIS [JAAENS' COMMRAT BO0GT 07 i 19 Parsan)

mperied hom TCL

5.0 PRIVACY SPECIALIST FUNCTIONALITY

As a Privacy Specialist, you have the highest level of functionality and responsibility within the
system. The following information will provide you with step-by-step instructions for approving
requests that have been routed to you from a Regular User.

Your role as Privacy Specialist requires you to perform various PHIMT activities. The steps for
performing these activities will be presented here and include the following:

e Approve a Request
e (reate a Suspension
e Record a Complaint

S.1 USER TAB ACTIVITIES

The hyperlinks on the User tab allow you to perform “desk duties” such as updating your user
profile information, viewing requests you have made, and viewing your tasks, and switching
your organization. A discussion on using the User tab hyperlinks follows.

5.1.2 My Profile

The My Profile hyperlink brings you to the User Profile screen (shown below). This screen
allows you to update or change your personal information such as:

e Phone number

e Email address

e Signature block (used for personal or professional titles and credentials)
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e Provide additional comments

Note the area for user roles, located on the bottom of the screen is not active. Only the PHIMT

help desk has authorization to perform that activity. You also cannot change your User or

System ID, user-to-user relationships, or user roles. The User Admin manages those. However,

you can change backup person relationships (discussed later in the guide).

when generated.

NOTE: When entering a phone number, remember that it will display on all correspondence

changes.

NOTE: PHIMT contains profiles for all users within the system. It is important to keep your
personal information up to date. Therefore, you should update all personal information as it

Steps to update your user profile:
1. Select the User Tab.

2. Select the My Profile hyperlink.

105818 218 P Theos are N0 Actvites O your wodkdis?

Wednesday, October 26, 2016 z’ Patent Search  Logoff
Patient Uses Admin Requesis Authorizalions Requester Reports

Casrrent Usar User Worklist

Dow, John User Worklist

OHA
Adtety Request f g e 2

e I o Saasion 10 Actraty 1D Source Pasent Aequeite Sistus CreaSon Date

Last Failed Logon
None

Ly Winsicist

Sy oromncgtiony

3. Enter your updated information in the information fields. (Changes can be made to any of
the fields in the User Profile screen, except the System ID). Then click the Update button.
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Wedneaday, October 26 2016 Ppbent Search  Logof
Patient Usef Admin Requests Aythornizations Requaster Raporis

Current User User Profile
Dow. John
D
Lopad * Name {LEst) Firsll Mgt
Last Logon: |:'H |7't‘" |
HE2S8 220 PM

Phone NMumber [ara cote phans numben’cor-oo], end extension & appleabis)
Last Failed Logon {Pisass note, Mis phong numbier will be sisplayed on ISEers 535 contect iaformanion |
Beone I“ 3 r T ot |' 1

Sysiem ID 2he idenifer crpaled By thix syzfem for the persen)|
My Profie FEan
My Regusss
My Worsist * Upar EDIPN [user 250 logey kY

Email {srample. ohnil yahoa.com,

Email NOHREDA (oMl 1o Sronide STl ROMRCasonE whan TABks are aoed 1 your WorwGusus

0

Sppde perasaneng

Signatwe Block (Pleace nole. thiz fed will dizpfay 0 @ letter's ognaiun block:

Commants {penaval sommants sbout or for the user

Your new information will appear in the appropriate fields.

5.1.3 My Requests

The My Requests hyperlink brings you to the User Requests screen that allows you to view all
PHIMT activity requests that you have made. To view a detailed summary of a specific request,
select the Request Session ID.

5.1.4 My Worklist

The My Worklist hyperlink brings you to the User Worklist screen (shown below) and allows
you to view and process all requests that have a task currently assigned to you. My Worklist
serves as your electronic inbox. You should review your User Worklist to verify any tasks that
have been assigned to you. To view more information on a particular activity, select the Activity
Instance ID for that activity.
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Wednesday, October 26, 2016 Fetent Search  Logof
Patient User Admin Requests Authorizabions Regquester Reports

N O
Dow, John E

DA &
covty  Request o0

Last Logon e —— ' .
ITANE 445 P 2301 1045 Fagoest Approval {Simple Acccuntsble Disclopure) Smith, Test Patert A Smith. Len  Action Pending 107282018

Last Faied Logon
More

5.1.5 Switch Organization

The Switch Organizations link brings you to the Organization Search Results screen (shown
below) and allows you to switch the status of your primary facility to a different facility, if you
are assigned to more than one organization. For example, if you wanted to change your primary
organization from US Primary Training Organization to DHA Clinical, just click the radio button
next to the desired selection, and click Select. Your primary status change will be displayed in
the status box.

Steps to switch your organization:
1. Select the Switch organizations hyperlink on the User Tab.
2. Select the organization you want using the radio button.

3. Click on the Select button.

'ﬂ'm:f. eto0et 2o e Paen] Search  Lagof
Patient User Admin Requests Authorizations Requester Repaorts

Cunrent User Organization Search Results
Do Jonn
10én MED GROLPAIEAF ACADELY
o Search Results

1D Mare
Last | ogon O 1683 00 PARENT
102018 8015 PM

(o) 1585 DA Jat Arbome

Last Failed Logon
MNaona
My Profig
My Bequasts
My Workiist

e The Organization Search Results screen now shows the radio button located near the
facility you selected. The new selection is also reflected in the status box.
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Wednesday, Oclober 26, 2016 Patient Search  Logoff
Patiant User Admin Requests Authorizations Requester Reparts
EUser: Organization Search Results
;. i
11TH MED GRP-BOLLING,
! Search Results
Las D Mama Address
10720118 515 PM (O 1882 OO FARENT 20 20th St My. NY 33333
Last Failed Logon: O 1885 DOsh 153 Alrborne Mowharg Ln,, Now, NE D000
Hone
le] 1838 Odth 2nd Adrbonne Everywhere St Every, DE 22202
R (O 1009 106 MED GROUP-LISAF ACADEMY CO 4102 Pirion Dr, Ste 4000, Usaf Acadenmy, GO BOB40-4000
y Profile
:::;‘ E:’Q-ri'lh O 1108 10 Med GROUP- PETERSON AFB
rREiSe
. @® %87 11TH MED GRP-BOLLING 23§ Brookley Avenue RM 125, Boling AFB. DC 20082
O B33 12157 GEN HOSP SEOUL Unit ® 15244 APO AP 02055244

5.2 PATIENT TAB ACTIVITIES

The Patient tab allows you to view summaries, make requests, record disclosures and create
accounting suspensions, disclosure restrictions, authorizations, and patient profiles. It also
allows you to search for patients. Two of the most common activities performed on the Patient
tab are Patient Search and Create Patient. We will focus on these two activities here. The more
complex Privacy Specialist activities using the Patient tab will be discussed in the Privacy
Specialist Activities section.

5.2.1 Patient Search

PHIMT allows you to use its search feature to find a patient that has already been added to the
system.

Steps to search for a patient:

1. Select the Patient Tab.

2. Enter the search criteria. (You can search for a patient by the Sponsor’s SSN, by the patient’s
name/state, SSN, EDIPN or System ID).

NOTE: Ifyou do not know how to spell the last name, just enter the first few letters and an
asterisk. PHIMT will find the correct spelling.

3. Click on the Search button.
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Wiednesday, Oclober 262016 Potient Search  Logod
Fatent Uiser Admin Reguests Authorizations Reguesier Reporis

Current Patient: FPatient Search
None

Ly Narnsi 5tate Lz (Firsd

| |

[Stats ) Birth Date o MALDDSYYY faemal

I- |

OR -

SN (in Skb.as st fommal, enfer 000000000

 IES IS

Bareet Ssarch -OR -

EDIPM (Dol EDI Pevzon Idenfiffer

-OR -

by System 1D (M wenifer crmated by 1 ST for N DavIon]

NOTE: The search limitation within the PHIMT is 600 records. This means that if your
search results in over 600 records, you will have to narrow down your search

Enter additional search criteria (if applicable).

Select the patient from the Patient Search Results screen.

Wedneaday, Oclober 26, 2016

Patient User Admen Reguests Authorizations Reguester Reporis
Current Patient: Patient Search Results
MHona
‘Search Results - Click on the name 1o select a person
Name (v} EDIPN Birth Diate: Address
Semiith, John 2 742 a4l 34300 Suste 4 San Diego, CA 821349600

Smith, John Patient JR 1877

Smith, fohn Tdg
| ;:; I;;; 253

iow Ouks Corporate Dr Soite 110 Fairfax

Other options.
Adusd your search crigna and try sgein

e The Patient Summary Screen appears and the current patient is displayed in the status
box.
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Wednesday, October 26. 2016 P rch  Logolt
Patient Usar Admin Requesis Authorizations Regquester Reporis
Current Patient: @
Senidh. John
01/ T172005%
Summary item Fittess | Cspisy showan []
i‘;;";::j D Acceumable Disclosures D Suspensions D Restrctions D Repois D Letiers D Authgrizatons D Autharized Releases D NPPs D Complaints
fRecord Ascountsbie Disclosure
Accounting Suspensions
Ascountanie Disclosure
Restrictons
Notios
Patent Profie
Relationships
Patent Search

5.2.2 Create a Patient

Since the MDR data has been added to the PHIMT, the instances where a patient will need to be
added before entering a disclosure will be infrequent. When adding a new patient record,
conduct a search within the system initially to ensure that the patient does not already exist.
Patient records must be added to the system before disclosures, authorizations or restrictions can
be documented.

Steps to create a patient:

Select the Patient Tab. If a patient is currently selected, the screen below will appear as it
pertains to items you may call up about that patient. If no patient was previously selected,
you will be directed to Patient Search to input information.

Wednesaay, October 26, 2016 ———— PalieniSeach Logof
Patient User Admin Requests Authorizations Requester Reports
Current Patient Summar:.r
Seniih, Jobn
D1/ 2005 —
Summary |bem Filters | Dsploy shaw Al [

[0 Acccuntsiie Disciosures [] Suspensions [ Resincsions [ Repors [ Letters [ Autnonizasons [ Authenzed Reisases [ ners [] Compiaints

3 ASSOUNIEDYE DESCELng
SuEDENEILNE
e Dslosurs

2. Select the Patient Search hyperlink. You can also go directly to Patient Search by clicking as
denoted by the arrow.

3. Enter the patient search criteria. (You can search for a patient by the Sponsor’s SSN, by the
patient’s name/state, SSN, EDIPN or System ID).

NOTE: Ifyou do not know how to spell the last name, just enter the first few letters and an
asterisk. PHIMT will find the correct spelling.
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Weonesaay, Ouioher 25, X018 Esberd Jopich  Logoft
Pabant Uit Agman Reguesis Authoreabons Roguisster Rioports
Curent Fassnt Patient Search
Eenin. o
L e
a= Dmge 4

Rt P ST e 40

Irg W Sl

I% = Dt b= BHAEEY Y

LAN P e

DOO0-0000 I raat ke

har syzhem e i peeney

Iy Syutwe 01| = chaader suaiw Iy

4. Click on the Search button.

5. Ifno results matched your search, select the “Create a New Patient Record” hyperlink.

Wednesday, Oclober 26 2016

Eolignt Search  Logoft

Current Patisnt
Senith, John

CUDN2008

Summacy

Requests

Aspournting Suscensons
Azcouriatie Deciciure
Resirctions
Feiationates

Patiant Search

Patiant User Admin Requests Authorizations Requester Reports
Patient Search Results
Search Results - Click on the name to select a person
Hame D EDIPN Birth Diate: Addreas

Thers WEre NO rESulE (hal Maiched your pearch ontena

Record Accountsbia Disclosuns

Oher options.!

6. Enter the patient’s information: name, type, EDIPN, SSN, Sponsor SSN, birth date and email

address.

Weanosaay, Ociober 36, 21E

Eabnt Zoarch  [oooft
Fatien Uiser Admin Feguesty Authorzations Fequesier Fepots
- PYTTOT OV
* Kaiva Laar T et

EDIPN (D LY Famon ssnmai:
v TECLOOG000 i ot b

SN [ . B

vt @ (Tt e Copmte B Tt e b Fop ppesie

* M Ol (St a0 MWD VYY v

il purasesie poeifpatos com!
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7. Click on the Save button.

NOTE: All required fields are marked with an asterisk.

8. Enter the Address Details (USA or International format).

9. Click on the Save button.

Weonssany, Oticber 26, 2016

Viednesdsy, Oclober 26. 2016

Patient User Admin Reguests

Fatient

Current Patient Address Details

FPO addmes showkd use LS4 format

international Address Line 1
123 Shatd

Internaticnal Address Line 2

international Address Line 1

Comments (geneal commenti aboul of b e sddes

e The patient summary screen for the new patient will appear. (The patient is brand new so
no specific patient information will be displayed at this time.) The information is also
displayed in the status box.

Wednesday, Octobar 26, 2016 Patient Search  Logoff
Patient Liser Admin Requesis Authorizations Requester Reporis
- urrent Patient Summary
Dirt, Joa
11012000 .
5 y liem Filters | Desgisy | ShowAll [
sthizharid D Accourisble Disclosures D Suspensons D Rastrictions D Repods D Letiers D Authorizabions D Aythonzed Releases D NPPs D Complainis

Reguests

Record Accountable Disclosure
AZCounting SUSEENEIONs
Accouniable Disciosure
Rastriction

ot

Patient Profile
Relatonships

Patiant Search

5.2.3 Create an Alternative Phone Number

Individuals have the right to request an alternative telephone number for receiving
communications related to their PHI. An alternative telephone number can be created by
Regular Users and Privacy Specialists.

Steps to create an alternative telephone number:

1. From the patient Summary screen, click Patient Profile.

2. Scroll to the bottom of the Patient Profile/Patient Details screen.
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3. Click on the New button next to Phone Numbers.

Associated Addresses | New | ARemate Communicabon
1D Strest City State Zip Altemate Primsry
2078 123 Dirty St Clesntown AK 1111 No ®

Phone Numbers New

ID Phone Comment Active Primary

There are currently no phone numbers on record for this person. Click new fo sdd one

e The Phone Number Details screen will display (choose the USA or International format).
4. Enter the phone number and enter any comments.

5. Click on the Save button.

Weonesday, October 26 2016 ‘Wednesday, Oclober 26, 2018
Patient Liser Adirmir Reqg Patient User Admin
et P aonE Phone Number Details [ Phone Number Details
O, Joa st Dert, Jow Phone S
D10R000 L 81012000 wza O]
Summary Phone Mumber 0 code. phong number, and extenson  applicebls) - g
i b Phanas Mumbar jante y-soda, ares CoO® and hone rumbas topethas, oan
Record Accourisoia Dacioave T ) 2 -FE e =

Commenty (genaral comrments sbew! o & e phene

Comments (genersl comments abaul or for the phonel

Active iz thiz an achive chone? inscte phones s Eoing 19 te removes from o

=]

— —_— Ew

e The phone number you added will appear on the Patient Details screen.

Associated Addresses | New | | ABsmate COMMunication |

D Streat Cay State 2ip Anerate Pricnary
3078 123 Dirty St Claaniown ALK 1mmnm Mo @
Phone Numbers | Hew

] Phone Commaent Active Prirnary
1873 (111) 2223333 Yes ®

5.3 PRIVACY SPECIALIST ACTIVITIES

This section will focus on the more complex Privacy Specialist activities including: approving
disclosures, approving accounting of disclosures, recording complaints, recording disclosure
restrictions, generating authorizations, revoking authorizations, and performing accounting
suspensions. Instructions for performing these activities are provided in this section.

5.3.1 Record a Single Accountable Disclosure

The Privacy Specialist can use the Record Accountable Disclosure hyperlink to record
disclosures. The Record Accountable Disclosure hyperlink allows for immediate approval or
denial.
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Steps to record a Disclosure:
1. Select the Patient Tab.

2. Enter the patient search criteria. (You can search for a patient by the Sponsor’s SSN, by the
patient’s name/state, SSN, EDIPN or System ID).

3. Click on the Search button.

4. Select the patient from the Patient Search Results screen by clicking the Name hyperlink.

NOTE: The steps 1-5 for recording a disclosure are the same as steps 1-4 in section 5.2.1
Patient Search. Refer to section 5.2.1 Patient Search for screen displays of steps I-5.

5. Select the Record Accountable Disclosure hyperlink on the Patient Summary screen.

Thursday, October 27, 2018 Patient Search  Logoff
Patient User Admin Reguests Authonzations Requesiar Repofts
Current Patient: Summary
Post. Washington A @iSeTia%e BOCTRSE exists for tuE pabent
014151068
Summary Hem Filters | ._E*HEI'__ show Al [

] Accountabls Discloscres [ Suspensions [] Restrictions [ Reports [ Laters [ Authorizations [ Authorized Relesses [ MPPs [] Complaints

Record Accountable Disclosure

Fials marked with an sstensk () are requined

= "] A MBCHE,

P PP
I ®= mgle Accountabi Discicsune O Musipia Ascoumabi Disclosures for Bha sama Purposs I

* Requesber (The organaaton or pavion requesing e sccounfsbls dinckomums Change h

Mame:

Agdredd

Preana
Contact Person

Relatonshos

* Requesier ldenbity Verified /waz ihe eguesier's idanddy veriiad
Esbar: San
sbard Search |'.,*Ct'="'l-€ I

e Single Accountable Disclosure is a single, non-recurring disclosure of PHI
e Multiple Accountable Disclosures are multiple disclosures made to the same person or
entity for a single purpose
o Some examples of multiple disclosures include: recurring monthly medical
readiness status, dental class reports, or pre-deployment preparation reports to a
commander or the commander’s designee(s). Multiple Disclosures are primarily
used when the same disclosure occurs in a specific time period. This will allow
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for better tracking of multiple disclosures and users will not have to create
separate single disclosures.

7. Click on the Change button to add, change, or update the requester.

8. Select the requester.

Thursday, October 27, 2016 Patient Search  Logoft
Patent User Adrrin Requests Autnofzabions. Requesier Repons:
Curnent Patient: Requester/Recipient Search
Post, Washingion Choose one of the following options.
(R0 E- ]
A Heep the Current
g"'"""—’ Nama Law OMonl of Job Gizts
q:':mu:::_ halie Tisidsaing Address: 1411 Jeferson Dunvis. Arbngaan, VA, 20220 [
Azcouraeg Sulpansion
Arcouristie Dacorre
[I— B. Selsct the Patisnt (e Pasen! ihamseies
Notos [Post. Washingsor
e [Pest. Washingao [
Selatonshos
Pas§n Sainh C. Sabect a Third-Party Orphnization (8 Sed-caely such 82 8w enhrsment Smncy o Miwans oompen
JLsw Cfcus of Jos Gicks. 1411 JaMerson Dinis, Aingson, WA 20220 3| I ] Y é,_

D. Saarch for a Person (search for anoffer pavson, o sdd 8 new o)

Hams (Lo {Firzf) An ¥ imay Be used ax & wilkdcard

Sy sasm 10 (T ienticanion number CrRIBD By I Bysiem for ihe parson,

nciuce Patant Reconds
P Sion-Patient Bsoomd:
EDIMM (a0 eaiemal ceniiler for foe pergon) ) nciuce tion-Pasent Rieoorc

T

E Search for an Organization [rearch for anather SQENIZERCn, o 830 3 new one'™

Mamms (AF o part of the rame of the erganaton An ™ may be vsed ap 8 wikdioard |

|

DMES Cote [The Sctemal denhes ior M opaTason)

9. Complete required fields, as marked with an asterisk.

NOTE: The accountable disclosure description will automatically be populated when the
disclosure type is selected.

10. Select the Accountable Disclosure Status from the drop-down box
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* Requester lbentity Verified (was te reoussters idemtity venfied?)
Patert Search lelm El

Do n of /i stor identity Verification uingd if requerier ety venfcation weg cefined sr ‘other’]
ARG s ¥

* Request Date [The socountable disclosrwe rpguest dede in MDD YYY bmat)

12772018 "'Eﬂ

* Recipient (ihe crpanzation or parson whem fhe sccountable disciosure wenf) | Change )
Hame: Law Offices of oo Gibbs

Address: 1411 Jeferson Danvis. Arlinglon, VA 20020

Phone.

Contact Parsen

= Actountable Disclosurs Type (he tipe of sccountabis diicionire
[Pt Seseciea |

Accountable Disclosure Description (3 rad-only descriphion and arampie of he gocouniabie giaciopune e seleched above)

11. Scroll down the screen and enter: accountable disclosure date, origin organization,
accountable disclosure purpose, and PHI description.

* Accountable Disclosure Date (the accounisble dizclosure date in MMDODYYYY formal)

:"5|:|
= Origin Ofganization (awhens the Sccountibie discloaure cagmaisd)
|oHa v
= Acgcountable Disclosure Purpose (ibe purpoae of the sccouniable dizcioaure |
£

Uncefned
CmerDetils (“Requsred for sl Muftpls Sceountable Disclosures)

rotected Health information Description (the description of the Profecied Heain information deciossd)

-

Complete Health Recora(s)
Operatve Report(s)

History and Physical Exsmination
Progress Notes

Dischasge Summasy
Consuhason Repatls

Pathalogy Reporiis)

Laborstory Teshis)

]

PRAREEEEE

g

NOTE: The Accountable Disclosure Type and Accountable Disclosure Purpose cannot be
set to Undefined.

12. Scroll down to the bottom of the screen and click on the Save button.
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Other

Mone

Accountable Disclosure Comments ([ihe INTERNAL commants for fhin acooundfable disciosure - these do NOT show up i the Frofected Heaith nformabon
accouniable dizcloaune report

Impraper Accountable Disclosurs [checked f MUl SCCOUMRDIE SRV CCRD IMprapesty]

Improper Accountable Disclosure Description the delailz about the imormper acoountable disciogure, mar 1000 charsciers)

Improper Actountible Disclosure MitGation [he Sefsis abod! Adw the IMPAOSE" BECoUniabie aCisElre wak msigaled max T000 chamciern)

e The disclosure is now complete and only the disclosure comments and improper
accountable disclosure fields can be updated.

Pgtgni Profilg Phone: (232) 2.
Relatonshios Contact Parso

Eatent Search * Requester identity Verified (was [he requeniers igentity verified?)

|‘3‘.‘n~' derihier 4|

Thursday, October 27, 2016 Patlent Search  Logoft
Patient Usar Admin Requests Authorizabions Requester Reports

Current Patient Record Accountable Disclosure

Fost Washington

oS 3

nhsee This accountabie disciosure (ID #1825) was created on 107272016 at 02:35:45 PM EDT, and last updated on 10272016 at 02-35:43 P EDT
Fistds marked with an asterisk [*) are required

g‘;:;;: * Accountable Disclosure Frequency (the frequency, pericdicy, or number of accountabie disclosuner made)

Record Accountable Dsciosure @ Single Accountable Disdiosure O Multipie Azcouniable Dhsclosuras for the same Purpose

Astounting Suspensions

Ancountable Disclosure * Requester (The orpanzation of BErson requestng ihe scecuntable diciozure) [ Change )

Restretions Masrer Test, Abebao

Notice Address: Oweahta0 i, CA G2245-4001

NOTE: To view the disclosure:
o Select the user tab
Select My Requests hyperlink
Enter year or date parameters, as applicable, and click Search
The disclosure is displayed in the User Request box
To view specific details of the disclosure, select the Request Session ID for that
particular request

NOTE: To Amend Disclosures:

Once a disclosure has a disclosure status of completed, the only way to amend it is by
assigning it as an Improper Disclosure. For information on Improper Disclosures, see
section 5.3.3 Amend Disclosures

NOTE: Disclosures with Special Circumstances:
When making multiple disclosures for the same patient, and for the same purpose, record all
information in one disclosure record. Record the disclosure as stated in the previous steps

using the following guidance.
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Guidance for Completing Disclosure with Special Circumstances

Data Field

Data to be Provided

Information Start Date

Provide the date for which the disclosure request begins

Information End Date

Leave blank if unknown or insert the date for one year later

Disclosure Date

Insert the date of the first disclosure

Treatment Start Date

Insert the date on which the treatment began

Treatment End Date

Leave blank

Disclosure Purpose/Other

Select Disclosure Purpose from the drop down menu and if

applicable, insert text to indicate the frequency of disclosure
and the number of disclosures to be made in addition to any
other pertinent information such as the name of the report it will
support

NOTE: Remember that the text entered in this field does appear on reports and
correspondence generated by the PHIMT.

5.3.2 Record a Multiple Accountable Disclosure

Steps to record a Disclosure:

1. Select the Patient Tab.

2. Enter the patient search criteria. (You can search for a patient by the Sponsor’s SSN, by the
patient’s name/state, SSN, EDIPN or System ID).

3. Click on the Search button.

4. Select the patient from the Patient Search Results screen by clicking the Name hyperlink.

5. Select the Record Accountable Disclosure hyperlink on the Patient Summary screen.

6. Click on the Multiple Accountable Disclosures, as applicable.

7. The Disclosure Frequency fields will appear.

Epiern Saorsn  Locof

Aaithonzaton Roquilet Raports

Accountable Disclosure Details

F iy mcuriens] e an snierini ') aew omped
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Select the occurrence, start date, and end date. (Users can select from the drop-down, which
includes: weekly, monthly, or annually, or they have the option to put how many times the
disclosure occurs in a specified time period.)

Click on the Requester Change button.

10. Search for the Requester.

Mondy, Nowetoes 14 X018 Panent 843 Logoq
Patiant Usar Admin Rsquirsts. Althonzabions Raquestar Reports

Accouiiabie
Disciosure Detsils

' ®
Crue Mew Reguss

Sasrth b & Frasnat Requester/Reciplent Search

Chooss one of B iolicwng options:

Cummees Rl Satact Datwrit
Tropin Aveouristly Dacsoeurs Reguest

A, Seleci the Patiesd 3% Faceni Mensaiel

[Fosl asnnguan e
B._Seiect 8 Third-Party DRDEMIENGON (8 MeT-08T TUch .8 i SAmems? Soency o MELTRACR COTDeTy
| O en of Jow Gita. it 1 Jeferncn Davie, Arieion, Vi 2000 o] Eaan
€. Searth for & Painon (saath by andfer fividn o 530 &

Mams Lasy

D Search for an Organization (sam S annier

Mame (AN o gt of e Aa of B Orpans

DHALS Code (o eatnrmal cherster for 256 cgamsaon

* Vou muad pearsh he an pnatng Sersor o Crpanceton befies adng 8 cew one

11. Select the Requester from the Search Results screen.

Monday, Moversber 13, 2015 = . -
Patard Usar Audmin Requests Autherizations Requester Raports

. Azcouriabis

Cusmpat Requests Select Patient

e AsEouastia D kuim Rigusl| Daciosune Detay

Creatn Mow R "t
Clverrd El;azﬁr_ Requester Search Results

Seafeh Redalls . Chell On NG e 10 SEeCT § Teqidslst
Hame o Agdiress

Smeh ot 3 T
o s BT IF:
I S, e || 48

Crtisar optioms

Aghal yoor gepech srdeeia and iry soain
Crnale § row (eoutsier 39 3 porson
Coeale § cew (eousicr 39 an prmaciation

12. Select the Requester Identity Verified drop-down.

13. Select the Disclosure Type from the drop-down.

NOTE: The disclosure description will automatically be populated when the disclosure
type is selected.
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* Requesier (ke orpanzation o parson requesting ihe accountabla disciosune] (7 Change b
Hame: Smith, John

Address; 13450, Bob Wilson, San Diego, CA 52134

Phiong

Contact Person

* Reguestar Identity Verified (was ihe ragussiars ganily sanilad?)
[Social Secunty Number F

Description of Requester Identity Verifcathon (rguersd f réguasier saaily varificaton was dafinad as ‘ofher]

|

* Request Date (the accounfable disciosure request date in MMDOYYYY format)

* Recipienl (the orpanization or parson whers ihe sceoonfable dischosure wend) (7 m " 3
Name: Smith, John

Address: 13450, Bob Wilson, San Diego, C4 82134

Phons

Contact Person

* Accountable Discloswre Type (ihe hos of sccowsiabis disciosuns)

[Hesh Crversight Activibes ™~ .h

Accountable Disciosure Descriplion (& read-ony S2scnphon And siampia of Ihe SCooumadie JEcinguns fype saiscied above
Haalth oversight agenty for oversight activities authorized by law, mciuding sudits: civil sominisirative, or craminsl

investigations, mspections, licensure o disciplinady actions, civil, administrative, of crimina! proceedings or actions; of
other activilies necessary for 1) approprinie oversight of health care systems 2) govemment benefi programs 2)

overnment reguiatory programs and 4) entities subject to civll ights laws for which PH| is necessary for determining
compliance

14. Select the Disclosure Purpose from the drop-down.

15. Complete the “Other/Details” text box. (For multiple disclosures, the purpose details box

must be filled in for the disclosure to be complete.)

Fr |
¥ Aceouniabie Disclosure Date (the sccountable disciosure dafe i WMDOYYYY formal)

neiRsE Esp|

* Owigin Ovpanization fwhens e scoountable giscioture onginated]
o =
* Accouniable Disclobure Purpone (e Durnoss of the scoouriable discinsir

|segicat i)

CikorDobals ("Reguired for all Multiphe Accouniable Duclosunes

T determing mambers finess 10 perform any pariculsr misskon, ngluding complian:e with amy
pchion required 83 8 precondison bo perionm such misson

* Protected Health information Description (ine descrintion of the Prodfecied Heslh information discinsed]
Compleie Health Record(s)
Oparativa Reponiy

Phrysa: sl Examinabon

Pathology Reponis
Laborstory Tesits

Oooooooo®

16. Scroll down the screen and enter: PHI description and disclosure comments.
If you need to attach a document to the disclosure request, follow these steps:

17. Type the document title.

18. Click on the browse button to attach the document.

19. Click on the Save button.
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—

FILE 2: Document Title fenfer s document's fitfe]

Please soboct a file you wish to aftach

FILE 3 Dociament Tille [aalée [ dodmen's el

Please sebect a file you wish to attach

Action (action for b

_ Browse |
Browse._
_Bowse |

o ——

his reques
|Rte to My Worklist ] h

5.3.3 Approve Disclosures

NOTE: Those disclosures recorded by you using the Record Disclosure hyperlink have
already been approved. This approval activity is for those disclosures that were developed
using the Record Disclosure wizard and routed to your worklist for later action.

Steps to approve a disclosure:
1. Select the User Tab.
2. Select the My Worklist hyperlink.

3. Select the Edit hyperlink for the disclosure you want to approve.

ThursEsy, Oelober 27, 2016 / Patent Search Logod

Patient User Admin Requesis Authorizabions Requester Reports
Current User User Worklist
e oty User Worklist
DA .
Actity  Request ; . s
st Enton: sstance 1) Swsion (0 0oy O Source Patens eouester  Stass Crasson Daw
-.:.;'T.:?a 32 P acs FO1 1945 Fequest Approval [Simpie Accouriable Disciosurs Srevin, Teni Pavent J7 Sovin, Lan  Acsen Pending 10072018

Last Failed Logon
Heny

4. Select Approved from the Activity Status drop-down box.

5. Click on the Update button.
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Y £ Patient
Doosments Name
Azcouristie Disciosore Detals Birth Date

Address: 1
[ r—— Regoeslerfecipeent

Sanreh b B Baocas Nama: Lww DHoes of Joa Gbes
Acrgan: 1411 Ja%ersnn D, Areaion Wi 20020

IngEnacHand

|Qw1.ﬂ: Apgrowsl | Serpi Accourtabie Disciosune|

CHrBcrgon THae
R T Simple Accounistie Disciossre Faequest

Type: Law Enforeement Puposes, ID0 1827, Decec 167102014

Dol 1D Numbe:

Denied Parl (for pariady appovid mquasti. descnbe piet of negues? Mal man dered

Route Compleied Reguest to Originator fmoule fo the megues’ owe i for stingeledgement & docume’ pregerston

Commants (e Setals BDOU! Sy aotvity. Liml 1000 Shamsedis

e The Edit Request screen appears. The approved request will display in the Request
Activity History box. The status has been changed to Approved.

NOTE: The disclosure is no longer shown in your User Worklist.

Thursday. October 27, 2016 Epfient Search  Logodf
Patient Usar Admin Reguests Authorizations Requesier Repotls

Current Request Edit Request
Accourtatie Simple Draclasoe Arcues)  Roquest Activity History

Actwly  Reguen Cresten
iy ingtancs DSesmon D vy 0 BouroePatent kd Bequester i (™ o o
Hanmy o124 ] Reguesi Apgreval [Senple Azcountable Disclcaure Peoat, ‘Washingion  Law Ofces of Jos Gibbs John Dos  Approved 1072702040
Documents.

Astourtatie Dacosurs Decsis — S
Reques! Session Details | (]

Creste New Feguesi
Sesch for » Racoest

5.3.4 Amend a Disclosure

As a Privacy Specialist you are authorized to label a disclosure as Improper. Once a Disclosure
status is marked as completed, it can only be amended by marking it as an Improper Disclosure,
which means the disclosure was made incorrectly.

Steps to amend a disclosure:

1. Select the Patient Tab.

2. Search for and select the patient (see 5.2.1).
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Wednssiay, November 2, 2016 Eabent Search  Logoff

_}. Patiant User Admin Requesis Authorizations Reguester Repaoris
Current Pabient: Patient Search Results
Fosl, Washington

1115
e Search Resuits - Click on the name fo sslect a persen
ame 0 EDIPN Banh Dabe Acdrens

Summary P i n 1183 DInSHsEs 1800 Penn Ave Washinglon, DC 20011
Fequests
FRecord Azcouniable Distlosure
Artounting Suspénsions
Artountsble Distloswe "
Re$ific Gons Enm,wnfﬂ", 1 ¢t -
Hotice e
Patant Profis atitien el
Aedstionships

Pabient rch

3. Place a check in the Disclosures box and click on the Display button.

Wednesaay, November 2, 2016 Eatiend Sgarch  Logofd
Pabent User Admin Requesls Authorizations Hequester Reporis

Current Patient: Summary

Post, ‘Washington Am BREFTNE AOCNSSS SxEDS fof hew panent

[ k/

Summary eky ) Showal D

Requasis

Record Accountable Disclsure Actountable Distkosures [ Suspansions [] Ressictions [ Repans [ Lemsrs [ autnorcaticns [] Auherized Reteases [ npps [ comptaines
AZCOUNIING SuSpensicrs i

Accountabie Discloswe

Restcions

Hotice

Eatsant Prafls

Redationships

= nt i

4. Select the ID hyperlink for the disclosure that you want to amend.

Wednesday, Noveimber 2, 2018 Balienl Segrch  LOgOT
Pabient User Admin Requaests Authonzaticns Requesier Reporis

Current Patlent: sl.lml'l'lﬂl‘jl'

Fosl, Washanglon An piternaie sddress exsis lor e patient

D151 BES

pem— Summary item Filters (_ Dispay | Showall []

Flequesty

Flecond Azcountabie Disclosurs [ Accountatte Disclosures [] Suspensions [ Restctions. [ Reporis [ Letiers [] Authorizations [ Autharized Retessss. [] ners [ Complaints

SRS OURDNG SUBLENION

Arcourisbie Disclosue = o f = i red)
iﬂnw 1D Dese Type Cmiginy Received By Protected Health information  Purpose Stetus. Freguency
Patent Profls 1538 10242006 As Regueed by Law DHA Aretsn Ciparaitve Reporiis) Aftornery Compilete Single
Relationshics / Test
411 02072005 Law Enforcemsent  Primary Training Washingion Compléle Health Record(s) Lanw Enfortément Compléls Single
B i gl R Purposes Cirganization Post

e The Record Disclosure screen will display.
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‘Wednesday, November 2, 2016 Eatent Search  Logof
Fatient Lisar Adman Requests. Authorzations Requester Raparts

Cunment Patient: Record Accountable Disclosure
Fost Wirshmgion
QAHSH 568 This sccountable disciosure (10 #1528) was created on 110272016 at 08:09:55 AM EOT, and last updated on 11022016 ot 08:05:55 AM EDT,

Fribds marked with an antereal [*) a0e (euired
% b . e AL OF PSS CODLYTANG OEBCA0 SrE ]
a"""'_::: Accouniable Diacioaure Frequency (mne Fegee OF LTI Of BOCOUTALE THROI0TLES MmBde
Record Acourdsble Distlosure ®) Sungle Asgounial (T Ly rod. 1or the same Purpose

Azgounting Suspensions
As g oantabie Drsicsure
Reatricsors

ot

Patient Profile
Rislatoribgs

Eatignt Sgarch

* Requesber

Hame Posl

e

5. Scroll to the bottom of the screen and place a check in the Improper Disclosure checkbox.
6. Enter a description of the Improper Disclosure and mitigation.

7. Click on the Update button.

Accountable Disclosure Comments [the INTERNAL commanis for this sccounfatie disciprire . e do NOT show up i the Profscfed Healh fnformanion
BECOUR Al JVELIDELNE MEDDT!

Improper Accountable Duclosure fchecihed & i sccoumnable disciosuve ocoured mproper©y
&

improper Accountable Disclosure Description (e defails shaut e impropar sccounfabls discisore, fnes T00
Wrong address

Iimproger Accountable Disciosurs Mitigation fine dediafs abouf how the improper accocfadle disclosnl was matigaied, max 1000 characiars]
Privacy Cfficer spoks with patient

5.3.5 Record a Request for an Accounting of Disclosures

An individual has a right to receive an accounting of disclosures of protected health information
made by a covered entity in the 6 years prior to the date that the accounting is requested— DoD
6025.18-R Chapter 13.

Both Regular Users and Privacy Specialists can record a request for an accounting of disclosures,
but only Privacy Specialists can approve or deny the request.

Steps to record a request for an accounting of disclosures:
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1. Select the Requests Tab.

2. Click on the radio button for Accountable Disclosure Accounting.

Wednesday, Movember 2, 2016 é"’-‘ Palienl Search  Logoff
Patient User Admin Requests Authorizabions Reguester Reports
currentRequest:  Create New Request
Nane
Select Request Type

™y Aseounisbis Disclosurs

Creaie Mew Regue

5 @ Accouniahis Dischosurs ACcountang I

O Complami

() Stmpia Accountable Desclosure Raquest

3. Click on the Next button.

4. Search for the patient.

Wadnesday, Novesiber 2, 2016 BateniSearch  Loog®
Patient User Adiman Requests Authonzations Requester Reports.

Current Request: Seloct Patient

Arcountsble Disciosure G) (s

Aztounting

Patient Search
Crapte New Ragoss!

Ssarch for a Reguest by Hame/3ate {Lasd sl

Siake ] Erth Diabs in MMWDDNYY fsmal

E- vl

- OR -

SSN (in ez = pee Grmal erder VOD-D0-0000" If ol Endnin,
-0

EDIPN (Dol EDV Person identiier

OR .

by System 1D (the clentifiar craaded by Ve Sysiem O ifd Darson)

5. Select the Patient.

Wednasday, November 2, 2016 Patend Search  Loood
Patient Usar Adrran Requests Authorizations Raquestor Raparis

Current R st Sebect Patient

Artouninble Discloawre @ 3 3 4

Arcounting = =

Patient Search Results
Creste Mow Bogquest
Seaich fof & Requést
Search Reaubls - Click on the name 1o select 8 persan
Hame [ +] EDIPN Birth Date Address
Poat, Washingion 11563 N - 1500 Penn Ave ‘Wastungton, D€ 30011

_—7
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6. Select the Requester.

‘Wednisday, November 2, 2018
Patient Usar Admin Requasts Authonzations Requester Reparis

Curtent Reguest: Selact Patient  Select Requester
Azcouninbie Cisclosurs

Azt ounting ; @ : =

Requester/Recipient Search

Croate Naw Ragusst Choose ane of the loliowing oplions:

Search for a Meguest
Ao Seleci the Patient (The Falenl femsefves]
[Post Wankiegtan

B. Ssiact 8 Thind-Party Organization (s Shirgnary, such s s
Law Offices of Jos Gibbs, 1411 Jefierson Davis. Arington Vi

€. Search for a Person [sesch ior ancther Dersoa, or T & Hew one”

Hame (Lasr (Ersth An ™ may be uaed 85 & wilgoan

Sywtam |D (the CIEnification RLTDET CREad Oy IS Fysiem (o [N DTN,

EDIPN (i #atainad iiomor o the pevsos)

0. BOOBRT TS

O. Search Tor an DIganization (e ior eainet Gandancn, oF S0 & Hew O ")

Mame {48 or part of

[

DMIS Code the sefernal dent

I0- GEREATTES

ez name of the oganation An

iy b used a5 & wiidcard

Sesrch

7. Confirm the requester and recipient details.

8. Click on the Next button.

‘Weadnesday, November 2 2018

[Eabant Search  LogoR
Patiant Usar Admin Raquasts Authorzations Requester Reports

Cuiment Requext Select Patert  Select Aequester

Azcountable Dacicsurs (1 @ i

Azgomnting

Confirm Requester and Recipient Details

Crents Hew Regquest
Saarch far & Request
Requeater: Washington Post changs

Addieas:  [1200 Pann Ave, Wishingion. DC 20011 [ W] sdd New

ReCipient:  Same A2 feque ey
§81 p (ffapent rgsipient

9. Enter the Request Details: requester identity verification, and description of verification, as

applicable.
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‘Wadnesday, November 2, 2018 Patiect Segich  Loogos!
Patiant Usar Aufmin Requests Authorzations Requesier Reporis
Cinent Faquent: Salect Patienl  Select Requesier  Request Details
Accountable Dischosure 1) 2y @ 4
Arcountng =
Request Details
Creabte New Request Figlds marked with an dstensk (") are regusied
Searchior RllQI.lE'l‘.
Patient
Mame: Vashingion Post

Birth Date: |
Aodress: 1600 Fenn Ave, Washington, OC 20011
RequesterRecisent

Mame: ‘Washangion Posi

Address: 1630 Pemn Ave. ‘Washinglan D 20011

* Reguesied Idendity Verified (was ife reguesiers identty veried?
[Co0 D Humier [v]

Description of Requester identity Verification (required 7 requester entty verdication was defined as ather’]
(Coemman stcess cad

10. Click on the Next button.
11. Enter in the Details of the Request, to include Approved Part/Denied Part.

12. From the Action drop-down box, select the appropriate person to route the request to.

Wednesday, November 2, 2018 Patent Search  Loogoft
Patant User Adiman Raquesis Authonzations Reguestar Raporis

Curont Request: Seder! Fauent Select Reguestss Request Detads Request Acton

Accountable Disclosure 1 7 3 @

Acgouning

Request Action
Creabe MNaw Reques! Padient
Search for o Reguest

fivashington, D 20011

Detaile of the Reqises! | iequs Hers commenls

Approved Pari (Tor pafially agoroved reguess, descnt wvest inal was agpoved)

I

Denied Part (for patially densed reguests, describe par of reguess sl was damed|

sl il e ) |
[Foute 1wy wornss El

The Request Action window provides you with various accounting disclosure actions, which are
shown in this table:

Accounting for Disclosures - Request Actions
Action Description
Route to My Worklist | Allows you to place it in your worklist to follow up when
appropriate
Process Request Now | Allows you to place it in your worklist for approval
Deny Request Now Allows you to deny the disclosure
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Route to Privacy
Specialist

Allows you to pass the disclosure on to another Privacy Specialist to
be processed, as established in a User-to-User Relationship

Route to Other User

Allows you to pass the disclosure back to another user to process the
letter generation after approving or denying the request, as

established in a User-to-User Relationship

13. Click on the Save button.

e The Request Summary screen will display.

Wednesday, Novembed 2 2016

Patient Usar Admin Requests Authorzations

Request Summary
Patent

Curvent Request:
Ascountabie Disclosure
Az ownting

Simmary
Fistary

Do¢ omants
Regues: Detals

GCrests Mew Request

Request Slatus: Routed
Search for o Request

Hequest Creation Date:

Requester

Eaont Search  LogoT
Reporis

Request Clasaficadion

5.3.6 Approve Accounting of Disclosures Request

A patient may ask for an Accounting of Disclosures at any time. PHIMT allows for a quick

reporting of this accounting.
Steps to approve an accounting of a disclosure:
1. Select the User Tab.

2. Select the My Worklist hyperlink.

3. Select the Edit hyperlink for the disclosure accounting that you want to approve.

Last Edited: 12/12/2016

Wednesday, November 2, 2018 &___ Patient Search  Logofl |
Patient User Admin Requests Authorizations Requester Reports
Current User: User Worklist
Do, John User Worklist
DHA %
kmunmlo*‘"‘“ n SourtePaben] Requester w_:w
':it.!“l.":.ggir;ﬁm gdit Q3 1547 Request Acceptance (Accountable Disclosure Accounting) Poslt. Washingion Post. Washingion Acbon Pending 110272018
Last Failed Logon:
Nona
Ky Profile
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e The Edit Activity Details screen will display.

Pearmity, Meeester 2 SO0 Futees fagece  Lome®
Pameni ser sagmin Recuean AN AN Reecpmsien Feports

Cutrent Raguerar
R [:®

Cistianaw

Drieg Part (for parally appesved resoansss; deaccie et of regentt e wis david

4. Select Accepted from the Activity Status drop-down box.

5. Click on the Update button.

e The Disclosure Accounting Request screen will display with the approved accounting of
disclosures.

| NOTE: The accounting disclosure is no longer shown in your User Worklist. ‘

Wednesday, November 2. 2016 Pabent Search  Logof
Pabent Usar Admin Requesls Authonzakions Regquester Reports
Current Request: Accountable Disclosure Accounting Request
Aot ountable Disclosune
ALsourting At D E will be in the FRPOTT, BS ae ir redl)
e hatke Ic';“ T e Type Oirigginy ﬂ;‘ - Purposs Saatus
E::;:N" 18520 1DZA201TE As Reguired by Db ALheba Operatre Repori(s) Athorney Complete
SOG.U:IEI'-'! Lw Tesn
Request Detals = an 0272005 Law Enforcernent  Primary' Training Waashington Complete Heahh Recors(s)  Law Enforcoment Complete
Pumosss Orpanizasion Post
Creste New Request e A g &
Seauch for o Recusst Suspansion ID Suspended Cesclosure dantter Start Date End Date Cememants

5.3.7 Generate an Accounting of Disclosures Report

An accounting of disclosures report is a summary of all of the disclosures made for a particular
patient. Once a request has been approved, an accounting of disclosures report can be generated.
Pending disclosures will not display in the report.
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The Privacy Specialist has the option to route the report back to the originator.
Steps to generate an Accounting of Disclosures Report:
1. From the Requests Tab, follow steps 5.3.5 to create a new request.

2. Once the patient has been selected, from the Accountable Disclosure Accounting Request
screen, click on the Create button to generate the report.

Wednasday, Movember 2. 2078 Palien h  Logofl
Patient Usar Admin Requests Authorizations Requester Repors
Cumnent Aeguest: Accountable Disclosure Accounting Request
Arcourtable Disclosure
g counting A will ba in i ropor, are v red)
mchoge " Bome  Type Grigin o BT Purpase Status
sfm“:;;:’"' = 1828 10282015 As Requind by DOHA AhBbng  Operatie Feporis) Anomay Compssts
Documents ot ke
Requesi Dedads an D035 Law Erforcement  Primacy Trsini vashington Complats Health Récordis)  Law Enforcement Complsts
Purposas Crganization Proad
Create New Reques! -
i b g TR Suspension ID Suspendad Dischosurs Igentifier Start Dinte Ena Date Camments
[ Cresls ) H

3. Select the “Protected Health Information Disclosure Report” hyperlink to create the report.

NOTE: Ifyou want to route the completed request back to the originator, place a check in
the box and click on confirm.

Wednesday, November 2, 2018 Patient Search  Logoft
Fatient User Admin Requests Authorizations Hequester Reports
Curent Request: Accountable Disclosure Accoun

Accountable Disclosure
Accounting

ting Request

below o View oF

Summary
History
Documents
Reguest Detals

Crente New Rlegquest
Search for 8 Regquest

e The Accounting of Disclosures Report will display in PDF.
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Protected Health Information Disclosure Report

Prepared for: Waskington Post

Requesied from' DHA
Generated on: 11-02-2016

Dasclosure D 1829
Date of Disclosige 2016-10-24
Accountable Dhisclosure Type As Required by Law
Dhsclosure Purpose: Attomey
Dhsclosed Health Informanon: Operatve Report(s)
Dsclosure Ongmated From: DHA
Five Skvline Place, 5111 Leesburg Pike. Falls Church, VA 220413206
Disclosure Recipient Test, Ahebao

Orweah1 6032, Hespena, CA 923454001

Dusclosure Requester

Post, Washmgton
1600 Penn Ave. Washington, DC 20011

Dusclosure [D

411

Date of Disclosure

2005-09.27

Accounuble Disclowure Type:

Law Enforcement Purposes

Dhsclosure Purpose:

Law Enforcemient

Dasclosed Health Information

Complete Health Record(s)

Dusclosure Ongmated From

Primary Tramming Crganization
Skvlme Pl., Falls Church. VA 20110

Dhsclosure Recipient

Post, Washmgton
1600 Permn Ave. Washungton. DC 20011

Dusclosure Requester

Post. Washmgton
1600 Penn Ave, Washington, DC 20011

5.3.8 Create a Suspension

Per DoD 6025.18-R C13.1.2.1, “the covered entity shall temporarily suspend an individual’s
right to receive an accounting of disclosures to a health oversight agency or law enforcement
official.” Two types of disclosures can be suspended: Law enforcement purposes and Health
oversight activities. Privacy Specialists have the ability to enter an accounting suspension in two
ways: Specific disclosure and Type of disclosure. As a best practice, it is recommended that
users enter in an accounting suspension using the Specific disclosure hyperlink. Once a
suspension has been entered, all users can view it.

Steps to create a suspension:
1. Search for and select a patient record.

2. Select the Accounting Suspensions hyperlink.
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Wednesday, November 2, 2016 Eaberd Sedeh  Lowoft
Patent User Adman Requests Authorizations Requester Reports

Post. Waahington n pitesraate aodress exists for this patient
DurseEa

|l Cusrend Patient: pUmMmMmary

Summary Summary fem Filters | Disply ) Showan []
RNJ?I: c D Aztouninbie Dhcionures D Suspensions D Resdnclions D Fepoils U Letiers D Autherizations Dmﬂﬂﬁ.ﬂam |:| NPPs |:| Comglaints

e s

Flesinenons
Hotice
Patient Profle
Rslationahips

Eadient Seanch

3. Select the Specific Disclosure hyperlink.

Wadnesday, November 2, 2016 Babpnt Search - Logod
Patient User Admin Requesis Authorizations Regquester Reporis
Current Fatient: Accounting Suspensions
Post, Washington
hsees
Accounting Suspenasions
Suspergaon (0 Suspended Disclosune Ideriifmr Start Oste End Dais Commanis
Summary
Requests
Reenrd Accouniable Desclosuts Create New Accounting
Accounting Suspersions Fior thee curnent Pasiant suspend thair discicauns accounting nghts for s apecific disclogurns. Use this o suspend 8 single disciosuns
Arg puntable Oiss osure
Aene e For the curmént Pasent. suspénd iheer SECicsuns accounting nights for a type of digclosurs. Use s 10 suipénd mors than one disciosure of a pariculal bpe
Naticd
Padent Profis
Rglationships
Patient Searth

4. Click on the radio button for the disclosure you want to suspend.

5. Enter the suspension details: requesting statement and form, justification, and start and end
date.

NOTE: All required fields are marked with an asterisk.
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Wednesday, November 2, 2016 Pabent Search  Logoft
Pabent User Admin Requests Authonzabons Requaster Reports
Current Patient: Accounting Suspension
Post, Washington
0115858
Patient nitable Ot { are hig in red)
Disclosie, Racenang
Summary Suspend 5] Date Type Cigins Entity PHI Purpose Smtus
mﬁ:ﬂwmﬂw ek ® a1 DE2712005 i-erﬁ::ze.rrer: :;::;I,HT:::::; :_::':.rgss:r.rqln-n Complele Health Recordis)  Law Enforcament Complate
Arcounting Suspensions

Areouniabls Cisciosune

* Requesting Statement (The apancy or official siafement requesting the Fadiant suspension If the reguest i3 orsl, ivs mus! includd the ientity of ine agency o

Eeslmm ofMcial making the stadamanl
Wotice
Patient Profle As requested by Law Cfice
Relatcnshios

Batiant Saprch

Form of Requesting Statement (The farm of the dalament raguesting suspension)
WrimeEn @‘ Oral O

* Justification {mandadory comments expisning ihe jusificabion for ihe Pabent suspension
Diractad by Ingal counssl

* Start Dale (The s gele from which the giaciosure wll nol D8 rapdned 1o the Pabent i MMDDYYYY foamal)
1ID2018 Fae
1=

* End Date (The and dane afer winch fema the Pahen uill b abss D aooass the gizciozore in MDDAYY Y formad)

12022016 =,

6. Scroll to the bottom of the screen and click on the Save button.

e B

Eptient Profie A5 requested by Low Cifice
Ralaicoghips
Eadient Saarch

Form ol Requesting Statement (The form of ihe sislement requesing suspension)
Winten @ Oral I::l

* Justificafion [mangaty comments axpinining ihe justificaton far e Patient Susoension
Direeted by iagal counast

¥ Siari Dade (The siard gade from wivch the discinsued will nod be reporied o the Patiend i MMDOYYYY farmall

I' 1030 'ﬁ'—;‘d

" End Date [The encl date afar wiach e the Sateal wil Do aDa 10 ScCa3E e gisciosune o MDY TYYY foomad)
l:L‘JJﬂ': iE ‘;EI._.I

Identifier [Tha DPTIONAL deniSer for the spspension, copkd Be 4 case npmbear, wam npmbey, spbpsens 1D, el

Comments (OPTIONAL pendral commants oot Or far ihe Falen]

7. Select from the left column the Summary hyperlink.
8. Check the Suspensions checkbox.
9. Click on the Display button.

e The Disclosure that you suspended will display in the Disclosure Accounting
Suspensions section.
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Wednasday, November 2, 2016 Pabent Sagrch  Logof
Patiant Usar Admin Requests Authorizations Requester Reports
Current Patient: Summary
Post, Weshinglon An ptermats address exigby for this pasent
snses
Saanary Summary item Filters | |

;::::“::wmum il [0 accountsiie Dissiosur Restictions [ ] Repors [ Lesters [ sutnerizations [ awthorized Retesses [ Ners [ compiaints

Aztounting Suspensions

A ek Accountable D A

Natice Suspension I Suspendad Disclosure igentifier Siat Date  End Date  Comments
Patiart Profis gl The specific disclosure of type Law Enforcement Purposes 1102016 12022018
Relptiarahios that pfouced on ON2T/2005 with & diaciosurs 1D of 411

Balient Searth

5.3.9 Record Complaints

To document a complaint in the PHIMT, you must complete three steps: Record the Complaint,
Receive the Complaint, and Update the Complaint after the investigation.

Steps to Record a Complaint:

1. Select the Requests Tab.

Tuescay, November 15, 2016 e—-"’ Eatient Search  Logofl
Patiant User Admin Regquests Authonzations Regquester Reporis
Current Usern User Worklist
Do, John User Worklist
DA Atraty
Instance IO Aztndty ID Source Patignt Réquasisr Status Creation Date
Last Logen: g e g
11114146 337 PM here e no aciiilies an oo

Lost Faited Logon:
None

My Profis
My Reguests
My Worldist

Swilch oiganizations

e The Create New Request Screen will appear.
2. Click the Complaint radio button.

3. Click on the Next button.

Tuesday, November 15, 2016 Patient Search  Logof
Patient User Adman Requests Authonzabons Requester Reports

Current Request: Create New Request
MNona

Select Request Type

Croste New Request | () Aceountabie Disclosure

Search for o Request .
& = ¢y Actouniabls Desclosurs Accounting

@ formpimint

U =imple Accountsbie Desclosure Raquest

— e )
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e The Select Complainant Screen will appear.

Tuescay, Movember 15 2016

Creats MNew REquest

Seanin for s Reues: Patient Search

Patient User
Leiwct

Cumest Requesi

& Complamnant

Requesis Authonzations Requesiar Reporis

Ut thie Curment pavson:

on
Saareh fed aRDUST Perhon:

try Mamerilate [

[

Ot -

—3L3

o

on

Elirth Dt in MWDDRYYY ol

55N fin SREER-ERES Srad. evier TO-O0-0000" I ot Kngwr,

EONPN (DD EIN Fvpn idevtiier)

iy Siystam 1D (e antier SrEanad by Mis TS o7 Mg Sarson)

4. Search for the patient.

5. Click on the Search button.

e The Patient Search Results Screen will appear.

6. Select the Patient.

Tuasday, Novembes 152016

Patient

. Select
Curren‘lml';‘bmleil. Complainant

O]

Craals New Reguest

Searzh for o Request Patient Search Results

| Poatl, Washingion

Admiin Requests

Search FResulls - Click on the namae 1o select 8 peraos

i EDIPN
1163

Patient Search  Logoft

Authonzations Requasier Reports

Birth Date Adoness

GRS 1500 Penn-Ave Washington, DC 20011

Dthr aplicne:
F——

ch
Tente i 2 e 1

e The Complaint Details Screen will appear.

7. Complete the Complaint Details: complaint type, complaint date, subject and description of

the complaint.
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Tuesday, November 15, 2018 Eabent Search  LOGoT
Patient User Admin Requests Authonzations Reguester Reports

N
Current Request: Select Complainant Complaint Detaiis

Complair (3 @ (3 4

Creste New fisques: COmMplaint Details
Search for a Reques! Complainant (the person who is making the compiaing
Mame: Washingion Post

Complaint Type The e of complaint fo creade)
|Hotice of Privacy Practices Complaint Tv]

Complaknt Dats (the dahe the compiaint was rmcaved in MMODYYYY formal)
EZE —g_Ei,I

Subject (the suliiact of the oompiain
iR&:-Lell for Copy of Medical Record

Complaint Description (the description of the complaint - limited to 1020 characters)

The medical reconds contained informaticn belanging to anathar baneficiary. Washington Post s
also cancarmed that his medic al information may have bean misplaced in another bensficiary's
record |

8. Scroll to the bottom of the screen and click on the Next button.

Compiaint Descrpteon (the descnaion of he complaanl - imifed 1o 1020 chavacners

The medical reconds contained mformation belonging 1o another beneficiany, Wastanglon Posi is
sl cancamad St is redical infarmmation may have been risplaced i ancmer bersSciary's
e ey

Outcome Type (e hype of cutcome afer complaind imesiigaicn)
e ]

Ouitcoms Dale (The dafe of the compiainf aufeame o MMOOYYTY frmall
=H

Ouitoome Description (the oescrpiov of the complaws gufpome - Smded Jo 1020 chancters

9. To attach any documents, type in the document title.
10. Click on the Browse button to attach the file.

11. Click on the Next button.
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Tuesday, November 15, 2016 Eatent Search
Patiznt User Admin Requests Aythenzations Requester Reporis

Current Request: Sassct Complainsnt  Complaint Datails Doctments

Compasing ' ::-'_ @ 1

Creste New Request DOCUMeEnNts
Search for o Regques! You may attach any document, with file size nol exceeding 5M

FILE 1: Docoment Tibe (arder this document’s titie)
[MTF 30 Complaing Form

Please select a file you wish to aftach
F-WW’OEWHT FORM dotx Browss I ?

FILE Z: Document Trthe (aniar this documant's fitie)

Piease select a file you wish io attach

FILE J: Document Tetke (ender i Socument's it

Piease select 2 file you wish to attach

Back 3 ‘$J‘&

e The Request Action screen will appear.

Tuesday, Novembar 15, 2016 s ~
Patient User Admin Requests Authorizations. Requester Reports
Cxirant Roquest Select Complaiment Complaint Details Dacumants Request Action

Comelein @ ®

Create Mew Request REquest Action

Search for n Request Patisnt
Mame: Wesl
Birth Date:
Address: 16

wa, Washinglon, DC 20011

St ENE SCOpE Of IS FEqUSSH
fo ancdhar beneficiary. Vashingion Post ks also concamed that ke madic st nformatan may have been

Details of the Request reguasiars com
Ths mmoecic sl recoens contaimed ifonm
misplaced in another benefician's record

Approved Pam (or pavTialy Sorowed NegUeals, CeIcnbe pavt of reussl Thal waE Aspnoved)

Denied Part (for pavially densd reQuests, CoRie Dart of reques! thad was devhed)

Action {action for s regues!
[Route to ity Workdist Tae]

Baci ) S ) 40—

12. Select the appropriate action from the drop-down box.
13. Click on the Save button.

e The Request Summary screen will display.
Steps to Receive a Complaint:

1. Select the User Tab.
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Tuesday, Novembe 15, 2016 US/ Eatent Search
Patient Admin Requests Authonzations Requester Reparis
Cumrent Request: | Request Summary
Comphsint Patient

MName: Washinglon Posd
Barth Date: 07151658

=T T Address: 1600 Penn Ave, Washington, B 20011

Hastoey

Diocuments

Cormplaint Datails Request Status: Routed Complaint (o be Receined
Request Creation Date: 197157

Creale New Request poauept Logt Update Date: 1
Search for o Roquest - g

that his medical mformation may have been mispincsd in anather beneficlory's recond

Oihver Request Detatls

Descnipticn Detaits

Raquest Type Complant

Ceetails of the Reguest The medical records contained nfonmalion belonging 13 anolber beneficiary. Washington Post is alsa concemed

ComplamntiDy

Fiet

FilaTiial

e The complaint will appear in the User Worklist.

2. Select the Edit hyperlink.

Tuestay, Movember 15, 2016 Eapsnt Search
Patient User Addmin Requests Authorizations Roquester Raports
Cutrent Uner: User Worklist
Do, John User Worklist
e gty Fequest
instance 10 Sessionmp sty 1D Sowce Pabent Requester  Status Creation Date
H::t.t‘fjea};? ("] I odE !,".\9 1973 Corphsint 1o be Racstvad Post, Wsshington hution Panding 117152016

Lant Faifed Logon:
Kons

My Profiy
My Reguests
My Workdest

Suitch coganizationg

e The Edit Activity Details Screen will appear.

3. From the Activity Status drop-down box, select Received.
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Tuasday, November 18, 2016 Eateni Szarch  Logoff
Patant Usar Admin Requests Authorizations Raquaester Reports
Cumrent Request: Edit Activity Details
Complnint Originator
Name: John Doe
Phone:
Summany
Hastory Potsent
Documenis Mame: ‘Washangion Faost
Complaint Datads Birth Date: (01-15- 1588
Address: 1600 Penn Ave, Washington, DT 20011
Creste tew Requasy IMatruchons
Senrch for o Alequest [Complaint 1o be Recaned
Roquest Session Dekails
Deseriphion etz
Roguest Type Compdaing
Diotads of ihe Reguest

The medicsl records conimnesd infcemaiion belonging i3 anather baneficiery. Washngion Post s also concerned
Al his medical infarmation may have been msplaced i anolher benefitiany's recond

CompisintiD

835

Fibd1

MTF 3 COMPLAINT FORM doex

FlaTale1

MTF XX Comptaint Form

Achivity Status (new acihidy s

4. Click on the Update button.

e The Edit Request screen will appear.

5. Select the Complaint-Received Letter hyperlink in the Letters and Attached Documents field.

Tuesday, November 15, 2016

Eatent Search  Logoff

Patient Usar Admin Requesis Authorzations Requesier Raporis
Current Request: Edit Request
Compiair mﬂm History
. " lnstance iD  Session Foas D Activity ID Souce  Patiend id Requesterid  User Status Creation Dinte
:*F!!Qf'r' 2220 1972 Compisint fo be Recsived Posd, Weshinglon John Do Received TIASIDE
Documents el 1873 Complaint irvestigation Post. Washangton John Dos&  Action Pending TINS2018
Comgpinint Detaits
e Req Details Edt ;
reate New Roquest
Search for o Request Deseription Detaits
Request Type Conmpaint
Dednds of the Reguest

The medsal records contained information belonging 1o ancther beneficiany. Washington Post is atso concerned
that his madical information may have been mispiaced in ancther Deneficiany’s recond

ComplaintiD

533

File 1 MTF 20 COMPLAINT FORM docx

FileTiie 1 MTF X Complaint Farm

Letlers and 4 ~ Aftech )

D Date Tit ‘./
2621 TUS2NE in] - Resei v

2820 1152016 MWITF XX Complaini Fam

e The Complaint Received Letter is generated.
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DEFARTMENT OF DEFENSE
DHA
Five Skylime Place

2111 Lawtburg Piks
Falls Chureh, VA 22041-3204

15 Nov 16

Washington Post
1600 Penn Ave
Washington, DC 20011

Dear Washington Post

Your Health Information Complaint Form, dated 11/1572016 has been received by the Privacy Office. [ wall
investigate vour complaint and determine any further action

During the mvestigation. vou may be contacted for more mformanon. You will be notified withn 30 days
of the stanus of vour couxplaint

If you have any questions please contact the DHA, Five Skyline Place, 5111 Leesburg Pike, Falls Church,
VA 22041-3206,

Sincerely
Pavacy Officer
d
Steps to Update the Complaint:
1. Select the User Tab.
2. Select the Edit hyperlink.
I
Monday, Decembsr 12, 2016 Patient Search  Logoff
Pabent User/ Admin Requests Authorizations Requester Reporis
Current Users User Worklist
Do, Joha Uner Workist
pi M""“" o ;:::ﬂ"m Activity 1D Source  Patient Requestes  Status Creaton Date
';.'.-'.'-,‘;?gg.'g. AM e 1874 Compiaint investigabon Eost, Washinglon Action Pendng V2 272018
Last Fadled Logon:
Nene
My Profile
My Reguests
My Workdist
Switch organizations

3. From the Activity Status drop-down box, select Completed.
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Monaay, December 12, 2016 Egieri Jearch  Logal
Patwnt Usar Adman Roquests Authonzatons Roguestar Ropodts

Curent Request Edit Activity Details
Cormgslas Dinginator

Name: John Dos
Phaime!

Documents
Compiaim Deinls

e, Washingtan, BC 20011

Crenin Flew Feguest INsiructions
Search for & Reguest |w1ia-r' NG aner

Request Sessicn Detais

Diost rigion Drtaity

Peguest Type Complont

Dratada of he Rogued! Tha rmedic ol res ofde contaned infosmabion belongeg 16 ancEher Banaliciany. Washingion Poal s slao congeened

thd fes medical information mey Fawe beon respiad ed in anciber beneficiary™s cecord
53

Complanns)
Fide! MTF X COMPLA]
FeTem MTF 06 Compha

0 Date . Time
120120018 Comedns FetGiy bnel

MT® 3ox, Comolairt Fom

4. Click on the Update button.

e The Complaint Details Screen will appear.

5. Complete the Complaint Details: outcome type, outcome date and outcome description.

Complaint Descriplion (The descrption of the comolanl - irnbed 1o 1620 characiers)

The magic sl records comaines information belcnging 1o anather bensficiary Washingion Post B
s concerned that his medical information may have been misplaced in ancther beneficiany’s
record

Outcome 1wo {the fype of oufoowme after complaind e atigation!
| Substantinted o~

T Done of e
I|:'J"|2|"_‘CI 16 fﬁ':l
Outcome Description {the descnption of e comiaint cuwcoine - lmited 1o 1020 characiers]

Tha sompiaint was vahidated. Information was miafiled by medical records pemonnal. Thay have
been reirnined an HIFAL and sounseled, Policies were reviewed pnd strengthened

{___ Updete }E’

6. Click on the Update button.

7. Select Completed from the Activity Status drop-down box.
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o L = BEL P TE IR P )
Monday, Decemter 12, 2016 Fabert Search  Logof
Patient Usesr Admin Reguests Aughonzations Reguesier Reporis
Current Request: Edit Activity Details
Coempiaini Driganator
Nasma: Johs Dos
Prane:
Susruneny
Higtoay Patisnt
Dot umarns Hame: Weshirgion Post
Camgiaint Detads Barih Dade: 0f-15-1588
Addreas: 1E00 Penn dve. Washington, ©C 20011
Creabe Naw Mequest IFStIICHGAS
Search for & Faguest 1I.';rn|dn-|l Inneatigation
Riequest Seaaion Detmss
Descnghon Doevpein
t Type Comphaint
s of e Regqueat

The: eedic ol reconds ©
that his madical inloom

ned wdormation belonging bo anctver benefcaary. Washmgion Foai i also concemed
sy have been misplaced i anothes beneficiany's record

ComplaintiD )
Filat MTF 30 COMPLAINT FORM gocx
Filn e 1 MITF 3% Complaint Foom

lcnwry SARRIS (e BOMGEY S0 CO0E
[Compitetea =]

100 chavachrrs |

Tiss
Gompdyrs - Raceives Laser

WITFE % Corgiaint Fonn

8. Click on the Update button.

The Edit Request Screen will

appear.

9. Select the Substantiated Complaint Letter hyperlink.

Monday, December 12, 2016

Patient Usar Admin Requests Authonzations Requester Reports
Cuirent Request Edit Request
it e Request Activity History
Acitivity Request
Summary Instance 1D Sessionip A4V ID Source  Patient ki Requesterid  User Status
His3nny aasl 1574 Complaint 1o be Recelved Post. Washingion John Doe  Received
Documents ey 1574 Carmpiair Irvestgaton Posl Washingion John Doa  Complated
Complaint Details
Sesalon Details | Edit I
Crente New Request ¢
Search ior n Request DT36Aption Details
Aequest Typs Complaint

Dretails of the Raguest

The: madical records contsined information balonging 1o another beneficiary, Washington Pos! is also condémed
thind his miedical information may heve been misplaced in another Benaficiary’s racord

ComplaintiD 539

File1 MTF XX COMPLAINT FORM datx

FilaTide1 MTF XX Complain Form

Latiers and Aftached D Aftach h,

[s] Date Title K’
2645 12M2201€ L] ant

2644 Somplsinl - Recanad LERe:

611 TE X tE
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DEPARTMENT OF DEFENSE
DHA
Five Shyline Place
£111 LH:“II‘" Pike
Falls Church, VA 22041-3206

12 Dec 16

Dear Washington Post

The wvestigation of your Health Information Privacy Complaunt, regarding Request for Copy of Medical
Record. is now complete

The allegations withm vour complamt are substantiated. As a result of vour complaint, the followmg
actions will take place

The complant was vahdated. Information was musfiled by medical records personne]l They have been
retrained on HIPAA and counseled. Policies were reviewed and strengthened

If you have any questions. please contact DHA. Five Skvline Place. 5111 Leesburg Pike, Falls Church. VA
22041-3206,

Sincerely

Pnvacy Officer

e The Complaint Activity will no longer appear in the User Worklist.

Monday, Decamber 12, 2016 Patient Search  Loaolf
Patient User Admin Requests Authonzations Requester Reporis
Current User: User Worklist
gm Joha User Workiist
.a‘w i0 ;..l.,;,._m Activity 1D Source Patient Requester Status Creation Dade
Last Logon: v ooy Bed
VINTHE 2:31 AW There are N0 BCHVItES O Yo workist

Last Failed Logon:
Nane

My Profile
My Requests
Wy Worklist

Suilch ceQaRZElOnS

5.3.10 Record a Restriction

As a Privacy Specialist you are able to enter a Restriction of Disclosure or terminate a
Restriction of Disclosure. Restriction of Disclosures allows members to restrict uses and
disclosure of their PHI.

NOTE: Ensure that you enter specific details of what information is being restricted. It is
important to be specific in this entry because it will provide other staff members with the
details about the individual and organization, and about the restrictions on the disclosure.

Steps to record a disclosure restriction:
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1. From the Patient tab, search for and select a patient record.

2. Select the Accountable Disclosure Restrictions hyperlink.

Dins/1ese An allemate address exasis for this patient

Sumimany F Dixctag %
il Summary lem Fillers | Dispisy show Al [

Record Secoupiable Disclosure | 0 uintable Distlosures [] Suspensions [] Resticbons: [ Repors [ Letiers [ Aumonzations. [ Authorizes Reieases (] teps [ Compiants

=
rcounabes Distlosune

e
Relstionships

Dﬂ:ﬂ! E;ﬂr; h

3. Click on the New button in the Disclosures Restrictions box.

Monday, Decamber 12, 2016 Pabient Search  Logoff
Patient User Admin Requesis Authonzations Requester Reporis

Custent Patient: Summary

Post, Washington A reestric of dischosures exists for this pabent

Record Accountable Disclosure
Arcounting Suspensions
Accountable Disclosure
Resfinicicns

Naobte

Patient Profile

Relationships

Datiani Search

4. Enter the Disclosure Restriction details: accountable disclosure type, start and end date,
restriction destination (to whom information is being restricted) and details.

Monday, Decembar 12, 2016 Baent Search  Logoft
Patient User Admin Requests Authonzations Reguester Reporis
Current Patient: Accountable Disclosure Restrictio
Post, Washington
oinsnaes —
Disciosures Restrictions. | —
Saen D Type StartOnte  End Date Outcome Destination Details
trbickineted ﬁ& Madiz=l Faellity Patent Direcionies 1n7201c Approved Spouss Coamphate madcal
Requests ’ racors

Monday, Decembar 12, 2016 Eatignt Search  Logof
Patient Usar Admin Requests Authorizations Requestar Reporis

Cumen Patent Accountable Disclosure Restriction
P, Wasbington
DiHSnEes 1 I PP

Accountable Disclosure Type (the iype of acooundabie discicswre io nesincl]

| Mestic al Facitity Pasisnt Directivies

Summary
Aequests * Stan Dabe (The sfaT dale fom wiheh sformaton will Aor b Sharsd willy dantiffed pady o MMDDAYYY emal)

Recond Accountshie Disclosure 12122016 ’='o°v]
Azcounting Suspensions L

g Loih . TR n
Arounistie D s End Dabe (The OFTIONAL and date af which fime informadion may be shaned again; in MDD Y 7Y formad

RlEalric Wons

Hptee =

Patient Profie "

Felabonships * Restriction Destination (fo whom mformation 5 baing resiricied?)
Padient Search |m"“

Details of Reatriction jwhat informadion 5 Seing resincled”
Al medical reconds

Dutcome (indicate whether requetd was aporoved or denied]

| Aporoved |

e When selecting the Disclosure Type if you determine that you need a new type of
disclosure, contact the PHIMT help desk.
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5. Select Approved or Denied from the Outcome drop-down box.

6. Click on the Save button.

e The Patient Disclosure Restriction screen re-appears with your information. The Save

button has changed to an Update button.

Once you have approved or denied the disclosure restriction you have the ability to generate an
approval or denial letter. The letter will be pre-populated with the information that you entered
for that particular restriction.

Steps to print the Approval or Denial Letter:

1.

Select the title of the letter in the Letters box on the Patient Disclosure Restriction screen.

Monday, December 12 2018 EaUEnt Seaerhy | LoD
Pster i Linar Befrminy Rscusnin Authorirations o sies Repors
Accountable Disclosure Restriction

* Arcountabie Divciowure Typs (e fype of scocunsanle discissurs o readnics
[rasmicni Faciiey Pasest Duestares =]

Ena Dwta ( The

* Raniricibon DeaBnaiion (b whom informabion i Deing resticied)

Entinni Seann [=peee
Dataibe Of ResbiiEnoan (whal @ AOFnmatos M Dewnd resfrdtod 7

[43 ranoe i rec ot

MG DO UV & TRTA B PR T (O e BT PR B OO R O ey |
[Feeravea =l

Amsocinied Documants Atact
0 Date Tain
2647 1T 018

Essioang Resnenon - Apesohl L eer

e The Approval/Denial letter is generated.
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DEPARTMENT OF DEFENSE
DHA

Five Skyline Place
2111 Leszburg Pike
Fall: Church, VA I2041-3206

12Dec 16

Washington, DC 20011

Dear Washington Post

Ths lerter is 10 inform you that we are granting yous request to restrict vour Protected Health Information
with a specific person or a specific business that you identified in your Health Information Restriction
Formn Your request has been approved

Your information will not be disclosed 1o the specified person or entity. We will comply with this request
until vou tell us to end this restriction unless the information 15 needed to provide emergency treatment to
you

I'rf you i;:l:;dq'tbtﬁhm please contact the DHA. Five Skyline Place, 5111 Leesburg Pike, Falls Church, VA
22041-3206,

Simcerely

Privacy Officer

5.3.11 Documenting Receipt of and Generating an Authorization

Privacy Specialist can record the receipt an Authorization from the patient when there is an
exchange of PHI that occurs outside of the treatment, payment, or healthcare options.

Steps to document receipt of a valid authorization:
1. Select the Patient Tab.
2. Search for and select the patient record.

3. Select the Authorizations tab.

Monaay, December 12, 2016 z‘

Patent U Aghmin Rogquasts Authorizabons

Cuarent Patient: Summary
Poat W o A reatricion of S losures sty for ths patient
Dins10e8 i phesmste sodress exmts for ths patien|
Fuiraman { =
S~y Summary Hem Filters Gopay ) showan []

A coantabie X
Record Ascouniable Dackomure [ Accountatie Disciosres [ ] Zimpensions [ Restrictiors [] Reports [ Letiers ] Autho O

Accounting Suspensions
ALz ountable Diksioawing
Restichons

Matics

Moatie
Eatiant Profle
Relatianships

Eatient Search

4. Select the Authorization Type from the drop-down box.

Last Edited: 12/12/2016

Patent Searchy  Logol
Reports

1 wers [ comolaints

58



Protected Health Information Management Tool

User Manual
| &
Manday, December 17, 7016 Fatiert Search o]
Patient Usar Admin Requests Authonzations Requester Reparis
Cumrent Patient: Authorization
Pomt, Wastanglon
[Ghriarione Type (he froe of suthonrsdion 3
Cresde bofhorization §
Crests Aciorzed Risieage Elt:ifw!rwl ﬂ"rm itican 10 b Habadaad [ S0 &F e ModCnd oo 1o I rriedsed St (6 Compiete SWwEral pecond, Camuiigy oo, &t |

Erdre medical indoed
Paileni Semech

Reancn for Releass of Medical information (o feascn B createg sn suthoeis anon
|Ferscnal Use ~|

unes io the patiend o

Rulaaning OrgancEabon (CraanTabes B i

[ne : =

5. Enter the Authorization Details: protected health information to be released, reason for

release, releasing organization, and recipient.

e Enter PHI to be released as it is written on the actual authorization form.

6. Scroll down the screen and enter: authorization start and expiration date, treatment type, and

treatment start and end date.

NOTE: Enter either the Authorization Expiration or an Action Completed date; not both. If
there is no expiration date, then enter text in the Action Completed field (ex. Authorization to

remain in effect until revoked.)

7. Place a check in the Generate Authorization checkbox.

8. Click on the Save button.

feciive dsde of the authonzation in MMDOYYY

Authorizabion Start Date (ihe
12122016

Authorization Exparation (he expiration gale of the auifonzation i MMODYYYY fomal, an Action Complofed may be us

12207

Action Completed (e expiadon event for fhe asfhanzabon, suoh &g "Uoon compledon of ife mmvestigadon”, an Authorza
&7 achion Jf known)

Trastmant Type (e s of Treatment
| Sutpationt and inpatient [l

Rigned [checkad f ife suthorzabion iz signad)

[ I'.‘.':-erg::n Post

ol

= on [12n220t8

Rovoked jchacked f ihe awnonzation
[ oy | Washington Pest

is revaked

=] on [27122016

Comments ithe comments rvlaled fo the Authoczabon)

b ingtead of 8 dale]

i Expivation mey be uvsed indesd of

GETegte Authorization Docimment {genarate authorizalion documant for prinfing purposas

e The Signed Status and Revoked Status boxes on this screen indicate if the DD Form 2870

is signed or revoked.
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Created: 121272016 10:07 Upaated: 121272016 10:07

Updete

e Once the authorization is saved, only the “Signed,” “Revoked,” or “Invalid” status fields
can be changed.

NOTE: Once the authorization has been manually signed you can go back into the
particular authorization and select the Signed checkbox and enter the date of the signature
using MM/DD/YYYY format or the calendar icon to select a date.

9. Select the Patient tab to reveal the Summary screen.

Monday, Dacembes 12, 2016 E = Batent Searth  Looof
Patient User Adirmin Requests Adthonzations Requester Reporis

Current Patient:

Pt Washingion

mnsnses

Samerary Iem Fiters &w'ﬁ:-[]
[ &ecountable Disclosers [] Suspensins. [ Restictom [ Regors [ Ammﬂrmlﬂhmﬂcum

Bac o Accountsbie Disciosure
- tng Suspersong

10. Place a check in the Authorizations checkbox.

11. Click on the Display button.

Womday, Decemoer 12, 2018 EapsniSearch  Loooff
Pafiant User Admin Requests Authorizations Reguesier Reparts
Custent Patient: Summary
Post, Washingfion & regirchon of dadicsutes exists lof the pabent
QUrSTTEEs An aBemate padresy eunis lor e pabert
Sy Summary ltem Fitters | Owplyy 0 ShowAl [
Requests ==
R{;;f;mbrw‘;tm“t [ Ascountsble Discicsres [ Suapensiors [ Resvictions [ Reports [ Lesers [ Aummorizations [ Auhorized Retesses [] nPPs [ Complaints
e g S
Azeourtsbée Disciosure
e et ar
Patient Prafle i Type Reason Expiration  Revoked
Riatanonships IRTT SARAAE ALANOATalion Personal Lss 121207
Estiens Zegrch
557 Swandand Authodizabon Personal Use
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e The new authorization will appear on the Summary screen.
Steps to generate the DD Form 2870 (Adobe Acrobat format):
1. Select the Patient Tab.

2. Search for and select the patient record.

3. From the Summary screen, check the Authorizations block.

4. Click Display.

5. From the list of Authorizations, click the particular ID hyperlink.

6. Select the Authorizations tab. Scroll down to the bottom of the page and click on Standard

Authorization.

Trestment Type jihe lype af Treatmenti

Signed (chacked & e authonizalion is Sgnad)

[ by [Weshington Post B8] o (121202008 *-Er,i

Revoled (checked i ihe AUtIONIANON 5§ fEvpked)
[ by [Weashington Post

Invelid (irvaldaies the Aulforizabion but doas NOT remove any previous Aulhonized Relsazes)

Comments [The comments reisiad 10 the Authorradion]

Created: 127122016 10:07 Updated: 121122015 10:07

Authorized Reb (invalid are highlighted in red) . Crante

7. You may print the form and request the patient’s signature.

Last Edited: 12/12/2016

61



Protected Health Information Management Tool
User Manual

AUTHORIZATION FOR DISCLOSURE OF MEDICAL OR DENTAL INFORMATION

PRIVACY ACT STATEMENT

In sccordance with the Privecy Act of 1974 (Publc Law 93-577), the notice informs you of the purpose of the form and how
it will bo usod. Ploase read it :.\fl:.fuP'

AUTHORITY: Public Law 104.101: £20, G307 (S5AN): DoD 8025.18.R

PRINCIPAL PURPOSE(SK This form in to provide the Mistary Treatrment Facility/Demtal Troatmeswt Faclity/ TRICARE Hoakh Plsn
with & moarm to u\?:\t the use andlor disclosure of an individual’s protected hoalth information.

ROUTINE USEIS): To any thid party o the indhidual upon mithorization for the disclosurs from the indnddual for: porsonal
use; inaurance, continued medical care; school; logal; retitoment/separation; of othef Messons.

DISCLOSURE: Voluntary, Fadure to sign the authorization fonm will resull in the non-nelease of the protected health

il crmmarticen

This farm will not be wused for the suthorization Lo dinclose alcohol or drug abuse patient infoemation from modical |+ca!|h o
for mithorization Lo disclose mfcrmation from reconds of an alcohol o drug abuse Lreatmont program. In addition. amy use as
an authorization (o wke or disclose paychotherapy notes may not be combined with ancthor authorization except ono Lo wso of
drchonr puychotheragy notes.

SECTION | - PATIENT DATA
1. NAME iLasr. Frsr, Middy initail & DATE OF BATH (rrrvAdsdD0) | 3. SOCLAL SECUNITY NUMMBER
Post, Washmgion 19680115 000000000
4, PIMOD OF TREATMENT: PROM - TO (v ¥y vAMID0) 5. TYPE OF TREATMENT (X sael
0161212 | Jourearent [ | mearEnT [X]som
SECTION 0l - DISCLOSURE
o i autwomze DHA TO RELEASE MY PATIENT INFORMATION TO:
SNpme gt Fppdey 7’ﬂ HE Hepms P

& MAME OF FHT A S ——
Hoew Yok Peat 123 Manksraa St New Yok NV $432]
& TELEPHONE dnciude Ares Cocei [123) 1231234 4. FAX thckede s Codel (123) 1234567
7. REASON FOR REGUEST/USE OF MEDICAL INFORMATION (¥ 53 appicabin
» | PERSOMAL USE CONTINUED MEDICAL CARE SCHOOL ! OTHIR Eaeetyl
; _

INSLIBAMNCE RE TIREMENT/SEFARATION LEGAL

T DETOTIATION T8 BE RS ERSED

Exizy medical recoed

[0, AUTHORIZATION START DATE (vrY YAMMOD) | 10, AUTHORIATION EXPRATION
20161212 % | DATE (v yaisio 20171211 [~ ] Achion coseieTn
SECTION Il - RELEASE AUTHORIZATION

| understand that
& | have the right to revoke this suthorization st amy time, My revocation rmsst be in writing and provided to the faciiny
e e et e e TRAA Ooe U on i ahais b = e smbnns A g g g

i - . = o P

5.3.12 Sign an Authorization

In order for an authorization to be valid, it must be signed by the patient. After the authorization is signed

by the patient, a user has the ability to document in PHIMT that the signature was obtained.

Steps to document signature for an authorization has been obtained:

1. Select the Patient tab, search for patient (if applicable), check Authorizations box, and click

Display.

Monday, Decomber 12, 2016 E < Papent Search  Logoff
Patient User Admin Requasts Authorizations Requester Repors

Current Patent: Summary

Poal. Weshingion A resingtion of declosures. axisls for his patisnt

LTy Rvyde e JAn siternate sddress sty for this pabert

Sernmar = —y

s Sy ey Doy ) =M L]

Fecord Ascounisbis Disclosure

potsics mierdrion, O o O O [ repons ['ee mmmmﬂwﬂm

Actourtable Delosaie
Fesingons

FMotice

Pratenril Priofls
Felstionships

Patisnt Sapich

2. Click on the numerical ID hyperlink.
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Monday, December 12, 2076 Palien: Seann  Looofl

Patient Liger Admin Requests Authorizations Requester Reparts
Cutrent Patent: Summary
Pt Wisshingion A PRSI Boe OF el IOl

or this patie:

Dinsots An siemnte sociess &

;E";_:‘::; Summary em Filters | gy smowan [
:t::::i?::b::,ﬂfm”" [ Aceountabts Daclosures [] Suspecsions L] Restrictoon L] Repors L Lenters 2] Aumonzatans [ aumonzed Rueases [ ves [ complamts
Arcountsbie Disclosuwe
Reatris Sand

"
Hobee ns {Imvadid are i red)
Patient Frafie D Tyee Reason
Relasonships 2277 Sianderd AufhorzeSon Personal Use
Exliont Sparch
;‘.E: SERNGSIT AUSMINETBHON Personal Use

3. Scroll to the bottom of the page to the Signed Status box.
4. Place a check in the Signed Status checkbox.
5. Select the date and the authorizing person’s identity from the drop-down box.

6. Click on the Update button.

Signed (checked i the auihorzaion i5 signed)
by | Weshington Post ] on [1271272016 =

liza T
O by [Weshington Post Tl o e

Invalid finvaidaias the Authonzason but doss NOT remove any previous Authenzed Releases,

Comments (the comments refated fo the Authonzation)

Created: 121122016 10:07 Updated: 120122016 10:07

7. Select the Patient tab.
8. Place a check in the Authorizations checkbox.

9. Click on the Display button.

Monaay, December 12, 2016 = Pabent Search  Logof!
Patiant Lisar Adrmin Requests Authorizations Requester Rapaorts

Current Patient: Summary

Post, Washinglon A repincon of Saslesures. sxnis for Bis patient

1151868 An aftemate sddress axisty for ihis paSsnt

- g =T,

Requests Sommary Bem Filters | Deplay an [

R ALt k
-.?fﬁi.m‘s"é?,é'??ﬁnf"““" [ accountabis Dizkosures: [ Suspansions [ Rewricsons [ Roports [ Letie autnanzations [ ] Aumonized Roleases [ nees [ compans

A toauntabie Dudloiune
Resircton

Natice

Patisnt Prafile
Redntionships

Datent Sanrth

You will now see that the authorization indicates that it has been signed.
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Mongay, Decemaer 12, 2016 Ealenl Search  Logoft
Pabaint Uisar Adrran Requeasts Authorzations Requester Reporis
Ciurrent Pasient: Summary
Prat, Washington A DesATChon of distkoaises auimln for this Cadent
DI 5Bl An aiterrate address exists for this patient
Summsny -
FBguEsts Summary fiem Fillers | Dsgiey | showan []

Record Accourinbie Dist bum
ALCCUTING SuDaranns
Accountable Disciosus

[ Acrountabie Daciosures [ Suspensions [ Restrictions. [ Repors [ Letiers [ aumorzations [ Authorzes Raisses [ tees [ Complaints

Resiricbons I i
Bt Frole o Type Fesan
Falatorsrgs ST Standand Authorization Personal Use e mediial recond” 1o Mew Yook L 12mT
v ook MY 54501, pho r 25023y
Pasient Search
257 Standard Authorization Personal Usé Scal recond bo Washingion WITR0NE 12280018

Washingtan D, phoitt.

5.3.13 Revoke an Authorization

Previously generated authorizations may need to be revoked as a result of legal issues, new
information, or for other reasons.

Steps to revoke an authorization:
1. Select the Patient tab and search for patient (if applicable).
2. Place a check in the Authorizations checkbox.

3. Click on the Display button.

Monaay, Decomber 12, 2016 Eatont Search  Logofl
Patient User Adrmn Requasts Authorizations Reguesior Reports

Cusrent Patient Summary

Post, Washingson A restrichon of dischouures swsts. for tha patisnt

O SA5EE An sltgmnate sddress axists for this patient

Summany ; \

FEegunsis Summary Rem Filters | [ipsyy | Show Al Ll

Fatord Arcouniabie Diiure
Azcewniing Suspersions
Atcountable Disciosune

[ Azcountabie Cisclosures [ Suspensions [ Restrictions [] Reparts [ Letiers [2] Aumoricasions [ Authorized Reesses [ 1ees [ complainis

R bod Authoriaations [invalid nutharizations are highlighited in r=)
Patient Profile o Typs Reason Dwsciipman afion  Revoked
Aplptorahos S5TT Stmndord Authonostion Personal Lse For releases of Entine medic sl recoed” o Wew Yook P 120 7
¥ SL Mew ok WY 54324, ph 1231
Bigien Seanh i

de medical record” b Washington ATRGE 13207018
3 Ave., Washington DG, ph171-

2SET Standard Authonisstion Personal Lise

4. Select the Authorization ID hyperlink.

5. Scroll to the bottom of the screen to the Revoked Status box.

4. Place a check in the Revoked check box.

5. Select the date and the revoking person’s identity in the drop-down box.

6. Click on the Update button.
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Signed (checked if the suthonzation is signed)

by | Washington Post %] on [12112/2016 =

Revoked (checked i the authonzabon is revoked)

by | Washington Post ] on [1211272018 I

Invalid (invalidates the Authorization but does NOT remove any previous Authorized Releases)

O

Comments (lhe comments rélated fo the Authonzalion)

Created: 121122016 10:07 Updated: 12/12/2016 10:26

> ( Updste )

7. Click on the Patient tab to view the authorization.
8. Place a check in the Authorizations checkbox.

9. Click on the Display button.

Monday, December 12, 2016 Eatient Search  Logofl
Patient Usar Admin Requesis Authonzabons Requester Reporis

Cuirent Pathent: Summary
Post, Washington A reghicbon of diss lodures exls 1o this patent
Leg [y k] An afiermate address evisbs for this patient

Sermeny Sumemary Mom Fittors. | Displey mrl:l

Réquests T
otk
if:ﬂ;‘;m"fﬁ:””‘ [ Accountsbie Disclosures [ Suspensions [ Resticions [ Reports (] Let Authorizotions J{] Authorized Releases [] Neps [ Complaints
ALContabss Disclosurs
Restric Sons
Mot e
Fatient Profle
Relationships

Eatiend Sassch

e The revoked authorization is highlighted in red.

P
Monday, December 12, 2016 Egtient Search  Logof
Patient User Admin Requests Authorizations Requestar Reports
Current Patient: Summary
Post. Washington A, restnichon of dislotuned eists 1or s patien]
D1 SN BES An aftemate address exists for this patient
Surmmany ! 3
Roquesty tterm Filsers Dizly ) Showanl []

Record Accountsbie Disclosure
Accourting Suspensions
Arcouriabie DHasicune

[ accountstis Disclosures [] Suspensions [] Reawietions [ Reports [ Latiers [#] Aushecizations [] Avthoreed Retesses [] 8ePs [ Complants

Reasrictions =
Hote 4
Patisrd Profle 10 Type Reason Descripbion Signed  Exprnfion Rewched
Redstionshios 2577 Standand Autherizaion Personal Liss Fior relessss of Erdine madical recoed o Tew Yok Post 1222016 121 12T 1211 52046
E23 Man St Mew Yok NY 54321, ph 1231231034
Eatient Search -123

Post Jr, 2

222-3333. 0

5.3.14 Administrative Summary Reports
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The PHIMT is capable of running several reports, which are called Administrative Summaries.
Administrative Summaries provide a visual representation or snapshot view of your facilities
disclosure activities.

The Administrative Summary Reports are performed by Privacy Specialists.

Steps to create an Administrative Summary Report:

1. Select the Admin Tab.

Monday, December 12, 2016 Pabent Search  Logofl
Pabent User Admin Requesis Authonzations Requesier Repaorts
Current Admin: Administrative Summary
Dios, John
OHA -
Organizations |- Seisct - 5|

Admiristrative Summary

Crganizations

Application Users

User Qusuies

Aztountabls Disclosure Impons
Azeountsbia Disclosurs Impons Histony

LUser Sasrch

2. Select your Organization from the drop-down box.

Mondy, Decembar 12, 2016

Pabant User Requesis Authonzations Requester

Administrative Summary

RSN st e —
Al ~
Adrministradhve Summary DO PARENT
gz by DOth 13t Airborme
Appl alcn Lers D0th 2nd Alrborme
Usey Cubuens. 106h MED GROUP-USAF ACADENY CO
Azcouniable Disclosure imports 10th Med GROUP- PETERSON AFB
Aztountable Disclosurs imports. History |"H MED GRP.BOLLING
1 'Wing
Lisar Sasren 2157 GEM HOSP SEQUL
P S 1'_‘1m.|—"‘ GRE-RANDOLPH
14th MED GRA.COLUMBUS

1Tth MED GRP.GOOOFELLOW
18th MED GRPEADENL A8
18th MEDCOM - KOREA
18 MED GRP-L 3

o

2T MED GRP.CAN

26th MED GRP-ELLSWORTH
2nd MED GRP-BARKSDALE

3t MED GRRE. 'H'DE EERG

e The Administrative Summary reports will display.
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Manday, December 12, 2016 Patent Search  Looof
Pabent Usar Adrrun Requests Authonzabons Requester Reports
Cartent Admin: Administrative Summary
Doe, John
Dk
Ovganizations [DHA £

Adeninistratreg Summany Hequest Metrics
Crganizationg Totsl Accountabis Dagiosrs Racuens 621 Total Pending Azcountsbls Desripsure Requeats 204
"\DDE!W'J'IM o LCOURRONE L s B N > 2! SCOUTECRS Lkl i QU ek,
User Qusues Totsl Comnplaint Reguesis 283 Total Pending Complaing Requesty 1]
Arcourdabie Onclosure impons Totsl Accounting Requasts 427 Totsl Pending Accounting Rsquesiy 2648
Accouniable Distlosune imports Mislory

HI’ Eﬂ;" -

1233 Totsd Pending Accourisble Desclosures 453
iple Azcountable Dasclosres

Totsl Single Accouniabie Disclcsures 1031

Authorizations Metrics

Total Authonzabons 405 Totsl Authoriced Relesses

Accountable Disclasures By Type

o
A

=

=

&
A5 Required by Law —

(77 Hoahh Ovarsighn Activitias

5.4 REGULAR USER ACTIVITIES

This section is focused on the steps that a Regular User should perform in order to document an
accounting of disclosures in PHIMT. There are many steps that are similar with those of the
Privacy Specialist, but the Regular User has limited access to the system functionality requiring
they enter the information through a different path. This functionality will be re-aligned in the
PHIMT interface enhancements so that in the future, all data entry will follow the same path.

5.4.1 Regular User Access to Record a Disclosure

A Regular User has limited access to PHIMT. Utilizing the Requests tab, the Regular User can
quickly access the system and enter the disclosure. The Regular User can select either a single
accountable disclosure or a multiple accountable disclosure. . Some examples of multiple
disclosures include: recurring monthly medical readiness status, dental class reports, or pre-
deployment preparation reports to a commander or the commander’s designee(s). Multiple
Disclosures are primarily used when the same disclosure occurs in a specific time period. This
will allow for better tracking of multiple disclosures and users will not have to create separate
single disclosures.

Steps to create Disclosures

1. Click on the Requests Tab.
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2. Click on the Simple Disclosure radio button.

3. Click on the Next button.

Mondsy, November 14, 2016 ""-& BafiectSearch Looof
Patient Llser Admin Requests Authonzabons Requester HReports
Current Requeit: Create New Requesl
MNone
Select Request Type
Groslo Now Roquest | () Acccuniable Dinclosurs
Search %or a Request . Pk b el
b countabie Diselosune Az e ownting
Atrouniable Disclosure Reguest
_
4. Search for the Patient.
Monday, November 14, 2018 Eatiend Search  Locolf
Patiem Lises Adrri Requests Authorizabons. Requaster Rapos

Curmant Request:

Select Patieni
Arcountable Simple Dviclosure Reguest

0]

Create New Request

Seaech for 8 Request Patient Search
by Name! Slate [Las]
Shads| Burih Dabe in MMDONYY fommat]
- [
<O
SSN i £22-53.233F fovmal, anfer GO0-COD00T If AOP Ko
SR -

EDEPM (Dol EDV Ferson kdenider|

R

By Systenn 10 ($he sJentifer Crearsd Sy T Sy EEm e i g

Select patient from the Search Results screen.

Monamy, Novemper 14, 2016

Eatent Search  Loooll
Patiant Uiser Agdimiini Reguests Authorizations Raguestar Reports

Current Request:

Select Pabent
Azgountabie Simple Daclosurs Ragues

;*:f;l.':-ﬁ:'; if-.'i,e-_“': Patient Search Results

Search Results - Chick on The nama b select 8 persan

L) EtnPh Bt Gate Address
I Eoat Waahinaton, I 1163
| 1

QINSH5es 1600 Pann Aus Wiashington, DC 20011

Cleer opbons:

A5 b erEerin aral By poain
Giexie o rew Pabend record
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6. Follow the same steps for entering information in the disclosure details. Refer to Section
5.3.1, starting at Step 6, for a Single Accountable Disclosure or 5.3.2, starting at Step 6, for
Multiple Accountable Disclosures.

7. At the bottom of the form, Select Route to Privacy Specialist from the Action drop-down.

Browse . P
)
FILE X: Document Title {eniér this docurmiem’s hilld)
Piease select o file you wish to attach
Browse..
FILE ¥: Document Title (aalar s documsn's k)
|
Please scliect a file you wish fo aftach
I _some._|
Action (action for Mg reguest
|4au:e iy By Wiarkdisi £ ] H

8. Click on the Save button.

e The Request Summary screen will display.

Maonday, Movermiber 14, 2008

Cuirtart Requant:

Summary

ey

Dt wmenss

Azt ountalde Dist losune Datads

Croate Hew Roquest
Search for & Fleguest

Simple Aztountable Disciosure Hequest Pabient
Mame: Wiashings

Babeot Search Logofl
Patiant Usar Adrmin Requests Authorizatons Requester Reports

Request Summary

ame o0 P
B Dn
Addiess: dwe Webingion D 1)
e utes Hecguen!
Mame: John Smh
Address: 13450 Bob Wison, San Diege A 821
Request Status: Aoeted for Approval

Aequest Creation Date: 11

Regoest Lasl Update Date: 11/140095 o

Other Request Detsily
Description

6.0 GLOSSARY

To facilitate clarity the following terms will be used throughout the document and are defined as

follows:

TERM

DEFINITION

Accounting Suspension

approved disclosure. The suspension can be either specific

days, or written, lasting up to six months.

An action that results in the temporary postponement of a previously

(referring to a particular disclosure) or type (referring to a disclosure
of a particular type). Suspensions can be oral, lasting for up to thirty
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TERM DEFINITION

Action A specific activity that requires a response to a request.

Add Organization A hyperlink on .the Admin Tab thgt gllows the User Admin to enter
new user facilities to the current listing

Add User A hyperlipk on the Admin tab that allows the User Admin to enter a
new user into the database.
One of two label tags that provide access to a set of User Admin

Admin Tab activities that regulate administrative functions of the PHIMT
database. These activities include: maintaining disclosure types and
organizations, and creating/modifying users.

All User’s List A hyperlink on the Admin tab that provides a listing of all users in
the database. This hyperlink makes user management available.
An option that allows the User to send documentation or files with a

Attach .
disclosure.

Authorization A hyperlink on Fhe Patient tab that allows the User to process an
approval for a disclosure.

Back A navigation button that allows the Regular User to return to the
previous screen.

Complaint Activity that allgws' a user to file a HIPAA grievance against a
person or organization.

Create An option that allows the Regular User to initiate a new activity.

Create New Request A‘h'yperlink on the Requests‘tab that alloyv§ the Regular User to
initiate a request for a new disclosure activity.
A hyperlink on the Requests tab that allows the Regular User to

Disclosure forward a release of protected health information to the Privacy

Specialist.

Disclosure Accounting

A hyperlink on the Requests tab that allows the Regular User to
process a justification for a disclosure.

Disclosure Details

Refers to information about a specific release that the Regular User
can

Disclosure Restriction

Placing constraints on either the information being released or its
recipient.

Display

An option that allows the Regular User to view various types of
information about a particular patient or disclosure activity.

Generate Form

A hyperlink on the Patient tab that allows the Regular User to create
forms and letters for various disclosure activities and situations.

Login The opening screen that requires a User ID and Password.
Logoff A hyperlink that allows the Regular User to exit PHIMT.
MDR Data Data that has been imported from the MHS Data Repository.
MTF Military treatment facility.

My Profile A hyperlink on the User tab that allows the Regular User to

enter/update personal information and preference data.
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My Requests A hyperlink on the U.se.r.tab that allows Regular Users to view the
status of all requests initiated by them.

) A hyperlink on the User tab that serves as an electronic inbox. It

My Worklist allows Regular Users perform desktop duties such as viewing all
tasks currently assigned to them.

New An action button that allows the Regular User to develop a new

item, patient, or organization.

New Patient Record

A hyperlink on the Patient Search Results screen that allows Regular
Users to provide information about a new patient.

A navigation button that allows the Regular User to proceed to the

Next : .
next step 1n an activity.
Organization A Military Service or MTF.
Organization A hyperlink on the Admin tab that allows the User Admin to create
Management and/or modify facilities within the database. This term refers to the
process of maintaining a user’s organization profile and status.
Patient Profile A hyperlink on the Patient tab that allows the Regular User to create

or edit patient information.

Patient Search

A hyperlink on the Patient tab and main screen that allows the
Regular User to look for a particular patient in the database.

Patient Tab A tag or label that provides the User with patient-specific activities.
PHI Protected Health Information.
PHIMT Protected Health Information Management Tool.

Privacy Specialist

The Privacy Officer or designee at an MTF or Service level. This
role allows the user to maintain disclosure reporting, approve/deny
disclosure requests, amend requests, and to restrict and suspend
disclosures.

Record Disclosure

Documentation and confirmation of the release of PHI.

A general role with basic functionality. This role can create

Regular User disclosures and authorization requests that can be routed to a Privacy
Specialist.

Request The first step in initiating a disclosure activity.

Request Action A prompt for a spec?ﬁc performance (rouFe to Privacy Specialist or
route to your Worklist) to be taken on a disclosure.

Request Details Allqwing thp Regular User to view relevant information about a
particular disclosure.

Requester The individual or agency asking for the disclosure.

Requester Profile A hyperlink on the Requester tab that allows the user to view

information about the individual or organization making the request.
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Requester Requests

A hyperlink on the Requester tab that allows Regular Users to view
a listing of all requests that were made by an individual or an
organization.

Requester Summary

A hyperlink on the Requester tab that allows the Regular User to
view a brief of all requests initiated by an individual or organization.

A tag or label that allows the Regular User to access information

Requester Tab e ¢ :

about the individual or agency making a request for a disclosure.

A tag or label that allows the regular User to access information
Requests Tab about the activities that have been requested by an individual or

organization.

A constraint put upon a particular disclosure activity. The constraint
Restriction could refer to denying access to a particular individual or a

particular time frame.

Revoke Authorization

A user rescinding a previous approval for a particular disclosure

A named collection of permissions. A role allows users with the

Role same permissions to be grouped under a unique name such as:
Regular User, User Admin, or Privacy Specialist.
Forwarding an approval request for disclosure to your worklist for

Routing later action, or to another individual. For example, a Regular User
may forward the approval request to a Privacy Specialist.

Save An action button that allows Regular Users to save data entries,
information, and procedures.

Search An action button that allows Regular Users to search for a particular

individual or activity.

Search for a Request

A hyperlink on the Requests tab that allows the Regular User to look
for a particular request made by that person.

An action button that allows Regular Users to select a particular

Select . o

patient or activity.

A gray box in the upper left corner of all screens. This box displays
Status Box the current information for a patient or activity; depending on

actions being performed.

A hyperlink on the Phone Number Details screen of the Patient tab
Summary that allows Regular Users to view a brief of all disclosure activities

for a particular patient.

Summary Item Filter

A feature accessed on the Patient Summary screen. It allows the
user to display a synopsis on disclosures, suspensions, restrictions,
reports, letters, and complaints.

Suspension

The act of delaying a disclosure or putting it on hold temporarily.

Switch Organizations

A hyperlink on the User tab that allows Regular Users assigned to
more than one organization to switch between their organizations.
This allows them to change their primary status in an organization.
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TCL

The table where the MDR data is stored.

TMA

TRICARE Management Activity.

Update

An action button that allows Regular Users to update information or
perform additional activities.

User Admin

A role that allows the user to set up all accounts for users within
their facilities as directed by the MTF Privacy Officer. The User
Admin creates and assigns user names and passwords, adds/modifies
users from within their Service, assigns roles, creates user-to-user
relationships, verifies the identity of individuals who access PHIMT,
and provides login information to users. The User Admin also
creates workflows by routing the requests of a Regular User to a
Privacy Specialist and from a Privacy Specialist to another Privacy
Specialist, if necessary.

User Profile

Used when referring to the Add User activity. This profile screen
allows the User Admin to enter personal information and preference
data about a new user

User Role

A named collection of permissions. A role allows Users with the
same permissions to be grouped under a unique name such as
Regular User, User Admin, or Privacy Specialist. Each role has
varying degrees of permissions. Roles allow users with the same
permissions to be grouped under a unique name (ex. Regular User,
User Admin, and Privacy Specialist). The MTF Privacy Officer
usually determines the appropriate role.

User Search

A hyperlink on the Admin tab that allows the User Admin to search
for a particular user.

User Tab

A tag or label that allows the Regular User to access all PHIMT
User-related information. This tab is designed to track all tasks
assigned to a user

User-to-User
Relationship

The different user types and how they work with one another. The
User Admin creates this relationship as directed by the MTF Privacy
Officer. The Privacy Officer understands how the MTF manages
disclosures. The User Admin understands how to create a workflow
by routing requests of a Regular User to a Privacy Specialist and
from a Privacy Specialist to another Privacy Specialist, thereby
creating the working relationships between the different users.
Multiple user relationships can be established throughout the
facility.

7.0 USER ROLE PERMISSIONS

PHIMT PRIVACY SPECIALIST PERMISSIONS

PHIMT Privacy Specialist Enabled Permissions

Tab
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Logon/Logoff Both

User Tab Change password

Switch to other organizations
Update address

User profile

User workflow

Workflow activity

Workflow request

Workflows tab

Admin Tab Administrative workflow

Attach file

Backup person relationship
Organization management

Patient Tab Create patient

New request: deny request now
Patient accounting request

Patient accounting suspensions
Patient alternate communication
Patient authorization

Patient disclosure restrictions
Patient profile

Patient search

Patient summary

Patient workflow

Record disclosure

View disclosure

Requests Tab Complaint workflow

Disclosure accounting

Disclosure request

Simple disclosure request
Disclosure imports

Edit request: accept request

Edit request: approve request

Edit request: complete PHI retrieval
Edit request: process complaint
Edit request: route to another Privacy Specialist
Edit request: route to other user
New request: process request now
New request: route to another Privacy Specialist
New request: route to other user
New request: route to My Worklist

Requester Tab Requester summary
Requester workflow

PHIMT User Admin Tab Enabled Permissions
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Logon/Logoff Both
User Tab Switch to other organizations
Update address
User profile
User workflow
User worklist
Workflow request
Admin Tab All users list
Attach file
Organization management
User management
Patient Tab None (can perform patient profile and patient relationship
activities.)
Requests Tab None (perform new request: route to my worklist activity.)
Reiuester Tab None
PHIMT Regular User Tab Enabled Permissions
Logon/Logoff Both
Patient Tab Create patient

Generate form

Generate letter

Patient authorization

Patient profile

Patient search

Patient summary

Patient workflow

View disclosure

User Tab Change password

Switch to other organizations
Update address

User profile

User workflow

User worklist

Workflow activity
Workflow request
Workflows tab

Admin Tab None (can attach file as part of another activity)
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	1.0 INTRODUCTION TO PHIMT 
	The Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule requires covered entities to safeguard the privacy of individuals Protected Health Information (PHI). 
	 A covered entity is a health plan, such as the TRICARE Health Plan, a health care clearinghouse, which would include companies that perform electronic billing on behalf of Military Treatment Facilities (or MTFs), or a health care provider, such as a doctor or dentist working at an MTF, who transmits any health information in electronic form in connection with a covered transaction. Covered transactions are certain financial and administrative transactions covered by HIPAA. Examples of covered transactions
	 PHI is defined as individually identifiable health information (IIHI) that is transmitted or maintained by a covered entity or business associate in any form or medium. PHI excludes: (1) Employment records held by a covered entity in its role as an employer (such as sick leave information held by a hospital as an employee), and (2) Persons deceased more than 50 years. IIHI is defined as information that is a subset of health information, including demographic information collected from an individual, and:
	o is created or received by a covered entity or business associate; and 
	o is created or received by a covered entity or business associate; and 
	o is created or received by a covered entity or business associate; and 

	o relates to the past, present or future physical or mental health condition of an individual; the provision of health care to an individual; or the past present or future payment for the provision of health care to an individual; and 
	o relates to the past, present or future physical or mental health condition of an individual; the provision of health care to an individual; or the past present or future payment for the provision of health care to an individual; and 


	 That identifies the individual; or 
	 With respect to which there is a reasonable basis to believe it can be used to identify the individual. A patient’s name or account number are obvious identifiers of an individual, but other not so obvious types of information such as race and age together may also identify an individual. 
	The Department of Defense (DoD) regulation, DoD 6025.18-R, Health Information Privacy Regulation, implements the HIPAA Privacy Rule for the Military Health System (MHS). This regulation will ultimately be replaced with a DoD Instruction, Privacy of Individually Identifiable Health Information in DoD Health Care Programs, which will incorporate updates from the Omnibus Final Rule and developments within the MHS over the years. 
	The HIPAA Privacy Rule requires a covered entity to maintain a history of when and to whom disclosures of PHI are made. The MHS, as a covered entity, must be able to provide an accounting of those disclosures to an individual upon request. 
	In accordance with DoD 6025.18-R, MTFs, as covered entities within the MHS, must provide an accounting of disclosures within 60 days of a request. If the MTF cannot honor an accounting of disclosures within the 60-day period, it must provide information to the requester as to the reason 
	In accordance with DoD 6025.18-R, MTFs, as covered entities within the MHS, must provide an accounting of disclosures within 60 days of a request. If the MTF cannot honor an accounting of disclosures within the 60-day period, it must provide information to the requester as to the reason 
	for the delay and expected completion date. The MTF may extend the time to provide the accounting by no more than 30 days. Only one extension is permitted per request. 

	To comply with these requirements, the Defense Health Agency (DHA) created an electronic disclosure-tracking tool. The Protected Health Information Management Tool (PHIMT) stores information about all disclosures that are made for a particular patient. PHIMT has a functionality built into it that can provide an accounting of disclosures. 
	PHIMT also contains the functionality to store Authorizations and Restrictions. This centralized retention allows Users to easily access the information across the MHS. 
	The PHIMT tool is available for MHS covered entities, including MTFs. 
	1.1 PHIMT User Permissions 
	Each user is assigned to one or more organization(s), which is defined as a logical or physical entity such as an MTF, a Military Service, or DHA. 
	PHIMT permissions are based on status-level relationships within Service Groups. These Service Groups consist of the Army, Navy, Air Force, and Coast Guard. Anyone in a given Service Group can be granted access to information required to perform his or her duties. Specific roles have corresponding permissions that determine the level of access an individual will have and may be limited to a facility level (e.g., a MTF). Those in roles with the highest levels of permissions will have access to all informatio
	For example, DHA, Group A the top tier, occupies those roles with the highest levels of permissions. Individuals in this group are granted access to all information within their Service Group. Individuals Group B the second tier, do not have access to the information accessible to those in the top tier since they occupy roles requiring a lower level of permissions. However, Group B does have access to the information in Group C, comprised of roles requiring even lower permission levels. The third tier, Grou
	1.2 PHIMT User Roles 
	A role is a named collection of permissions. Roles allow users with the same permissions to be grouped under a unique name. PHIMT roles include: 
	 Regular User is a general role with basic functionality. This role can create disclosures and authorization requests that can be routed on to a Privacy Specialist 
	 User Admin is a local administrator for a MTF or a designated Service. The e-mail account administrators will handle this role for each MTF or Service 
	 Privacy Specialist is the Privacy Officer or designee at an MTF or Service level. This role allows the user to maintain disclosure reporting, approve/deny disclosure requests, amend requests, restrict, and suspend disclosures, and to generate associated letters 
	 Tool Administrator has global access to the application and will be maintained by the PHIMT Help Desk. This role allows the user to configure roles within MTFs, and create permissions within the application 
	Within an organization, each user can have one or more role(s). A user can have the same roles in multiple organizations, or different roles in multiple organizations. Roles are inherited through permission levels. 
	: An individual’s particular user role will determine the level of PHIMT activities he or she is authorized to perform. Different user roles are authorized to access different tabs in the tool. 
	NOTE

	The Privacy Office is responsible for granting PHIMT access to users based on the user’s job functions. Some of the departments that the Privacy Officer may wish to grant access include, but are not limited to: 
	 Medical records  Release of information  Patient advocate  Patient’s rights  Privacy office 
	Some or all individuals within these departments may be designated as Regular Users or Privacy Specialists. 
	1.2.1 Privacy Specialist 
	1.2.1 Privacy Specialist 
	The Privacy Specialist role allows the user to maintain disclosure reporting, approve/deny disclosure requests, amend requests, restrict and suspend disclosures, and issue complaints. This role is usually a Privacy Officer within the facility or a designee at an MTF or Service level. 
	The Privacy Specialist understands how the MTF manages disclosures. Disclosure requests may be routed from a Regular User to the Privacy Specialist or from one Privacy Specialist to another. This process helps establish working relationships between the different PHIMT users. 

	1.2.2 Regular User 
	1.2.2 Regular User 
	1.2.2 Regular User 

	The Regular User can create disclosure and authorization requests that can later be routed to a Privacy Specialist. He/she can review patient profiles, record an accounting of disclosure request, and revoke authorizations. 

	1.2.3 User Admin 
	1.2.3 User Admin 
	The User Admin will create User-to-User Relationships as directed by the Privacy Officer. A collaborative effort is required to ensure the release of PHI is managed within PHIMT. Before establishing any relationships, the Privacy Officer will have an understanding of the way the MTF manages disclosures, the key individuals involved in the release of information and tracking of disclosures, and the approval process. A complimentary knowledge base will come from understanding how to create a workflow for rout
	1.3 PHIMT SYSTEM REQUIREMENTS 
	Before using PHIMT, it is necessary to understand and ensure the operating requirements are met. PHIMT has specific requirements for the operating system, browser, and plug-ins. In particular, PHIMT requires a Microsoft Windows operating system: Windows XP (home, professional), Windows 2000 (standard, professional, advanced), or Windows 98. 
	NOTE: Windows NT works with PHIMT in most cases, but some limitations may exist. 
	1.3.1 Browser Requirements 
	1.3.1 Browser Requirements 
	PHIMT requires the use of Microsoft Internet Explorer, version 6.0 or above. 
	Cookies and JavaScript should be enabled (these items are enabled in a default browser installation). 
	NOTE: 


	1.3.2 Plug-Ins 
	1.3.2 Plug-Ins 
	PHIMT requires the use of Adobe Acrobat, version 6.0 or above. The application will also work with version 5.0 but the latest version is recommended. 
	To display the generated letters and reports in the browser, the Adobe Acrobat Plug-in is required. This is normally installed with Adobe Acrobat Reader. Download Adobe Acrobat for free at . 
	NOTE: 
	http://www.adobe.com

	2.0 ACCESSING AND USING PHIMT 
	Now that you have an understanding of why PHIMT was developed, are familiar with its capabilities and system requirements, and understand your role, you are ready to access the application. 
	To login to the PHIMT application: 
	To login to the PHIMT application: 
	1. Enter the URL for PHIMT into the address bar in your Web browser: 

	https://tma-phimt.csd.disa.mil/hipaax 
	https://tma-phimt.csd.disa.mil/hipaax 

	The Internet window should open to the MANDATORY DOD NOTICE AND CONSENT BANNER window shown below. 
	Figure
	2. 
	2. 
	2. 
	Read the DoD Notice and Consent Banner 

	3. 
	3. 
	3. 
	Click on the “OK” button at the bottom of the notice 

	After clicking on the “OK” button, you should be taken to the DoD MHS PKE and CAC screen shown below: 

	4. 
	4. 
	Click on the Green CAC Access button at the bottom of the screen. This will display the “Select Certificate” window. 

	5. 
	5. 
	Select valid CAC Identification then click on the “OK” button 

	6. 
	6. 
	The DHA MHS PHIMT SERVER Notice and Terms of Use window should appear 

	7. 
	7. 
	Read the Notice and Terms of Use 

	8. 
	8. 
	Click on the “Accept” button at the bottom of the window 

	9. 
	9. 
	Upon successful login into PHIMT, you will land on the User Tab, which is the default setting, shown below: 


	Figure
	Figure
	Figure
	Figure
	3.0 UNDERSTANDING PHIMT SCREENS 
	Each tab of the PHIMT screens contains basic information that will be helpful to you when performing various activities. 
	3.1 SCREEN FEATURES 
	There are many features to the PHIMT screen that you can use as you navigate your way through the many disclosure activities you will perform. These screen features include Date, Navigational Options, Status Box, and Activity Hyperlinks. 
	3.1.1 Date 
	3.1.1 Date 
	The date feature displays the current weekday, month, day, and year in the upper left corner of the PHIMT screen. 
	Figure
	3.1.2 Navigational Options 
	Navigational Options, such as the Patient Search, provide directional hyperlinks that will help you proceed through the PHIMT application. They are located in the upper right hand corner of the PHIMT screen. 
	Figure

	3.1.3 Status Box 
	3.1.3 Status Box 
	The gray status box shows current information and is located in the upper left hand corner for all PHIMT screens. The status box displays the following information; Current User Name, User Organization, and Assigned Role, and Patient Information. This information is updated when making inputs for various activities. 
	Figure

	3.1.4 Activity Hyperlinks 
	3.1.4 Activity Hyperlinks 
	The Activity Hyperlinks feature is located under the status box, on the left hand side of the PHIMT screen. This listing consists of hyperlinks for activities that can be performed while in a specific “tab.” The hyperlinks may include: My Profile, My Requests, or My Worklist; depending on which tab you are using. Your user role will determine specific hyperlinks listed. 
	Figure

	3.1.5 PHIMT Screen Tabs 
	3.1.5 PHIMT Screen Tabs 
	PHIMT screen tabs are labels that are located at the top of the display screen. The tabs serve as file folders for different groupings of activities. The specific tabs will vary depending on what role you are assigned. 
	 Privacy Specialist tabs includes: Patient, User, Admin, Requests, Requester 
	Figure
	 Regular User tabs includes: Patient, User, Requests, Authorizations, Requester 
	Figure
	 User Admin tabs includes: User, Admin. Each tab allows for different activities. 
	Figure

	3.1.6 Screen Title 
	3.1.6 Screen Title 
	The Screen Title is located directly under the PHIMT Screen Tabs and above the display screen. This is the Title of the particular screen being displayed (ex. User Worklist, Patient Search Results). 
	Figure

	3.1.7 Display Screen/Application Window 
	3.1.7 Display Screen/Application Window 
	The display screen/application window is the PHIMT user’s work area. These screens contain various fields that provide required information for proceeding through the PHIMT activities. To assist with data input, PHIMT provides text boxes, windows, calendar icons, and drop down menus, where applicable. 
	Feature 
	Feature 
	Feature 
	Definition 

	Radio Buttons 
	Radio Buttons 
	Radio buttons appear as black dots to indicate your selection. You can toggle the buttons between selected and not selected 

	Check Marks 
	Check Marks 
	Check Marks are used to indicate a completed or not completed status. You can toggle the marks between checked and unchecked 

	Drop Down Menus 
	Drop Down Menus 
	Drop Down Menus provide the user with a list of possible selections from which to choose. Clicking on a particular item causes it to be selected and appears in the “Window”. You can change a selection by clicking the arrow on the menu box and then clicking on a different item 

	Text Boxes 
	Text Boxes 
	Text Boxes are empty fields in which you can provide information. At times, this data is requested as additional comments or for supplemental information 

	Calendar Icons 
	Calendar Icons 
	Calendar icons are provided to make it easier for you to input required dates. Choose a date by selecting the arrow in the date window. A calendar icon appears for easy inputs. Click on desired date or use the arrows near the Month and Year headings to display a date not currently shown. The date you select will appear in the date window. 

	Action Buttons 
	Action Buttons 
	Action buttons are used to guide you through the PHIMT steps and processes. Click on these buttons to proceed through various activities. Examples of these buttons include: Next, Save, Create, and Update 


	NOTE: These features will be discussed when they are used in an activity. 
	3.2 PHIMT ERROR MESSAGES 
	PHIMT issues error messages when an entry or selection is not appropriate or complete. The message begins “Error(s) have occurred” and then follows with a bulleted list of the errors. For example, if you try to route an activity to someone who does not have access to that information, or you are not authorized to route the information to that particular person, PHIMT will display a message indicating that you do not have the authority to perform that task. If you have not provided information for all the re
	4.0 MHS DATA REPOSITORY 
	PHIMT automatically uploads patient demographic information from the Military Health System (MHS) Data Repository (MDR) on a monthly basis. This avoids the need for Users to manually enter patient demographics information prior to recording a disclosure, thus significantly decreasing the time needed to record a disclosure. In addition, this capability decreases the likelihood of erroneous information entering PHIMT and increases the reliability and accuracy of the information it contains. 
	4.1 ACCESSING PATIENT ACCOUNTS 
	With MDR data uploaded to PHIMT, the patient demographics will not need to be manually entered. When searching for a patient, all patient records in the MDR and PHIMT that meet your search criteria will be returned. The word “New” will appear next to all records that are from the MDR. 
	Figure
	: When available, the address in the MDR will supersede the address in the PHIMT, unless the address in the MDR is blank. If the address in the MDR does not match the address in the PHIMT, the address in the MDR will be the default address. If there is not an address listed in the PHIMT, the address from the MDR Data will be used. 
	NOTE

	Once the patient record has been selected by clicking directly on the name of the patient, the record will be given a PHIMT Patient ID number, rather than being labeled as “New.” 
	Figure
	4.2 DUPLICATE ACCOUNTS 
	When using the PHIMT to access a patient’s account, the EDIPN is used as the unique identifier. If there are two patients with the same SSN but different EDIPNs in the PHIMT and/or MDR data, both accounts will display, clicking on the patient name will select appropriate account. 
	Figure
	4.3 PATIENT PROFILE 
	All patient profiles that are taken from the MDR will be labeled with “Imported from TCL” to show that the information has been imported. 
	Figure
	5.0 PRIVACY SPECIALIST FUNCTIONALITY 
	As a Privacy Specialist, you have the highest level of functionality and responsibility within the system. The following information will provide you with step-by-step instructions for approving requests that have been routed to you from a Regular User. 
	Your role as Privacy Specialist requires you to perform various PHIMT activities. The steps for performing these activities will be presented here and include the following: 
	 Approve a Request  Create a Suspension  Record a Complaint 
	5.1 USER TAB ACTIVITIES 
	The hyperlinks on the User tab allow you to perform “desk duties” such as updating your user profile information, viewing requests you have made, and viewing your tasks, and switching your organization. A discussion on using the User tab hyperlinks follows. 
	5.1.2 My Profile 
	5.1.2 My Profile 
	The My Profile hyperlink brings you to the User Profile screen (shown below). This screen 
	allows you to update or change your personal information such as: 
	 Phone number 
	 Email address 
	 Signature block (used for personal or professional titles and credentials) 
	 Provide additional comments 
	Note the area for user roles, located on the bottom of the screen is not active. Only the PHIMT help desk has authorization to perform that activity. You also cannot change your User or System ID, user-to-user relationships, or user roles. The User Admin manages those. However, you can change backup person relationships (discussed later in the guide). 
	: When entering a phone number, remember that it will display on all correspondence when generated. 
	NOTE

	: PHIMT contains profiles for all users within the system. It is important to keep your personal information up to date. Therefore, you should update all personal information as it changes. 
	NOTE

	Steps to update your user profile: 
	1. 
	1. 
	1. 
	Select the User Tab. 

	2. 
	2. 
	Select the My Profile hyperlink. 

	3. 
	3. 
	Enter your updated information in the information fields. (Changes can be made to any of the fields in the User Profile screen, except the System ID). Then click the Update button. 


	Figure
	Figure
	Your new information will appear in the appropriate fields. 

	5.1.3 My Requests 
	5.1.3 My Requests 
	The My Requests hyperlink brings you to the User Requests screen that allows you to view all PHIMT activity requests that you have made. To view a detailed summary of a specific request, select the Request Session ID. 

	5.1.4 My Worklist 
	5.1.4 My Worklist 
	The My Worklist hyperlink brings you to the User Worklist screen (shown below) and allows you to view and process all requests that have a task currently assigned to you. My Worklist serves as your electronic inbox. You should review your User Worklist to verify any tasks that have been assigned to you. To view more information on a particular activity, select the Activity Instance ID for that activity. 
	Figure

	5.1.5 Switch Organization 
	5.1.5 Switch Organization 
	The Switch Organizations link brings you to the Organization Search Results screen (shown below) and allows you to switch the status of your primary facility to a different facility, if you are assigned to more than one organization. For example, if you wanted to change your primary organization from US Primary Training Organization to DHA Clinical, just click the radio button next to the desired selection, and click Select. Your primary status change will be displayed in the status box. 
	Steps to switch your organization: 
	1. 
	1. 
	1. 
	Select the Switch organizations hyperlink on the User Tab. 

	2. 
	2. 
	Select the organization you want using the radio button. 

	3. 
	3. 
	Click on the Select button. 


	Figure
	 The Organization Search Results screen now shows the radio button located near the facility you selected. The new selection is also reflected in the status box. 
	Figure
	5.2 PATIENT TAB ACTIVITIES 
	The Patient tab allows you to view summaries, make requests, record disclosures and create accounting suspensions, disclosure restrictions, authorizations, and patient profiles. It also allows you to search for patients. Two of the most common activities performed on the Patient tab are Patient Search and Create Patient. We will focus on these two activities here. The more complex Privacy Specialist activities using the Patient tab will be discussed in the Privacy Specialist Activities section. 
	5.2.1 Patient Search 
	5.2.1 Patient Search 
	PHIMT allows you to use its search feature to find a patient that has already been added to the system. 
	Steps to search for a patient: 
	1. 
	1. 
	1. 
	Select the Patient Tab. 

	2. 
	2. 
	Enter the search criteria. (You can search for a patient by the Sponsor’s SSN, by the patient’s name/state, SSN, EDIPN or System ID). 


	If you do not know how to spell the last name, just enter the first few letters and an asterisk. PHIMT will find the correct spelling. 
	NOTE: 

	3. Click on the Search button. 
	Figure
	: The search limitation within the PHIMT is 600 records. This means that if your search results in over 600 records, you will have to narrow down your search 
	NOTE

	4. 
	4. 
	4. 
	Enter additional search criteria (if applicable). 

	5. 
	5. 
	Select the patient from the Patient Search Results screen. 


	Figure
	 The Patient Summary Screen appears and the current patient is displayed in the status box. 
	Figure

	5.2.2 Create a Patient 
	5.2.2 Create a Patient 
	Since the MDR data has been added to the PHIMT, the instances where a patient will need to be added before entering a disclosure will be infrequent. When adding a new patient record, conduct a search within the system initially to ensure that the patient does not already exist. Patient records must be added to the system before disclosures, authorizations or restrictions can be documented. 
	Steps to create a patient: 
	1. 
	1. 
	1. 
	Select the Patient Tab. If a patient is currently selected, the screen below will appear as it pertains to items you may call up about that patient. If no patient was previously selected, you will be directed to Patient Search to input information. 

	2. 
	2. 
	Select the Patient Search hyperlink. You can also go directly to Patient Search by clicking as denoted by the arrow. 

	3. 
	3. 
	Enter the patient search criteria. (You can search for a patient by the Sponsor’s SSN, by the patient’s name/state, SSN, EDIPN or System ID). 


	Figure
	: If you do not know how to spell the last name, just enter the first few letters and an asterisk. PHIMT will find the correct spelling. 
	NOTE

	Figure
	4. 
	4. 
	4. 
	Click on the Search button. 

	5. 
	5. 
	If no results matched your search, select the “Create a New Patient Record” hyperlink. 

	6. 
	6. 
	Enter the patient’s information: name, type, EDIPN, SSN, Sponsor SSN, birth date and email address. 


	Figure
	Figure
	7. Click on the Save button. 
	NOTE: All required fields are marked with an asterisk. 
	8. 
	8. 
	8. 
	Enter the Address Details (USA or International format). 

	9. 
	9. 
	Click on the Save button. 


	Figure
	 The patient summary screen for the new patient will appear. (The patient is brand new so no specific patient information will be displayed at this time.) The information is also displayed in the status box. 
	Figure

	5.2.3 Create an Alternative Phone Number 
	5.2.3 Create an Alternative Phone Number 
	Individuals have the right to request an alternative telephone number for receiving communications related to their PHI. An alternative telephone number can be created by Regular Users and Privacy Specialists. 
	Steps to create an alternative telephone number: 
	1. 
	1. 
	1. 
	From the patient Summary screen, click Patient Profile. 

	2. 
	2. 
	Scroll to the bottom of the Patient Profile/Patient Details screen. 


	3. Click on the New button next to Phone Numbers. 
	Figure
	 The Phone Number Details screen will display (choose the USA or International format). 
	4. 
	4. 
	4. 
	Enter the phone number and enter any comments. 

	5. 
	5. 
	Click on the Save button. 


	Figure
	 The phone number you added will appear on the Patient Details screen. 
	Figure
	5.3 PRIVACY SPECIALIST ACTIVITIES 
	This section will focus on the more complex Privacy Specialist activities including: approving disclosures, approving accounting of disclosures, recording complaints, recording disclosure restrictions, generating authorizations, revoking authorizations, and performing accounting suspensions. Instructions for performing these activities are provided in this section. 
	5.3.1 Record a Single Accountable Disclosure 
	5.3.1 Record a Single Accountable Disclosure 
	The Privacy Specialist can use the Record Accountable Disclosure hyperlink to record disclosures. The Record Accountable Disclosure hyperlink allows for immediate approval or denial. 
	Steps to record a Disclosure: 
	1. 
	1. 
	1. 
	Select the Patient Tab. 

	2. 
	2. 
	Enter the patient search criteria. (You can search for a patient by the Sponsor’s SSN, by the patient’s name/state, SSN, EDIPN or System ID). 

	3. 
	3. 
	Click on the Search button. 

	4. 
	4. 
	Select the patient from the Patient Search Results screen by clicking the Name hyperlink. 


	The steps 1-5 for recording a disclosure are the same as steps 1-4 in section 5.2.1 Patient Search. Refer to section 5.2.1 Patient Search for screen displays of steps 1-5. 
	NOTE: 

	5. 
	5. 
	5. 
	Select the Record Accountable Disclosure hyperlink on the Patient Summary screen. 

	6. 
	6. 
	Select the appropriate Accountable Disclosure Frequency radio button. 


	Figure
	Figure
	 Single Accountable Disclosure is a single, non-recurring disclosure of PHI 
	 Multiple Accountable Disclosures are multiple disclosures made to the same person or entity for a single purpose 
	o Some examples of multiple disclosures include: recurring monthly medical readiness status, dental class reports, or pre-deployment preparation reports to a commander or the commander’s designee(s). Multiple Disclosures are primarily used when the same disclosure occurs in a specific time period. This will allow 
	o Some examples of multiple disclosures include: recurring monthly medical readiness status, dental class reports, or pre-deployment preparation reports to a commander or the commander’s designee(s). Multiple Disclosures are primarily used when the same disclosure occurs in a specific time period. This will allow 
	for better tracking of multiple disclosures and users will not have to create separate single disclosures. 

	7. 
	7. 
	7. 
	Click on the Change button to add, change, or update the requester. 

	8. 
	8. 
	Select the requester. 

	9. 
	9. 
	Complete required fields, as marked with an asterisk. 


	Figure
	The accountable disclosure description will automatically be populated when the disclosure type is selected. 
	NOTE: 

	10. Select the Accountable Disclosure Status from the drop-down box 
	Figure
	11. Scroll down the screen and enter: accountable disclosure date, origin organization, accountable disclosure purpose, and PHI description. 
	Figure
	: The Accountable Disclosure Type and Accountable Disclosure Purpose be set to Undefined. 
	NOTE
	cannot 

	12. Scroll down to the bottom of the screen and click on the Save button. 
	Figure
	 The disclosure is now complete and only the disclosure comments and improper accountable disclosure fields can be updated. 
	Figure
	: To view the disclosure: 
	NOTE

	 Select the user tab 
	 Select My Requests hyperlink 
	 Enter year or date parameters, as applicable, and click Search 
	 The disclosure is displayed in the User Request box 
	 To view specific details of the disclosure, select the Request Session ID for that 
	particular request 
	: To Amend Disclosures: Once a disclosure has a disclosure status of completed, the only way to amend it is by assigning it as an Improper Disclosure. For information on Improper Disclosures, see section 5.3.3 Amend Disclosures 
	NOTE

	: Disclosures with Special Circumstances: When making multiple disclosures for the same patient, and for the same purpose, record all information in one disclosure record. Record the disclosure as stated in the previous steps using the following guidance. 
	NOTE

	Guidance for Completing Disclosure with Special Circumstances 
	Guidance for Completing Disclosure with Special Circumstances 
	Guidance for Completing Disclosure with Special Circumstances 

	Data Field Data to be Provided 
	Data Field Data to be Provided 

	Information Start Date Provide the date for which the disclosure request begins 
	Information Start Date Provide the date for which the disclosure request begins 

	Information End Date Leave blank if unknown or insert the date for one year later 
	Information End Date Leave blank if unknown or insert the date for one year later 

	Disclosure Date Insert the date of the first disclosure 
	Disclosure Date Insert the date of the first disclosure 

	Treatment Start Date Insert the date on which the treatment began 
	Treatment Start Date Insert the date on which the treatment began 

	Treatment End Date Leave blank 
	Treatment End Date Leave blank 

	Disclosure Purpose/Other 
	Disclosure Purpose/Other 
	Select Disclosure Purpose from the drop down menu and if applicable, insert text to indicate the frequency of disclosure and the number of disclosures to be made in addition to any other pertinent information such as the name of the report it will support 


	Figure
	NOTE: Remember that the text entered in this field does appear on reports and correspondence generated by the PHIMT. 

	5.3.2 Record a Multiple Accountable Disclosure 
	5.3.2 Record a Multiple Accountable Disclosure 
	Steps to record a Disclosure: 
	1. 
	1. 
	1. 
	Select the Patient Tab. 

	2. 
	2. 
	Enter the patient search criteria. (You can search for a patient by the Sponsor’s SSN, by the patient’s name/state, SSN, EDIPN or System ID). 

	3. 
	3. 
	Click on the Search button. 

	4. 
	4. 
	Select the patient from the Patient Search Results screen by clicking the Name hyperlink. 

	5. 
	5. 
	Select the Record Accountable Disclosure hyperlink on the Patient Summary screen. 

	6. 
	6. 
	Click on the Multiple Accountable Disclosures, as applicable. 

	7. 
	7. 
	The Disclosure Frequency fields will appear. 

	8. 
	8. 
	Select the occurrence, start date, and end date. (Users can select from the drop-down, which includes: weekly, monthly, or annually, or they have the option to put how many times the disclosure occurs in a specified time period.) 

	9. 
	9. 
	Click on the Requester Change button. 

	10. 
	10. 
	Search for the Requester. 

	11. 
	11. 
	Select the Requester from the Search Results screen. 

	12. 
	12. 
	Select the Requester Identity Verified drop-down. 

	13. 
	13. 
	Select the Disclosure Type from the drop-down. 
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	Figure
	The disclosure description will automatically be populated when the disclosure type is selected. 
	NOTE: 

	Figure
	14. 
	14. 
	14. 
	Select the Disclosure Purpose from the drop-down. 

	15. 
	15. 
	Complete the “Other/Details” text box. (For multiple disclosures, the purpose details box must be filled in for the disclosure to be complete.) 

	16. 
	16. 
	Scroll down the screen and enter: PHI description and disclosure comments. If you need to attach a document to the disclosure request, follow these steps: 

	17. 
	17. 
	Type the document title. 

	18. 
	18. 
	Click on the browse button to attach the document. 

	19. 
	19. 
	Click on the Save button. 


	Figure
	Figure

	5.3.3 Approve Disclosures 
	5.3.3 Approve Disclosures 
	: Those disclosures recorded by you using the Record Disclosure hyperlink have already been approved. This approval activity is for those disclosures that were developed using the Record Disclosure wizard and routed to your worklist for later action. 
	NOTE

	Steps to approve a disclosure: 
	1. 
	1. 
	1. 
	Select the User Tab. 

	2. 
	2. 
	Select the My Worklist hyperlink. 

	3. 
	3. 
	Select the Edit hyperlink for the disclosure you want to approve. 

	4. 
	4. 
	Select Approved from the Activity Status drop-down box. 

	5. 
	5. 
	Click on the Update button. 


	Figure
	Figure
	 The Edit Request screen appears. The approved request will display in the Request Activity History box. The status has been changed to Approved. 
	NOTE: The disclosure is no longer shown in your User Worklist. 
	Figure

	5.3.4 Amend a Disclosure 
	5.3.4 Amend a Disclosure 
	As a Privacy Specialist you are authorized to label a disclosure as Improper. Once a Disclosure status is marked as completed, it can only be amended by marking it as an Improper Disclosure, which means the disclosure was made incorrectly. 
	Steps to amend a disclosure: 
	1. 
	1. 
	1. 
	Select the Patient Tab. 

	2. 
	2. 
	Search for and select the patient (see 5.2.1). 


	Figure
	3. Place a check in the Disclosures box and click on the Display button. 
	Figure
	4. Select the ID hyperlink for the disclosure that you want to amend. 
	Figure
	 The Record Disclosure screen will display. 
	Figure
	5. 
	5. 
	5. 
	Scroll to the bottom of the screen and place a check in the Improper Disclosure checkbox. 

	6. 
	6. 
	Enter a description of the Improper Disclosure and mitigation. 

	7. 
	7. 
	Click on the Update button. 


	Figure

	5.3.5 Record a Request for an Accounting of Disclosures 
	5.3.5 Record a Request for an Accounting of Disclosures 
	An individual has a right to receive an accounting of disclosures of protected health information made by a covered entity in the 6 years prior to the date that the accounting is requested– DoD 6025.18-R Chapter 13. 
	Both Regular Users and Privacy Specialists can record a request for an accounting of disclosures, but only Privacy Specialists can approve or deny the request. 
	Steps to record a request for an accounting of disclosures: 
	1. 
	1. 
	1. 
	Select the Requests Tab. 

	2. 
	2. 
	Click on the radio button for Accountable Disclosure Accounting. 

	3. 
	3. 
	Click on the Next button. 

	4. 
	4. 
	Search for the patient. 

	5. 
	5. 
	Select the Patient. 


	Figure
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	6. Select the Requester. 
	Figure
	7. 
	7. 
	7. 
	Confirm the requester and recipient details. 

	8. 
	8. 
	Click on the Next button. 

	9. 
	9. 
	Enter the Request Details: requester identity verification, and description of verification, as applicable. 

	10. 
	10. 
	Click on the Next button. 

	11. 
	11. 
	Enter in the Details of the Request, to include Approved Part/Denied Part. 

	12. 
	12. 
	From the Action drop-down box, select the appropriate person to route the request to. 


	Figure
	Figure
	Figure
	The Request Action window provides you with various accounting disclosure actions, which are shown in this table: 
	Table
	TR
	Accounting for Disclosures -Request Actions 

	Action 
	Action 
	Description 

	Route to My Worklist 
	Route to My Worklist 
	Allows you to place it in your worklist to follow up when appropriate 

	Process Request Now 
	Process Request Now 
	Allows you to place it in your worklist for approval 

	Deny Request Now 
	Deny Request Now 
	Allows you to deny the disclosure 


	Route to Privacy Specialist 
	Allows you to pass the disclosure on to another Privacy Specialist to be processed, as established in a User-to-User Relationship 
	Route to Other User Allows you to pass the disclosure back to another user to process the letter generation after approving or denying the request, as established in a User-to-User Relationship 
	13. Click on the Save button.  The Request Summary screen will display. 
	Figure

	5.3.6 Approve Accounting of Disclosures Request 
	5.3.6 Approve Accounting of Disclosures Request 
	A patient may ask for an Accounting of Disclosures at any time. PHIMT allows for a quick reporting of this accounting. 
	Steps to approve an accounting of a disclosure: 
	1. 
	1. 
	1. 
	Select the User Tab. 

	2. 
	2. 
	Select the My Worklist hyperlink. 

	3. 
	3. 
	Select the Edit hyperlink for the disclosure accounting that you want to approve. 

	4. 
	4. 
	Select Accepted from the Activity Status drop-down box. 

	5. 
	5. 
	Click on the Update button. 


	Figure
	 The Edit Activity Details screen will display. 
	Figure
	 The Disclosure Accounting Request screen will display with the approved accounting of disclosures. 
	NOTE: The accounting disclosure is no longer shown in your User Worklist. 
	Figure

	5.3.7 Generate an Accounting of Disclosures Report 
	5.3.7 Generate an Accounting of Disclosures Report 
	An accounting of disclosures report is a summary of all of the disclosures made for a particular patient. Once a request has been approved, an accounting of disclosures report can be generated. Pending disclosures will not display in the report. 
	The Privacy Specialist has the option to route the report back to the originator. 
	Steps to generate an Accounting of Disclosures Report: 
	1. 
	1. 
	1. 
	From the Requests Tab, follow steps 5.3.5 to create a new request. 

	2. 
	2. 
	Once the patient has been selected, from the Accountable Disclosure Accounting Request screen, click on the Create button to generate the report. 

	3. 
	3. 
	Select the “Protected Health Information Disclosure Report” hyperlink to create the report. 


	Figure
	If you want to route the completed request back to the originator, place a check in the box and click on confirm. 
	NOTE: 

	Figure
	 The Accounting of Disclosures Report will display in PDF. 
	Figure

	5.3.8 Create a Suspension 
	5.3.8 Create a Suspension 
	Per DoD 6025.18-R C13.1.2.1, “the covered entity shall temporarily suspend an individual’s right to receive an accounting of disclosures to a health oversight agency or law enforcement official.” Two types of disclosures can be suspended: Law enforcement purposes and Health oversight activities. Privacy Specialists have the ability to enter an accounting suspension in two ways: Specific disclosure and Type of disclosure. As a best practice, it is recommended that users enter in an accounting suspension usin
	Steps to create a suspension: 
	1. 
	1. 
	1. 
	Search for and select a patient record. 

	2. 
	2. 
	Select the Accounting Suspensions hyperlink. 


	Figure
	3. Select the Specific Disclosure hyperlink. 
	Figure
	4. 
	4. 
	4. 
	Click on the radio button for the disclosure you want to suspend. 

	5. 
	5. 
	Enter the suspension details: requesting statement and form, justification, and start and end date. 


	NOTE: All required fields are marked with an asterisk. 
	Figure
	6. Scroll to the bottom of the screen and click on the Save button. 
	Figure
	7. 
	7. 
	7. 
	Select from the left column the Summary hyperlink. 

	8. 
	8. 
	Check the Suspensions checkbox. 

	9. 
	9. 
	Click on the Display button. 


	 The Disclosure that you suspended will display in the Disclosure Accounting Suspensions section. 
	Figure

	5.3.9 Record Complaints 
	5.3.9 Record Complaints 
	To document a complaint in the PHIMT, you must complete three steps: Record the Complaint, Receive the Complaint, and Update the Complaint after the investigation. 
	Steps to Record a Complaint: 
	1. Select the Requests Tab. 
	Figure
	 The Create New Request Screen will appear. 
	2. 
	2. 
	2. 
	Click the Complaint radio button. 

	3. 
	3. 
	Click on the Next button. 

	4. 
	4. 
	Search for the patient. 

	5. 
	5. 
	Click on the Search button.  The Patient Search Results Screen will appear. 

	6. 
	6. 
	Select the Patient. 


	Figure
	 The Select Complainant Screen will appear. 
	Figure
	Figure
	 The Complaint Details Screen will appear. 
	7. Complete the Complaint Details: complaint type, complaint date, subject and description of the complaint. 
	Figure
	8. Scroll to the bottom of the screen and click on the Next button. 
	Figure
	9. 
	9. 
	9. 
	To attach any documents, type in the document title. 

	10. 
	10. 
	Click on the Browse button to attach the file. 

	11. 
	11. 
	Click on the Next button. 

	12. 
	12. 
	Select the appropriate action from the drop-down box. 

	13. 
	13. 
	Click on the Save button.  The Request Summary screen will display. 


	Figure
	 The Request Action screen will appear. 
	Figure
	Steps to Receive a Complaint: 
	1. 
	1. 
	1. 
	1. 
	Select the User Tab. 

	 The complaint will appear in the User Worklist. 

	2. 
	2. 
	Select the Edit hyperlink. 
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	Figure
	 The Edit Activity Details Screen will appear. 
	3. 
	3. 
	3. 
	From the Activity Status drop-down box, select Received. 

	4. 
	4. 
	Click on the Update button.  The Edit Request screen will appear. 

	5. 
	5. 
	Select the Complaint-Received Letter hyperlink in the Letters and Attached Documents field. 


	Figure
	Figure
	 The Complaint Received Letter is generated. 
	Figure
	Steps to Update the Complaint: 
	1. 
	1. 
	1. 
	Select the User Tab. 

	2. 
	2. 
	Select the Edit hyperlink. 

	3. 
	3. 
	From the Activity Status drop-down box, select Completed. 

	4. 
	4. 
	Click on the Update button.  The Complaint Details Screen will appear. 

	5. 
	5. 
	Complete the Complaint Details: outcome type, outcome date and outcome description. 

	6. 
	6. 
	Click on the Update button. 

	7. 
	7. 
	Select Completed from the Activity Status drop-down box. 

	8. 
	8. 
	Click on the Update button.  The Edit Request Screen will appear. 

	9. 
	9. 
	Select the Substantiated Complaint Letter hyperlink. 
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	Figure
	Figure
	 The Substantiated Complaint Letter is generated. 
	Figure
	 The Complaint Activity will no longer appear in the User Worklist. 
	Figure

	5.3.10 Record a Restriction 
	5.3.10 Record a Restriction 
	As a Privacy Specialist you are able to enter a Restriction of Disclosure or terminate a Restriction of Disclosure. Restriction of Disclosures allows members to restrict uses and disclosure of their PHI. 
	Ensure that you enter specific details of what information is being restricted. It is important to be specific in this entry because it will provide other staff members with the details about the individual and organization, and about the restrictions on the disclosure. 
	NOTE: 

	Steps to record a disclosure restriction: 
	Last Edited: 12/12/2016 
	1. 
	1. 
	1. 
	From the Patient tab, search for and select a patient record. 

	2. 
	2. 
	Select the Accountable Disclosure Restrictions hyperlink. 

	3. 
	3. 
	Click on the New button in the Disclosures Restrictions box. 

	4. 
	4. 
	Enter the Disclosure Restriction details: accountable disclosure type, start and end date, restriction destination (to whom information is being restricted) and details. 


	Figure
	Figure
	Figure
	 When selecting the Disclosure Type if you determine that you need a new type of disclosure, contact the PHIMT help desk. 
	5. 
	5. 
	5. 
	Select Approved or Denied from the Outcome drop-down box. 

	6. 
	6. 
	Click on the Save button. 


	 The Patient Disclosure Restriction screen re-appears with your information. The Save button has changed to an Update button. 
	Once you have approved or denied the disclosure restriction you have the ability to generate an approval or denial letter. The letter will be pre-populated with the information that you entered for that particular restriction. 
	Steps to print the Approval or Denial Letter: 
	1. Select the title of the letter in the Letters box on the Patient Disclosure Restriction screen. 
	Figure
	 The Approval/Denial letter is generated. 
	Figure

	5.3.11 Documenting Receipt of and Generating an Authorization 
	5.3.11 Documenting Receipt of and Generating an Authorization 
	Privacy Specialist can record the receipt an Authorization from the patient when there is an exchange of PHI that occurs outside of the treatment, payment, or healthcare options. 
	Steps to document receipt of a valid authorization: 
	1. 
	1. 
	1. 
	Select the Patient Tab. 

	2. 
	2. 
	Search for and select the patient record. 

	3. 
	3. 
	Select the Authorizations tab. 

	4. 
	4. 
	Select the Authorization Type from the drop-down box. 

	5. 
	5. 
	5. 
	Enter the Authorization Details: protected health information to be released, reason for release, releasing organization, and recipient. 

	 Enter PHI to be released as it is written on the actual authorization form. 

	6. 
	6. 
	Scroll down the screen and enter: authorization start and expiration date, treatment type, and treatment start and end date. 


	Figure
	Figure
	: Enter either the Authorization Expiration or an Action Completed date; not both. If there is no expiration date, then enter text in the Action Completed field (ex. Authorization to remain in effect until revoked.) 
	NOTE

	7. 
	7. 
	7. 
	Place a check in the Generate Authorization checkbox. 

	8. 
	8. 
	Click on the Save button. 


	Figure
	 The Signed Status and Revoked Status boxes on this screen indicate if the DD Form 2870 is signed or revoked. 
	Figure
	 Once the authorization is saved, only the “Signed,” “Revoked,” or “Invalid” status fields can be changed. 
	: Once the authorization has been manually signed you can go back into the particular authorization and select the Signed checkbox and enter the date of the signature using MM/DD/YYYY format or the calendar icon to select a date. 
	NOTE

	9. 
	9. 
	9. 
	Select the Patient tab to reveal the Summary screen. 

	10. 
	10. 
	Place a check in the Authorizations checkbox. 

	11. 
	11. 
	Click on the Display button. 


	Figure
	Figure
	 The new authorization will appear on the Summary screen. 
	Steps to generate the DD Form 2870 (Adobe Acrobat format): 
	1. 
	1. 
	1. 
	Select the Patient Tab. 

	2. 
	2. 
	Search for and select the patient record. 

	3. 
	3. 
	From the Summary screen, check the Authorizations block. 

	4. 
	4. 
	Click Display. 

	5. 
	5. 
	From the list of Authorizations, click the particular ID hyperlink. 

	6. 
	6. 
	Select the Authorizations tab. Scroll down to the bottom of the page and click on Standard Authorization. 

	7. 
	7. 
	You may print the form and request the patient’s signature. 
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	5.3.12 Sign an Authorization 
	5.3.12 Sign an Authorization 
	In order for an authorization to be valid, it must be signed by the patient. After the authorization is signed by the patient, a user has the ability to document in PHIMT that the signature was obtained. 
	Steps to document signature for an authorization has been obtained: 
	1. 
	1. 
	1. 
	Select the Patient tab, search for patient (if applicable), check Authorizations box, and click Display. 

	2. 
	2. 
	Click on the numerical ID hyperlink. 

	3. 
	3. 
	Scroll to the bottom of the page to the Signed Status box. 

	4. 
	4. 
	Place a check in the Signed Status checkbox. 

	5. 
	5. 
	Select the date and the authorizing person’s identity from the drop-down box. 

	6. 
	6. 
	Click on the Update button. 

	7. 
	7. 
	Select the Patient tab. 

	8. 
	8. 
	Place a check in the Authorizations checkbox. 

	9. 
	9. 
	Click on the Display button. 
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	Figure
	 You will now see that the authorization indicates that it has been signed. 
	Figure

	5.3.13 Revoke an Authorization 
	5.3.13 Revoke an Authorization 
	Previously generated authorizations may need to be revoked as a result of legal issues, new information, or for other reasons. 
	Steps to revoke an authorization: 
	1. 
	1. 
	1. 
	Select the Patient tab and search for patient (if applicable). 

	2. 
	2. 
	Place a check in the Authorizations checkbox. 

	3. 
	3. 
	Click on the Display button. 

	4. 
	4. 
	Select the Authorization ID hyperlink. 

	5. 
	5. 
	Scroll to the bottom of the screen to the Revoked Status box. 


	Figure
	4. 
	4. 
	4. 
	Place a check in the Revoked check box. 

	5. 
	5. 
	Select the date and the revoking person’s identity in the drop-down box. 

	6. 
	6. 
	Click on the Update button. 

	7. 
	7. 
	Click on the Patient tab to view the authorization. 

	8. 
	8. 
	Place a check in the Authorizations checkbox. 

	9. 
	9. 
	Click on the Display button. 


	Figure
	Figure
	 The revoked authorization is highlighted in red. 
	Figure
	5.3.14 Administrative Summary Reports 
	The PHIMT is capable of running several reports, which are called Administrative Summaries. Administrative Summaries provide a visual representation or snapshot view of your facilities disclosure activities. 
	The Administrative Summary Reports are performed by Privacy Specialists. 
	Steps to create an Administrative Summary Report: 
	1. 
	1. 
	1. 
	Select the Admin Tab. 

	2. 
	2. 
	Select your Organization from the drop-down box. 


	Figure
	Figure
	 The Administrative Summary reports will display. 
	Figure
	5.4 REGULAR USER ACTIVITIES 
	This section is focused on the steps that a Regular User should perform in order to document an accounting of disclosures in PHIMT. There are many steps that are similar with those of the Privacy Specialist, but the Regular User has limited access to the system functionality requiring they enter the information through a different path. This functionality will be re-aligned in the PHIMT interface enhancements so that in the future, all data entry will follow the same path. 
	5.4.1 Regular User Access to Record a Disclosure 
	5.4.1 Regular User Access to Record a Disclosure 
	A Regular User has limited access to PHIMT. Utilizing the Requests tab, the Regular User can quickly access the system and enter the disclosure. The Regular User can select either a single accountable disclosure or a multiple accountable disclosure. . Some examples of multiple disclosures include: recurring monthly medical readiness status, dental class reports, or predeployment preparation reports to a commander or the commander’s designee(s). Multiple Disclosures are primarily used when the same disclosur
	-

	Steps to create Disclosures 
	1. 
	1. 
	1. 
	Click on the Requests Tab. 

	2. 
	2. 
	Click on the Simple Disclosure radio button. 

	3. 
	3. 
	Click on the Next button. 

	4. 
	4. 
	Search for the Patient. 

	5. 
	5. 
	Select patient from the Search Results screen. 

	6. 
	6. 
	Follow the same steps for entering information in the disclosure details. Refer to Section 5.3.1, starting at Step 6, for a Single Accountable Disclosure or 5.3.2, starting at Step 6, for Multiple Accountable Disclosures. 

	7. 
	7. 
	At the bottom of the form, Select Route to Privacy Specialist from the Action drop-down. 

	8. 
	8. 
	Click on the Save button.  The Request Summary screen will display. 
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	Figure
	6.0 GLOSSARY 
	To facilitate clarity the following terms will be used throughout the document and are defined as follows: 
	TERM 
	DEFINITION 
	An action that results in the temporary postponement of a previously approved disclosure. The suspension can be either specific 
	Accounting Suspension (referring to a particular disclosure) or type (referring to a disclosure of a particular type). Suspensions can be oral, lasting for up to thirty days, or written, lasting up to six months. 
	TERM 
	TERM 
	TERM 
	DEFINITION 

	Action 
	Action 
	A specific activity that requires a response to a request. 

	Add Organization 
	Add Organization 
	A hyperlink on the Admin Tab that allows the User Admin to enter new user facilities to the current listing 

	Add User 
	Add User 
	A hyperlink on the Admin tab that allows the User Admin to enter a new user into the database. 

	Admin Tab 
	Admin Tab 
	One of two label tags that provide access to a set of User Admin activities that regulate administrative functions of the PHIMT database. These activities include: maintaining disclosure types and organizations, and creating/modifying users. 

	All User’s List 
	All User’s List 
	A hyperlink on the Admin tab that provides a listing of all users in the database. This hyperlink makes user management available. 

	Attach 
	Attach 
	An option that allows the User to send documentation or files with a disclosure. 

	Authorization 
	Authorization 
	A hyperlink on the Patient tab that allows the User to process an approval for a disclosure. 

	Back 
	Back 
	A navigation button that allows the Regular User to return to the previous screen. 

	Complaint 
	Complaint 
	Activity that allows a user to file a HIPAA grievance against a person or organization. 

	Create 
	Create 
	An option that allows the Regular User to initiate a new activity. 

	Create New Request 
	Create New Request 
	A hyperlink on the Requests tab that allows the Regular User to initiate a request for a new disclosure activity. 

	Disclosure 
	Disclosure 
	A hyperlink on the Requests tab that allows the Regular User to forward a release of protected health information to the Privacy Specialist. 

	Disclosure Accounting 
	Disclosure Accounting 
	A hyperlink on the Requests tab that allows the Regular User to process a justification for a disclosure. 

	Disclosure Details 
	Disclosure Details 
	Refers to information about a specific release that the Regular User can 

	Disclosure Restriction 
	Disclosure Restriction 
	Placing constraints on either the information being released or its recipient. 

	Display 
	Display 
	An option that allows the Regular User to view various types of information about a particular patient or disclosure activity. 

	Generate Form 
	Generate Form 
	A hyperlink on the Patient tab that allows the Regular User to create forms and letters for various disclosure activities and situations. 

	Login 
	Login 
	The opening screen that requires a User ID and Password. 

	Logoff 
	Logoff 
	A hyperlink that allows the Regular User to exit PHIMT. 

	MDR Data 
	MDR Data 
	Data that has been imported from the MHS Data Repository. 

	MTF 
	MTF 
	Military treatment facility. 

	My Profile 
	My Profile 
	A hyperlink on the User tab that allows the Regular User to enter/update personal information and preference data. 


	TERM 
	TERM 
	TERM 
	DEFINITION 

	My Requests 
	My Requests 
	A hyperlink on the User tab that allows Regular Users to view the status of all requests initiated by them. 

	My Worklist 
	My Worklist 
	A hyperlink on the User tab that serves as an electronic inbox. It allows Regular Users perform desktop duties such as viewing all tasks currently assigned to them. 

	New 
	New 
	An action button that allows the Regular User to develop a new item, patient, or organization. 

	New Patient Record 
	New Patient Record 
	A hyperlink on the Patient Search Results screen that allows Regular Users to provide information about a new patient. 

	Next 
	Next 
	A navigation button that allows the Regular User to proceed to the next step in an activity. 

	Organization 
	Organization 
	A Military Service or MTF. 

	Organization Management 
	Organization Management 
	A hyperlink on the Admin tab that allows the User Admin to create and/or modify facilities within the database. This term refers to the process of maintaining a user’s organization profile and status. 

	Patient Profile 
	Patient Profile 
	A hyperlink on the Patient tab that allows the Regular User to create or edit patient information. 

	Patient Search 
	Patient Search 
	A hyperlink on the Patient tab and main screen that allows the Regular User to look for a particular patient in the database. 

	Patient Tab 
	Patient Tab 
	A tag or label that provides the User with patient-specific activities. 

	PHI 
	PHI 
	Protected Health Information. 

	PHIMT 
	PHIMT 
	Protected Health Information Management Tool. 

	Privacy Specialist 
	Privacy Specialist 
	The Privacy Officer or designee at an MTF or Service level. This role allows the user to maintain disclosure reporting, approve/deny disclosure requests, amend requests, and to restrict and suspend disclosures. 

	Record Disclosure 
	Record Disclosure 
	Documentation and confirmation of the release of PHI. 

	Regular User 
	Regular User 
	A general role with basic functionality. This role can create disclosures and authorization requests that can be routed to a Privacy Specialist. 

	Request 
	Request 
	The first step in initiating a disclosure activity. 

	Request Action 
	Request Action 
	A prompt for a specific performance (route to Privacy Specialist or route to your Worklist) to be taken on a disclosure. 

	Request Details 
	Request Details 
	Allowing the Regular User to view relevant information about a particular disclosure. 

	Requester 
	Requester 
	The individual or agency asking for the disclosure. 

	Requester Profile 
	Requester Profile 
	A hyperlink on the Requester tab that allows the user to view information about the individual or organization making the request. 


	TERM 
	TERM 
	TERM 
	DEFINITION 

	Requester Requests 
	Requester Requests 
	A hyperlink on the Requester tab that allows Regular Users to view a listing of all requests that were made by an individual or an organization. 

	Requester Summary 
	Requester Summary 
	A hyperlink on the Requester tab that allows the Regular User to view a brief of all requests initiated by an individual or organization. 

	Requester Tab 
	Requester Tab 
	A tag or label that allows the Regular User to access information about the individual or agency making a request for a disclosure. 

	Requests Tab 
	Requests Tab 
	A tag or label that allows the regular User to access information about the activities that have been requested by an individual or organization. 

	Restriction 
	Restriction 
	A constraint put upon a particular disclosure activity. The constraint could refer to denying access to a particular individual or a particular time frame. 

	Revoke Authorization 
	Revoke Authorization 
	A user rescinding a previous approval for a particular disclosure 

	Role 
	Role 
	A named collection of permissions. A role allows users with the same permissions to be grouped under a unique name such as: Regular User, User Admin, or Privacy Specialist. 

	Routing 
	Routing 
	Forwarding an approval request for disclosure to your worklist for later action, or to another individual. For example, a Regular User may forward the approval request to a Privacy Specialist. 

	Save 
	Save 
	An action button that allows Regular Users to save data entries, information, and procedures. 

	Search 
	Search 
	An action button that allows Regular Users to search for a particular individual or activity. 

	Search for a Request 
	Search for a Request 
	A hyperlink on the Requests tab that allows the Regular User to look for a particular request made by that person. 

	Select 
	Select 
	An action button that allows Regular Users to select a particular patient or activity. 

	Status Box 
	Status Box 
	A gray box in the upper left corner of all screens. This box displays the current information for a patient or activity; depending on actions being performed. 

	Summary 
	Summary 
	A hyperlink on the Phone Number Details screen of the Patient tab that allows Regular Users to view a brief of all disclosure activities for a particular patient. 

	Summary Item Filter 
	Summary Item Filter 
	A feature accessed on the Patient Summary screen. It allows the user to display a synopsis on disclosures, suspensions, restrictions, reports, letters, and complaints. 

	Suspension 
	Suspension 
	The act of delaying a disclosure or putting it on hold temporarily. 

	Switch Organizations 
	Switch Organizations 
	A hyperlink on the User tab that allows Regular Users assigned to more than one organization to switch between their organizations. This allows them to change their primary status in an organization. 


	TERM 
	TERM 
	TERM 
	DEFINITION 

	TCL 
	TCL 
	The table where the MDR data is stored. 

	TMA 
	TMA 
	TRICARE Management Activity. 

	Update 
	Update 
	An action button that allows Regular Users to update information or perform additional activities. 

	User Admin 
	User Admin 
	A role that allows the user to set up all accounts for users within their facilities as directed by the MTF Privacy Officer. The User Admin creates and assigns user names and passwords, adds/modifies users from within their Service, assigns roles, creates user-to-user relationships, verifies the identity of individuals who access PHIMT, and provides login information to users. The User Admin also creates workflows by routing the requests of a Regular User to a Privacy Specialist and from a Privacy Specialis

	User Profile 
	User Profile 
	Used when referring to the Add User activity. This profile screen allows the User Admin to enter personal information and preference data about a new user 

	User Role 
	User Role 
	A named collection of permissions. A role allows Users with the same permissions to be grouped under a unique name such as Regular User, User Admin, or Privacy Specialist. Each role has varying degrees of permissions. Roles allow users with the same permissions to be grouped under a unique name (ex. Regular User, User Admin, and Privacy Specialist). The MTF Privacy Officer usually determines the appropriate role. 

	User Search 
	User Search 
	A hyperlink on the Admin tab that allows the User Admin to search for a particular user. 

	User Tab 
	User Tab 
	A tag or label that allows the Regular User to access all PHIMT User-related information. This tab is designed to track all tasks assigned to a user 

	User-to-User Relationship 
	User-to-User Relationship 
	The different user types and how they work with one another. The User Admin creates this relationship as directed by the MTF Privacy Officer. The Privacy Officer understands how the MTF manages disclosures. The User Admin understands how to create a workflow by routing requests of a Regular User to a Privacy Specialist and from a Privacy Specialist to another Privacy Specialist, thereby creating the working relationships between the different users. Multiple user relationships can be established throughout 


	7.0 USER ROLE PERMISSIONS 
	PHIMT PRIVACY SPECIALIST PERMISSIONS 
	PHIMT PRIVACY SPECIALIST PERMISSIONS 
	PHIMT PRIVACY SPECIALIST PERMISSIONS 

	PHIMT Privacy Specialist Tab 
	PHIMT Privacy Specialist Tab 
	Enabled Permissions 


	Logon/Logoff Both 
	Logon/Logoff Both 
	Logon/Logoff Both 

	User Tab Change password Switch to other organizations Update address User profile User workflow Workflow activity Workflow request Workflows tab 
	User Tab Change password Switch to other organizations Update address User profile User workflow Workflow activity Workflow request Workflows tab 

	Admin Tab Administrative workflow Attach file Backup person relationship Organization management 
	Admin Tab Administrative workflow Attach file Backup person relationship Organization management 

	Patient Tab Create patient New request: deny request now Patient accounting request Patient accounting suspensions Patient alternate communication Patient authorization Patient disclosure restrictions Patient profile Patient search Patient summary Patient workflow Record disclosure View disclosure 
	Patient Tab Create patient New request: deny request now Patient accounting request Patient accounting suspensions Patient alternate communication Patient authorization Patient disclosure restrictions Patient profile Patient search Patient summary Patient workflow Record disclosure View disclosure 

	Requests Tab Complaint workflow Disclosure accounting Disclosure request Simple disclosure request Disclosure imports Edit request: accept request Edit request: approve request Edit request: complete PHI retrieval Edit request: process complaint Edit request: route to another Privacy Specialist Edit request: route to other user New request: process request now New request: route to another Privacy Specialist New request: route to other user New request: route to My Worklist 
	Requests Tab Complaint workflow Disclosure accounting Disclosure request Simple disclosure request Disclosure imports Edit request: accept request Edit request: approve request Edit request: complete PHI retrieval Edit request: process complaint Edit request: route to another Privacy Specialist Edit request: route to other user New request: process request now New request: route to another Privacy Specialist New request: route to other user New request: route to My Worklist 

	Requester Tab Requester summary Requester workflow 
	Requester Tab Requester summary Requester workflow 

	PHIMT USER ADMIN PERMISSIONS 
	PHIMT USER ADMIN PERMISSIONS 

	PHIMT User Admin Tab 
	PHIMT User Admin Tab 
	Enabled Permissions 


	Logon/Logoff Both 
	Logon/Logoff Both 
	Logon/Logoff Both 

	User Tab Switch to other organizations Update address User profile User workflow User worklist Workflow request 
	User Tab Switch to other organizations Update address User profile User workflow User worklist Workflow request 

	Admin Tab All users list Attach file Organization management User management 
	Admin Tab All users list Attach file Organization management User management 

	Patient Tab None (can perform patient profile and patient relationship activities.) 
	Patient Tab None (can perform patient profile and patient relationship activities.) 

	Requests Tab None (perform new request: route to my worklist activity.) 
	Requests Tab None (perform new request: route to my worklist activity.) 

	Requester Tab None 
	Requester Tab None 

	PHIMT REGULAR USER PERMISSIONS 
	PHIMT REGULAR USER PERMISSIONS 

	PHIMT Regular User Tab Enabled Permissions 
	PHIMT Regular User Tab Enabled Permissions 

	Logon/Logoff Both 
	Logon/Logoff Both 

	Patient Tab Create patient Generate form Generate letter Patient authorization Patient profile Patient search Patient summary Patient workflow View disclosure 
	Patient Tab Create patient Generate form Generate letter Patient authorization Patient profile Patient search Patient summary Patient workflow View disclosure 

	User Tab Change password Switch to other organizations Update address User profile User workflow User worklist Workflow activity Workflow request Workflows tab 
	User Tab Change password Switch to other organizations Update address User profile User workflow User worklist Workflow activity Workflow request Workflows tab 

	Admin Tab 
	Admin Tab 
	None (can attach file as part of another activity) 











